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BNNTATOJAPHOCTb

3710 nccnepoBaHue undpPoBON NOAKAOYEHHOCTU B KazaxcTaHe CTano BO3MOXKHbIM
6narogaps weapon nogaepkke CAPS Unlock, ubé dpmHaHcMpoBaHue obecneynno nposeaeHue
aToro aHanusa. Internet Society BbiparkaeT 6,1aro4apHOCTb COTPYAHMKAM M BHELLIHUM 3KCMepTam
33 UX BAYMYMBbIE OT3bIBbI M BKNAA, B paborTy.

CASSINI npegocTaBuia reononmMTUYECKMIA aHanM3 M NOAroToBMUAA KapTorpadudeckue
maTtepuanbl 4NA 3TOro oTyéTa.
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KPATKOE COAEPXAHUE
Kntouesble BbIBOAbI

® B KasaxcTaHe pa3suta unodposan nHopacTpyktypa. OgHaKo TeNeKOMMYHMKALNOHHbIE
KOMMNAHWM CTPaHbl NPUHAANEXKAT OrpaHUYEHHOMY Kpyry ntoaei. Takaa HU3Kaa KOHKYPEHUMA Ha
pbIHKE CNOCOBCTBYET YCUNEHUIO TOCYAAPCTBEHHOIO KOHTPOAA.

® B nocnegHue roabl NPaBUTENbCTBO NpeAnpUHUMMAET Warm no peGopmmnpoBaHmio
TEeNEeKOM-PbIHKa, CTPEMACH YCUNUTb KOHKYPEHUMIO. NoABMUINCE NPU3HAKM HOBOIO 3Tana YacTHbIX
MHBECTULUMI B 3Ty cdepy.
® [loMMHMpPYOLWMI onepaTop — «KasaxTeNleKom» — UrpaeT KAK4YEBYHO PO/ib KaK BO BHYTPEHHEN,
TaK U B MEXAYHAapOAHOM CBA3WN CTPaHbI.
e MexxayHapoaHbl MHTepHeT-TpadumK KasaxcTaHa gecatunetmamm 3asucen ot Poccun — u ata
33aBMCMMOCTb COXpaHAaeTcA. Tem He MeHee, yKe HabntoaatoTca nepsble pe3ynbTaTbl CTPATENMK MO
ansepcuduKaumMm mapLLpyToB B CTOPOHY EBponbl U Apyrux asaMaTCKMX CTPaH.
® 3aBMCMMOCTb OT Poccum B BONPOCAxX MeXAYHAaPOAHOM MHTEPHET-CBA3N CO34aET PUCKM
ycTonumsoctn cetn ana KasaxcraHa. OgHaKo 060MTM POCCUIO CNOXKHO: POCCUMCKME NAapPTHEPDI
NpeaoCTaBAAOT KayeCTBEHHbIE U AOCTyMNHble peweHna. Kpome Toro, 3HauMTeIbHaA YacTb
HaceneHua noTpebaaeT KOHTEHT Ha PYCCKOM A3blKe, Pa3MeLLEHHbIM B POCCUIMCKUX AaTa-LLeHTpax,
4yTO POPMMpPYET YCTOMUYMBDIN CNPOC Ha cBA3b ¢ Poccuent.
® HoBble BO3MOXHOCTU NogKatoueHma Yyepes Kacnmninckoe mope moryT aatb KasaxcraHy
aNbTepHaTMBHbIE MapLpPYTbl B EBpoONy, MOBbICMB YCTONYMBOCTb CETU. Pa3Bntne Kopmaopa TakxKe
MOXET OTKPbITb A1 Ka3aXCTaHCKNX NPOBaNAEePOB AONONHUTENbHbIN A0XO0A 33 CY4ET TPaH3UTa
TpadumKa mexkay EBponoii 1 BoctouHoM A3umeit. B To ke Bpemsa B caydae byayLmx
reonoIMTUYECKUX KOHGNIMKTOB HOBbIE MaPLLPYTbl MOTYT CTaTb YA3BUMbIMU.
® B chepe MHTepHeT-KoHTeHTa KasaxcTaH AeMOHCTPUPYET OAMH U3 CaMbIX BbICOKUX YPOBHEM
NoKanusauymm B pernoHe. OgHaKO B 3TOM HanpaBAeHUU eLwé ecTb NOTeHLMan gnsa pocta. Poccua
OCTaéTCA rNaBHbIM HanpaBAeHUEeM A5 XOCTMHIa Ka3aXCTaHCKMX CalTOB 3a pyberkom, 3a HeW
cnepytot EBpona u CLUA.
® fiHBapcKuMe cobbiTmA 2022 roaa 1 NocieaoBaBLIME OTKAOYEHUA MHTEPHETa NO MHULMATMBE
B/1aCTel NOKasanu, YTo rocyaapcTso 061a4aeT BbICOKMM YPOBHEM KOHTPOIA HAA, CETAMM CTPAHbI.

PekoMeHpanuu

CtpemneHune KasaxcTaHa CTaTb perMoHanbHbiM UMdpPoBbIM Xabom MOXKeT ObITb
peann3oBaHO TO/NIbKO NPU YCNOBUM, YTO MHTEPHET-CBA3b B CTPaHe 6yAeT yCTOMYMBOM, OTKPbITON,
HaaéxKHoM 1 6e3onacHoi. YTobbl cnocobCTBOBATL AOCTUXKEHUIO 3TUX Llenel, Internet Society
pekoMeHayeT NpaBuTenbCTBy KasaxcTaHa:

1. CnocobcTBOBaTb YKPEMIEHUIO YCTOMYMBOCTM MHTEPHETA 33 CYET:

a. CTUMyNMpoBaHMA CO34aHMA OTKPbITbIX, PbIHOYHO OPUEHTUPOBAHHbIX TOYEK 0OMeHa
nHTepHeT-Tpadumkom (IXP), a He MHMLMATUB, yNpaBAAEMbIX rocyaapcTBom. bonee cunbHas
JIOKaNIbHAA UHTEPHET-3KOCMCTEMA MOMOXKET CHU3UTb 3aBUCMMOCTb OT MEXAYHAPOAHOM CBA3MU.
b. MoowpeHns onepaTtopoBs ceTei K BHeapeHUto IPv6, a TaKKe K MCNONb30BaHUIO yYLLMX
NPaKkTUK B 061acTn mappytmnsaumm n DNS, 4To noBbICUT 0OLLYIO YCTOMUYMBOCTb MHTEPHETA.

c. MpoaonKeHns n3yyeHna BOSMOXKHOCTEN CMYTHUKOBOrO MHTEPHETA OT pa3HOO0bpa3HbIX
NMOCTaBLLMKOB Kak cnocoba co3gaHua pe3epBHbIX KAHAN0B B MHOPACTPYKType CBA3M.

d. OTgaum npmMopumTeTa ONTOBOJIOKOHHOMY NOAKNOYEHUIO Nepes CNyTHUKOBbIM KakK
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O0NTOCPOYHOMY pelleHuto 6aaroaaps ero BbICOKOM CKOPOCTU, HU3KOW 3a4epKKe U
HAOEXHOCTHU.

2. CopenctBoBaTb OTKPLITOCTU MHTEPHETA NYTEM:
a. PopmnpoBaHma 61aronprUATHOM cpeabl ANA PAa3BUTUA MHOXKECTBA HEDOONbLUNX MHTEPHET-
npoBanaepoB 3a CY4ET yCcTpaHeHMA bapbepoB A1A BXOAA HA PbIHOK — TaKMX KaK Hanoru Ha IT-
obopypoBaHue, 4OCTYN K pagMovactoTam, INLEH3NPOBAHNE ONEPATOPOB U Ap.
b. OTmeHbI perynnpyowmx TpebosaHuii — Hanpumep, 06 06a3aTeNIbHOM Ma*KOPUTAPHOM
Yy4acTUM MeCTHbIX BAajeNblUeB A8 MeXAYHAPOAHbIX ONEePaTOPOB: 3TO MOMOXKET YCUAUTb
KOHKYPEeHLM o Ha pbIHKe.
c. MNoowpeHnsa coOBMECTHOro NCNONb30BaHMNA MHOPACTPYKTYPbl MeXAy onepaTtopamm Ha
MarmcTpanbHbIX ONTOBOIOKOHHbIX MapLupyTax U obecrnevyeHus cnpaBeaiMBbIX YCA0BUNA U
Tapndos Ans HeboAbWMX NPOBANAEPOB.
d. MpoaBMKEeHMA YEeCTHOM KOHKYPEHLUMN MeXAy onepaTopamu 415 NOBbIWEHUA PbIHOYHOIO
pa3Hoobpa3mA. YCToMYMBOCTb 0becneunBaeTca Kak TEXHUYECKUM, TaK U SKOHOMUYECKUM
MHOroobpasuem.
e. Pa3BnTnA pbiHKa AaTa-UEeHTPOB M MHBECTULMIN B HEMTPA/ibHbIE K ONepaTopam AaTa-LeHTpbl.
3TO NOMOXKET NPMBAEYb KaK MEXAYHAPOAHbIX, TAK U MECTHbIX 06/1a4HbIX U XOCTUHT -
npoBanAepos., caenaB pasmellleHne KOHTEHTA BHYTPU CTPaHbl 6onee npuBaeKaTeNbHbIM.

3. CopencTBoBaTb HaAEXKHOCTM M 6€30MaCHOCTU UHTEPHETA NYTEM:
a. OTmeHbl Tpeb6oBaHMM NO MOHUTOPUHTY U BNOKMPOBKE KOHTEHTA AN UHTEPHET-
npoBanAepoB, BKAOYAA NOCTABLLMKOB CYTHUKOBOTO MHTepPHeTa. MNoaobHble mepbl HapyLwatoT
KNtoYeBble NPUHLUMNbI KnbepbeszonacHOCTH, CTAaBAT NOA Yrpo3y NOAb30BaTENEN U YWEMAAOT
NpPaBo Ha HEMPUKOCHOBEHHOCTb YaCTHOM M3HWU U CMEXKHble NpaBa.
b. MoaaepKM NONUTUK, HAaNpaB/eHHbIX Ha obecneyeHne cTabUAbHON M HAAEKHON PaboTbl
WHTEPHETA KaK OCHOBbI CU/IbHOM SKOHOMMKKN M B1aronony4yHoro 6yayuero rpa*kgaH
KasaxctaHa. 310 BKAtOYaeT B cebs 0TKa3 oT 06A3aTeIbHON MapLlpyTU3aumnm Tpaduka yepes
eAMHbIM W03 A0CTYNa B MUHTEPHET.
c. OpuumanbHOro 0TKasa OT NPOrpamMmbl HALMOHANbHOrO KOPHEBOTO cepTUdUKaTa U
COTpYAHUYECTBA C NPOBaNAEpPaMN ANA yAANEHMA 3TOro cepTudMKaTa € N0b30BATENbCKUX
YCTPOWCTB, 4TOH bl BOCCTAaHOBUTbL OBOLLECTBEHHOE AOBEPUE K UHTEPHETY.
d. Mpu3HaHUA WKPpPOBaAHMA KNHOUYEBLIM 3/IEMEHTOM HaLMOHANbHOM 6€30NacHOCTU U
NOATBEPKAEHMA €r0 3HAYMMOCTU ANA 3aLLUTbI NONb30BaTeNel oT Kubepyrpos.
e. CTUMYIMPOBAHUA MHTEPHET-NPOBANAEPOB K BHEAPEHMIO YYLIMX NPAKTUK B 061acTn
6e30MacHOCTU ANA NOBbILWEHWUA YCTOMYMBOCTU MHTEPHETA.
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BBEJIEHUE

NHTepHeT cTan HeOTbEMIEMOI YaCTbi0 COBPEMEHHOM XU3HU, cnocobcTayA
9KOHOMMYECKOMY Pa3BUTUIO, COLMANBHOMY B3aMMOAENCTBUIO M AOCTYNY K MHPopmauun. B
KasaxcTaHe — cTpaHe, pacnonoXeHHON Ha nepekpécTke Esponsl n Asumn 1, — passutne
WHTEPHETA OTparkaeT cTpemsieHme K umdposoi TpaHchopmaumm 1 nHTerpaummn B rnobanbHyro
3KOHOMMUKY.

B HacToAwwem OT4éTe paccmaTpmUBaAETCA TEKyLLLee COCTOAHUE MHTepHeTa B KasaxcTaHe u
HanpaB/ieHWUA gNA ero JaNlbHENLLEro Ppa3BUTUA: UccieayoTca MHPPaACTPYKTYpa, yCTOMUYMBOCTD,
HOPMaTUBHO-NPaBOBAaA Cpea, a TaKKe BO3HUKaloWwme TeHAeHUMN. HecmoTpa Ha 3HauYuTeNbHble
WMHBECTULMN B UHDPACTPYKTYPY U LMPPOBbIE CEPBUCHI, B CTPAHE COXPAHAIOTCA BbI30Bbl — B TOM
4yncne HepPaBHOMEPHbIN AOCTYN K CETU B FOPOAAX U CEIbCKOM MECTHOCTU, PerynaTopHble
orpaHu4YeHus u puckm B chepe KnbepbesonacHoCTH.

AHannsnpya Kntoyesble NOKasaTesn, Takue KaK ypoBeHb NPOHUKHOBEHUA UHTEPHeTa, a
TaKXKe BAUAHME roCcyAapCTBEHHOM NONUTUKN, OTYET JAET BCECTOPOHHEE NpeacTaBaeHMe O
TEeKyLLLemM COCTOAHUN MHTepHeT-cpeabl B KazaxcTaHe. OH TaKXKe NoAYEPKMBAET BO3MOXKHOCTU AN
pOCTa U PONIb UHTEPHET-TEXHO/IOTMI B Ppean3aLnm CTpeMEHNA CTPaHbI CTaTb PErMOHANbHbIM
uMPppoBbIM Xabom.

Mo aaHHbIM NpaBuTenbcTBa KasaxcraHa, B nepuog ¢ 2021 no 2022 rog 06bEM TpaduKa B
COLMANbHbIX CETAX U MecceHaKepax Bbipoc Ha 16 %, Ha YouTube — Ha 13 %, a TikTok nokasan
peKkopaHbIi pocT Tpaduka Ha 101 % 2. CornacHo AaHHbIM BcemupHoro 6aHka®, 8 2023 roay aons
[OMOXO03AMCTB, UMEKLWMX A0CTYN K MHTEPHETY, aocturnia 92,9 % — nokasaTtesib, CONOCTaBUMbIN C
FepmaHuei (92,5 %) n Poccueit (92,2 %). MosToMy BaxKHO paccMaTpuBaTb MHTEPHET-cpeay
KasaxcTaHa KaK C TEXHUYECKOM, TaK U C NONUTUKO-NPABOBOM TOUYKM 3pEHUS, YTODbI YETKO
NMOHUMaTb €€ Cu/IbHble 1 cnabble CTOPOHbI, @ TaKXKe BO3MOXKHbIE TOYKM POCTa. ITO NO3BOAUT
NPMHUMATb B3BELLUEHHbIE peLleHnA N BbICTPanBaTb CTpaTernyeckme mepbl pasBuTmA.

Mo cnosam Tanrata HypnbibaeBa, npeacesatena KasaxCTaHCKOro otaeneHusa Internet
Society, 95 % uHTepHeT-Tpaduka KasaxcraHa npoxoauT yepes Poccuio 4. Mocne nepsebix gHeN

1 “Accessible Internet National Project: Kazakhstan Residents to Be Provided with High-Speed Internet Access of at
Least 100 Mbit/s.” Official Information Source of the Prime Minister of the Republic of Kazakhstan
https://primeminister.kz/en/news/accessible-Internet-national-project-kazakhstan-residents-to-be-provided-with-
high-speed-Internet-access-of-at-least-100-mbits-23858/ ata obpauieHns 31 aHsaps 2025 .

2 Government of the Republic of Kazakhstan, “Order No. 949: About approval of the national project in the field of
communication ‘Accessible Internet National Project’ — Section 2. Current situation in the field of
telecommunications ( N2 949 «O6 yTBepXAeHMM HAaLMOHaNbHOrO NPoeKTa B 061acTu cBssu "JocTynHbI HTEPHET" —
Paszgen 2. Tekylas cuTyauma B 061acTu TeIeKOMMYHUKaumii)», 27.10.2023

https://online.zakon.kz/Document/?doc _id=35025676&pos=4;-114#pos=4;-114 [aTa obpalieHuns 20 HoAabpa 2024 r.
3 “World Development Indicators.” DataBank, https://databank.worldbank.org/source/world-development-
indicators/Series/IT.NET.USER.ZS# [lata o6pauieHuna 31 aHBapa 2025 r.

4 NocbiM»KaH HayxaHoB. «Ecin Poccuto oTKAKOYaT OT MHTEpHETa, YTo byaeT ¢ KasaxcTaHom? — 0630p KasCMW»,
365info.kz, 29.03.2022, https://365info.kz/2022/03/esli-rossiyu-otklyuchat-ot-Interneta-chto-budet-s-kazahstanom-
obzor-kazsmi Jata obpaweHns 20 Hoabpa 2024 r.
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BTOPXEHMUA Poccmm B YKpauHy B Ka3axCTaHCKUX > U MeKayHapoaHbix CMU® 7 BHOBb
aKTUBU3MPOBANUCH AUCKYCCMU O PUCKaX AednumMTa MHTEPHETA U3-3a BOSMOXHbIX NOMbITOK Poccumn
N301MPOBaTb CBOM CETU U/MUAKN OTKAOUUTL LieHTpanbHyo A3uto oT rnobanbHol ceTu. ITu
ornaceHMA yCMAMBAIOTCA C Tex Nop, Kak MockBa aHHeKcmpoBana Kpbim BmecTe ¢ ero umMdpposoii
nHbpacTpyKTypoi & n 06bABMNE O CO3AaHMM NPOEKTa «CyBEePeHHOro PyHeTa» °.

B ycnoBuaAx cTpeMmuteNbHO MEHSAIOLWENCA reonoanTUYecKo 06CTaHOBKM KpaiiHe BaXKHO U
CBOEBPEMEHHO U3Y4YUTb CTENEHb 3aBUCUMOCTM CTpaH LleHTpanbHoi Asnmn oT Poccnm B Bonpocax
MHTepHeT-cBA3M. KazaxcTaH ocobeHHO 06eCnoKOeH 3TOM CUTYyaLUMeN He TO/IbKO MOTOMY, YTO
60/1blLIAA YaCTb €ro MeXAYHapoOAHOro MHTEPHeT-TpadmKa npoxoaunT Yyepes Poccuto, HO 1 noTomy,
YTO OH UrPAET KNOYEBYHO POJIb B NepepacnpeneneHnmn MexayHapoaHoM NponycKHOM
CcnocobHOCTH, HanpasaAemom B Poccuto, ANa Apyrux He MMetoLWmMX BbIXxo4a K MOPHO CTPaH
LleHTpanbHOM A3nu.

OpHako BHYTpU KasaxcTaHa BeayTca OCTpble CNopPbl OTHOCUTENIbHO PUCKA NOAHOM
M3015UMKN OT rN0HaNbHOro MHTEPHETA B C1y4ae BO3MOMXKHOIo 060CTpeHMA reononmTuyYecKkom
HanpsaX&HHocTH ¢ Poccueit. MpaBo3aWmUTHUKM yKa3biBatoT 10 Ha MoAHYO 3aBUMCMMOCTb KasaxcTaHa
OT POCCUIACKOTO TpadUKa, B TO BPEMSA KaK NpeacTaBUTEIN OTPACIN — TaKMe KaK Npe3naeHT
NHTepHeT-accoumaumn KasaxcraHa 1t — yTeepkaatoT o6paTHoOe, 3aABNAdA, UTO Y CTPaHbl ecTb
HE3aBUCUMbIN A0CTYN B UHTEPHET M YTO MAHUNYAALUMM C POCCUMCKOM CETbIO He NpuBeayT K
nepeboam B paboTe KazaxCTaHCKOro MHTepHeTa. Llenb AaHHOro oT4éTa — NPOACHUTL 3TOT CMop,
NpesoCTaBMB KaK KauecTBeHHbIe, TaK U KOIMYeCTBEHHble AaHHble 0 cBA3M Ka3axcTaHa, ero
B3aMMOAENCTBUAX C POCCMEN U CYLLECTBYHOLLMX anbTePHATUBAX.

OTYET OCHOBAH Ha LUMPOKOM aHann3e NPoPUAbHON ANTEPaTypPbl U UHTEPHET-U3MEPEHUN,
nposeAEHHbIX oceHbto 2024 roaa (ecnm He ykasaHo MHoe). MepBas 4acTb OTYETa AaET 0bLlee
npeactaBieHne o6 MHTepPHET-apxmMTeKType KasaxcTaHa, HaunHas ¢ aHanmnsa Gpusnyeckoim
MHOPACTPYKTYpbl M NaHaWwadTa cBA3M. B Helt nokasaHo, Kak Hacnegune CCCP fo cmMx nop BAMAET HA
TO, Kaknm 06 pasom cTpaHbl LleHTpanbHOM A3nK nonyyaroT AOCTyn K rnobanbHoOM ceTu.

5 «Ecnm Poceuto oTkatouart ot rnobanbHoi Cetu, uto genaTb KasaxcraHy?» Respublika.kz.media, 18.04.2022,
https://respublika.kz.media/archives/66004 [ata o6palyeHuna 14 mapta 2025 r.

6 Dilnoza Ubaydullaeva and Jessica Genauer. “Shifting Geopolitics of Central Asia: The Regional Impact of the Russia-
Ukraine War.” Australian Institute of International Affairs, 20.11.2024,
https://www.internationalaffairs.org.au/australianoutlook/shifting-geopolitics-of-central-asia-the-regional-impact-of-
the-russia-ukraine-war/ [lata o6pateHus 14 mapta 2025 r.

7 Ahmad Tariq Noorzadeh. “Central Asia’s Post-Ukraine Future.” 7The Djplomat, The Diplomat, 9 July 2024,

https://thediplomat.com/2024/07/central-asias-post-ukraine-future/. Jlata o6patuenus 14 maprta 2025 r.

8 Frédérick Douzet et al. “Measuring the Fragmentation of the Internet: The Case of the Border Gateway Protocol
(BGP) During the Ukrainian Crisis.” GEODE,

https://ccdcoe.org/uploads/2020/05/CyCon 2020 9 Douzet Petiniaud Salamatian Limonier Salamatian Alchus.pd
f OaTa obpawieHna 31 aHBapa 2025 .

% llona Stadnik. “Sovereign Runet: What Does It Mean?” Internet Governance Project,
https://www.internetgovernance.org/wp-content/uploads/IGPWhitePaper STADNIK RUNET-1.pdf flata obpauieHuns
31 aHnBapa 2025r.

10 faHnap AxmeToB. «Lindposoe pabcTBO MAM TEXHUYECKAA 3aBUCMMOCTb: Kak Ka3axcTaH CTan 3a/10KHUKOM
poccuitickoro uHTepHeta», Taspanews, 29.08.2024, https://taspanews.kz/novosti-kazakhstana/tsifrovoe-rabstvo-ili-
tekhnicheskaya-zavisimost-kak-kazakhstan-stal-zalozhnikom-rossiyskogo-Interneta-746612452884 [lata obpalieHusa
20 HosbpA 2024 .

11 AptTem BosikoB. «TONOPOM MO ONTOBO/IOKHY: MOXKET M Poccma ocTaBuTh KasaxcTaH 6e3 nHTepHeTa?», Orda,
09.09.2024, https://orda.kz/toporom-po-optovoloknu-mozhet-li-rossija-ostavit-kazahstan-bez-Interneta-391521/
[ata obpauieHna 20 Hoabps 2024 r.

internetsociety.org @

CCBY-NC-SA 4.0 @internetsociety


https://respublika.kz.media/archives/66004
https://www.internationalaffairs.org.au/australianoutlook/shifting-geopolitics-of-central-asia-the-regional-impact-of-the-russia-ukraine-war/
https://www.internationalaffairs.org.au/australianoutlook/shifting-geopolitics-of-central-asia-the-regional-impact-of-the-russia-ukraine-war/
https://thediplomat.com/2024/07/central-asias-post-ukraine-future/
https://ccdcoe.org/uploads/2020/05/CyCon_2020_9_Douzet_Petiniaud_Salamatian_Limonier_Salamatian_Alchus.pdf
https://ccdcoe.org/uploads/2020/05/CyCon_2020_9_Douzet_Petiniaud_Salamatian_Limonier_Salamatian_Alchus.pdf
https://www.internetgovernance.org/wp-content/uploads/IGPWhitePaper_STADNIK_RUNET-1.pdf
https://taspanews.kz/novosti-kazakhstana/tsifrovoe-rabstvo-ili-tekhnicheskaya-zavisimost-kak-kazakhstan-stal-zalozhnikom-rossiyskogo-interneta-746612452884/
https://taspanews.kz/novosti-kazakhstana/tsifrovoe-rabstvo-ili-tekhnicheskaya-zavisimost-kak-kazakhstan-stal-zalozhnikom-rossiyskogo-Interneta-746612452884
https://taspanews.kz/novosti-kazakhstana/tsifrovoe-rabstvo-ili-tekhnicheskaya-zavisimost-kak-kazakhstan-stal-zalozhnikom-rossiyskogo-Interneta-746612452884
https://orda.kz/toporom-po-optovoloknu-mozhet-li-rossija-ostavit-kazahstan-bez-interneta-391521/
https://orda.kz/toporom-po-optovoloknu-mozhet-li-rossija-ostavit-kazahstan-bez-interneta-391521/

Kazakhstan Internet Landscape 10

Bo BTOpOI YacTh NOAYEPKMBAETCA BbICOKAA CTEMEHb 3aBMCMMOCTU KasaxcTaHa v gpyrux
CTpaH pernoHa ot Poccum B BONpocax MHTEPHET-A0CTyNa U CBA3aHHbIE C 3TUM PUCKU.

TpeTbA YacTb OTYETA NOCBALLEHA BO3MOXKHbBIM a/ibTEPHAaTUBAM POCCUIMCKOMY TPAH3UTY ANS
WMHTEepHeT-NpoBaliaepoB LleHTpanbHOM A3nK, BKAOYAs BO3POCLININ MHTEPEC K TPAHCKACMUCKUM
MapLpyTam 1M HOBbIM BO3MOMHOCTAM, CBA3aHHbIM CO CNYTHUKaMU Ha HU3KOW OKOZI03EMHOM
opbute (LEO).

HaKkoHeu, 4eTBEpTan YacTb aHa/IM3MPYET YPOBEHb IOKANN3aLMN NONYNAPHOIO KOHTEHTA U
TeHAEHUMMN K duabTpaummn nidopmaumm B KasaxcrtaHe, a TaK:Ke TO, KaK 3TU NPOLLECCh!
CnocobCTBYIOT PpparmeHTaLMM MHTEPHETA KaK BHYTPU CTPaHbl, Tak M Ha YPOBHE permoHa 2.

12 “protecting the Internet against Fragmentation.” Internet Society, 11.07.2024,
https://www.internetsociety.org/action-plan/protecting-the-internet-against-fragmentation/ [lata obpauieHuns 14
mapTa 2025r..
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KazaxcTaH: TpaH3UTHBIN NepeKPECTOK LleHTpanbHOU A3UHU

HezaBucumocTts KazaxcTtaHa v TeJIeKOMMYHUKALMOHHAsA ceTh LleHTpasibHOU
A3un

Hoctyn Kk untepHety B CCCP

Mepsble noakaoYeHns K nHTepHety B CCCP Havanuck B 1990 roay 61aroaapsa cOBMECTHOMY
npeanpuATUIO amepuKaHCKon KomnaHum Sprint International u coBeTckoro LieHTpanbHoro
Tenerpada. 3To NapTHEPCTBO obecneymno coegmuHeHne COBETCKMX KOMMNbIOTEPOB ¢ rnobanbHOM
ceTbto. B aBrycte 1991 roaa nepsble NOAb30BaTENM MOAYYMIN AOCTYN K MHTEPHETY Yepes
nposanaepa Relcom, npu sTom CKOPOCTb coeAMHEHMA NO TeNEGOHHOM JIMHUN C XeNbCUHKN
cocTtasnana Bcero 9 kK6ut/c. B Te rogbl anekTpoHHOM noyTon B CCCP No/b30BanunCh NLb OKOO
800 yenosek. Pecnybnnkam LleHTpanbHOM A3nn Torga He XBataso NpsmMoro NoAKAYeHUsA, N OHK
MCcnonb3oBaan TenedoHHble KaHanbl CBA3M ¢ Relcom — Takue KaHanbl CyWecTBOBaAM NPUMEPHO B
20 HacenéHHbIX MNyHKTax, npenmyliecteeHHO B KasaxctaHe, KolprbidctaHe, TypkmeHUCTaHe n
Y36eKucraHe.

PoxxneHue Ka3sHeTa

Mocne pacnaga CCCP coBmecTHOe npeanpuaTUe CTasio POCCUMNCKO-aMepuKaHcKkum. MNocne
obpeTteHuns HesaBmcumocTun B 1991 roay 3amectutenb MUHUCTPa cBA3M KasaxcraHa Angap
TyHrbiwbaes MHULMMPOBAN co3gaHmMe HaumoHanbHOM ceTy nepesaym AaHHbIX —
«KascBAsbTexHUKa». [103xe YacTb COTPYAHMKOB 3TOrO NPOEKTa ocHoBana KomnaHuio ASTEL,
KoTopasA COBMECTHO co Sprint 3anyctuna B 1994 roay KazNet 1> — nepsyto 8 KasaxcraHe cetb
nepeaayv AaHHbIX No NpoTokony X.25 4 ¢ BbIxogom B MHTepHeT. [1o NOABAEHUA CNYTHUKOBOM
ceasu VSAT 1> nepsble Kommepyeckue noakntodeHns KazNet, ynpasnaembie ASTEL,
ocyuiectBaanucb Yyepes dial-up (mogemHyto) cBA3b Mo 06bIYHbIM TENEPOHHBIM TUHUAM. B
Ha4yanbHbIN nepuoa KazNet B ocHOBHOM 06C/yKMBan MexayHapoaHble opraHmnsaumnm. B 1990-x
rogax KomnaHuun HedterazoBon 1 ropHoA06bIBatOLLEN OTPacAeN NCNOb30BaNN CNYTHUKOBbIE
KaHanbl A8 cBA3M ¢ punmanamm n 3apybeskHbimmu naptHépamu 8. Bcnep 3a KazNet onepatop
«Kaszaxtenekom» 3anyctun cobctBeHHOro MHTepHeT-nposaaepa — Nursat, ncnonb3ya ceom
MeaHble KabenbHble ceTn Y.

13 AnekcaHap Fanues. «KasHeTy — 30 net!» Profit, 19.09.2024, https://profit.kz/news/68196/Kaznetu-30-let/ faTa
obpaleHuns 14 mapta 2025 .

14 MpoTokon X.25 — 310 Habop CTaHAAPTOB A5 NAKETHOM Nepenayn AaHHbIX B CETAX LWMPoKoro oxaaTa (WAN),
pa3paboTaHHbIi MexayHapoaHbIM COH30M 31eKTpocBasn (ITU).

15 VSAT (Very Small Aperture Terminal) — 3To ABYXCTOPOHHAA Ha3eMHasA CTaHUMA, NpeAHa3HaYeHHasa Ana npMéma u
nepefayvm AaHHbIX Yepes CNyTHUKNU. CMYyTHUKOBBIM MHTEPHET obecrneymBaeTca reocTalMoHapHbIMU CNYTHUKAMMU,
KOTOpble 06MEeHNBAKTCA AAaHHbIMU C TAKMMU HAa3EeMHbIMM CTAHLUSAMMU.

16 Akyl Kenes. «lMoaBneHne nHTepHeTa B KasaxctaHe», 31.08.2022, https://akylkenes.kz/cases/poyavlenie-Interneta-v-
kazahstane/ lata obpaweHua 20 Hoabpa 2024 r.

17 Bagum BaHHbIN. «JlocTyn Yepes ropoackoit TenedoH, cymaciueaine LeHbl M HU3Kasa CKopocTb. BcnomuHaem, ¢ yero
HaumHanca KasHert)», Digital Business.kz, 13.06.2024, https://digitalbusiness.kz/2024-06-13/dostup-cherez-
gorodskoy-telefon-sumasshedshie-tseni-i-nizkaya-skorost-vspominaem-s-chego-nachinalsya-kaznet/ flata
obpaueHuns 20 HoAbpa 2024 .
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OnTOBOJIOKOHHBIE Kabesik B/I0JIb YKeJIE3HbIX JJ0POT

C pocTtom MHTepHeT-TpadmKa CNyTHMKOBAA CBs3b ObICTPO AOCTMIAA CBOUX NPeAenoB, YTO BbI3BAAO
HeobXoAMMOCTb B Ha3eMHbIX KaHa/ax nepesadyn AaHHbIX. [locne obpeTeHns He3aBUCUMOCTH
KasaxcTtaHoM U ero UeHTpasbHOa3MaTCKMMM coceasmn BeayLmne permoHanibHble MHTEPHET-
npoBanaepbl BOCNO/Nb30Ba/IMCb Pa3BMUTOM KETE3HOA0POMKHOM CETbIO A/ MPOKAAAKM
ONTOBO/IOKOHHbIX Kabenel. B pesynbTate marmctpanbHaa pusmyeckan ceTb LeHTpanbHoM A3nm
6bl/1a BbICTPOEHA BA0/Ib UCTOPUUECKUX KEJTIE3HOAO0POMKHbIX MapLLIPYTOB, OPUEHTUPOBAHHbIX MO
OCM C tora Ha ceBep — B CTOPOHY POCCUIACKOM rpaHmupl. Kak u B page apyrux ctpaH, B KasaxctaHe
8 Hayane 2000-x HaUMOHANbHbIE XeNe3HOA0POXKHbIE KOMMAaHMK CO34anun
TeNEeKOMMYHUKALMOHHbIE A04EePHUE CTPYKTYPbI, YTOObI MCNO/1b30BaTb BO3MOXHOCTH
CTPEMUTE/IbHO Pa3BUBAIOLLLENCS MHTEPHET-UHAYCTPUN. MIHTerpaumns ¢ XKenesHoa0pOKHOM CeTbio
NO3B0O/IN/A 3TUM KOMMAHUAM IEFTKO OPraHM30BbIBaTb TPAHCIPaAHUYHbIE COEANHEHMS U OCBaMBaTb
HOBble BU3Hec-HanpaBaeHUA.

Puc. 1. ¥ene3HoaopoxHasa ceTb KaszaxctaHa 18(2024, nioHb)

Ctpemsienue Ka3axcTaHa K He3aBUCUMBIM JJOMeHaM

B 1994 ropay ynpaBJsieHHe HallMOHAJbHBIM JJOMEHOM BEPXHEro YPOBHs .KZ 6bL/I0 Mepe/laH0 KOMIAaHUU
RelcomSL (gouyepHsisl cTpyKTypa uctopuyeckoro Relcom). [lepBblil Ka3ax0sI3bIYHbBIN CAUT CTaJ

JocTtyneH B utoHe 1998 rona. B 2004 roay Jie-tope ynpaBJjieHUe JOMeHOM .KZ 6bIIO TlepeiaHo

18 “Category:Rail Transport Maps of Kazakhstan.” Wikimedia Commons,
https://commons.wikimedia.org/wiki/Category:Rail transport maps of Kazakhstan [lata obpauieHua 31 aHBaps
2025.
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KazaxcraHckoMy areHTCTBY 1o HH$OpPMaTH3aLuu U cBsI3U. 1 okTs6pst 2005 roja ynpasJieHue Jie-
¢dakTo nepeuwo k KazNIC, a fe-tope — k KazaxcraHckoi accounanuu [udpoBbIX NpeAnpusTuil. B
2008 rozy 661710 CO3Z,@HO rocyAapcTBeHHOe npeanpusTie Kazkontent, sagadyeir KOTOporo crauo

Pa3BUTHE «KAa3aXCTAHCKOI'0 CerMeHTa HHTEpHeTa».

JluBepcudurKaLusa TeJJeKOMMYHUKALLMUOHHOTO ceKTopa KazaxcraHa

Tenekom-ceKTop KasaxctaHa NoCTpoeH BOKPYT ABYX OCHOBHbIX rpynn: «Kasaxrenekom»
(BKNKOYAET KaK PUKCUMPOBAHHYHO CBA3b NOA, OAHOMMEHHbBIM 6PEeHA0M, TaK U MOBUABHOTO
onepatopa Kcell) u VEON (Bnageet mobunbHbiM onepatopom Beeline 1 noctaBumkom
durKcnposaHHoM cBa3n TNS-Plus). UMeHHO 3TK gBe rpynnbl KOHTPOAMPYHOT KPYNHEMLWnX
npoBanaepoB GUKCMPOBAHHOM CBA3M U OCHOBHbIX ONEPATOPOB MOOUNBLHBIX YCAYT B CTPAHE.

Kpome Toro, B KasaxcTtaHe AeMCTBYIOT eLlé ABa KPYMHbIX UTPOKa, B/1afeoLLInX
MarucTpanbHON ONTOBOJIOKOHHOM MHOPACTPYKTypomn: «TpaHcTenekom» u KazTransCom. C TouKu
3peHuA 0xBaTa Ha Aa/ibHUEe PACCTOAHMA CaMan Pa3BeTBAEHHAA CETb MPUHAONEKNT
«KasaxTtenekomy», 3a HUM cnegytoT TNS-Plus, a Takke «TpaHcTenekom» n KazTransCom,
KOTOpble, TOMUMO NPoYero, OKasblBakOT YCAYrM KOHEeYHbIM N01b30BaTeNAM — B OCHOBHOM
KOPMNOpPaTMBHbIM KAneHTam. Cpean 6onee Menkmux MHTEPHET-NPOBaAepPoOB — Te, KTO paboTaeT B
HULWEBbIX cermeHTax, Hanpumep, AlmaTV, npegoctasaatowasn FTTx-ycayru 8 Aamartbl, naun ASTEL,
3aHMMaloLaACca CNyTHMKoBOM cBA3bio (VSAT).

IBOJIIOLIMS OCHOBHBIX ONEPAaTOPOB U CTPYKTYpa COOGCTBEHHOCTH

Mepen Tem Kak NepenTu K AeTanbHOMy 0630py CETEBOrO NPUCYTCTBMA U 40U PbIHKA
Ka)k[,0ro oneparopa, B OTYETE ONUCLIBAETCA CTPYKTYpPa COBCTBEHHOCTN KOMMAHWI, YTO NO3BOAAET
NyyLLe NOHATb TEKYLLYI0 ANHAMUKY B TEIEKOMMYHUKALMOHHOMN OTPAC/N CTPaHbI.

«KazaxTenekom»

[o 2024 roga «KasaxTtenekom», YaCTUYHO HAXOAALMIACA B rOCyAapCTBEHHOM
cobctBeHHOCTH (51 % npuHaanexuTt doHay «CampyK-KasbiHa»), 4OMUHMPOBan B
TeNEeKOMMYHMKaUMOHHOM cekTope KasaxcTaHa, ynpaBaaa Tpemsa 13 YeTblpEX OCHOBHbIX
mobunbHbIx onepatopos (Kcell, Altel, Tele2). EAMHCTBEHHbBIM OCTaBLUMMCA YaCTHbIM MOBUIbHbIM
onepatopom ocTasanca Beeline °. B 2022 roay «Ka3zaxtenekom» KOHTPoAnposan 73 % pbiHKa
d1KcnpoBaHHOM cBA3KU. KOHLLEHTPAUMA Ha pbIHKE YCUAMAACh NOC/E BOJIHbI NPMBATU3aLLUN B
Havane 2010-x ro4oB, KOrga MHOCTPAHHbIE KOMMAHMN — Hanpumep, weeackan Tele2 — npoaanum
cBou onm obpaTHo «Kasaxtenekomy» (8 2019 roay) %° .

13 AnTbiHai KapumoBa. «Kak pasBmBaeTca MObUAbHaA CBA3b U MHTepHeT B LleHTpanbHol A3umn?», Central Asian
Bureau for Analytical Reporting (CABAR), 25.10.2021, https://cabar.asia/ru/kak-razvivaetsya-mobilnaya-svyaz-i-
Internet-v-tsentralnoj-azii [lata obpaweHuna 20 Hoabps 2024 r.

20 Reuters. “Sweden’s Tele2 agrees deal to exit Kazakhstan”, 23.05.2019,
https://www.reuters.com/article/business/media-telecom/swedens-tele2-agrees-deal-to-exit-kazakhstan-
idUSL5N22Z1FX/ NaTa obpalueHus 30 aHBapsa 2025 .
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OnaceHuA No NoBo4y MOHOMNOAU3ALLUUN PbIHKA YCUAUAUCL NOCAE TOrO, Kak goyepHue
KOoMMaHuK «KasaxTtesnekoma» noayvymnm Kntoyesble YacToTbl 414 pa3BépTbiBaHuA 5G B 2022 roay
21 B oTBET Ha 3TO AHTUMOHOMNOJIbHOE areHTCTBO U MUHUCTEPCTBO LM$POBOro pasBUTUA
npeanoxunm pedopmbl, B TOM YUC/IE 3aMPET Ha y4acTMe A0YEPHUX KOMNAHWUI B ByAyLLmX
ayKLMOHax 1 TpeboBaHMe MO OTHYKAEHWNIO aKTUBOB.

B ntoHe 2024 roga 6bIBLIMIA MUHUCTP UndpoBOro pa3sntmua bargat MycuH 6bin HasHayYeH
reHepasibHbIM AUPEKTOPOM «KasaxTenekoma» u MHULMMPOBaAN BHYTpeHHne pedopmbl 22, B TOT e
mecsay, «Kasaxtenekom» npoaan komnanuio MTS (Tele2—Altel) kKaTapckomy xonauHry Power
International Holding (PIH) 3a 1,1 munnunapga gonnapos CLUA. PIH o6a3anacb MHBECTUPOBATL B
pacwumpeHue ceTu. 3Ta caesika Bnucanack B ctpaternio KasaxcraHa no npusaevyeHuto
WMHOCTPaAHHbIX MHBECTULMIA, YCUNEHWNIO KOHKYPEHLUMN U CHUMXKEHUIO MOHOMNOAM3ALMMN B TEIEKOM-
ceKTope.

VEON (Beeline & TNS-Plus)

BTopoii no BesinunHe mobuabHbIN onepaTop KasaxctaHa — Beeline — npuHaanekut
rpynne VEON, paHee 6a3npoBaBLueiica B AMcTepAamMme M HaxoaAawencs B npoLecce nepeHoca
wrab-kBapTupsbl B ybain 23, Ctpyktypa cobcreeHHocT VEON A0BONALHO CnoHa: 45,5 % aKkuuit
npuHagnexart poccuincko komnanumm Alfa Group, 7,8 % — HuaepnaHackomy ¢oHay Stichting
Administratiekantoor Mobile Telecommunications Investor, u ewgé 7 % koHTponupyet Echog N.V.
(4acTHBIN MHBECTULMOHHBIN GOHA).

30 ceHTAGpPA 2024 roaa VEON o6baBuna o npogaxe ceoeit gonu 8 49 % B KomnaHum TNS
Plus LLP rpynne DAR (KoTopas y»e Bnagena 51 % akuuii) 3a 137,5 mnunamoHa onn1apos, Npu 3Tom
coxpaHuB yyacTue B Beeline 2%, MNMoxoske, uto pewweHne VEON cTano 4acTblo «CTpaTermm
061er4éHHOro BNafeHMA akTUBAMM», HANPaBAIEHHOM Ha KOHCONMAALMIO KNHOYEBbIX HAanpaBAeHUM
Beeline, Takmx Kak umdpoBble MOBUAbHbIE CEPBUCHI, U OTAENEHNE OT ONTOBON MHOPACTPYKTYPHOM
aeatenbHocTH, KoTopyto Bena TNS Plus. CornacHo ycnosusm caenku, TNS Plus npogaomkut
NpPeAoCcTaBAATb MArnMCTPanbHYO MHOPACTPYKTYpy anAa Beeline. OcHosaTenb DAR Group Anngap
YTemypaToB 3aaBuUA, YTO U Aanblue ByaeT cocpeaoTodeH HA TPAH3UTHbIX YCAyrax nepesaym
[AaHHbIX, npeaoctasnaembix TNS Plus 2.

«TpaHcTeneKkoM»

21 Albert Fahrutdinov. “Kazakhstan worries about risks associated with KazakhTelecom’s success at 5G bids”, Kursiv
Media, 27.12.2022, https://kz.kursiv.media/en/2022-12-27/kazakhstan-worries-about-risks-associated-with-its-
biggest-operator-success-at-5g-bids/ [ata obpauweHua 20 Hoabpsa 2024 r.

22 Alexey Afonskiy. “President Tokayev appoints former digital minister as new head of KazakhTelecom”, Kursiv
Media, 10.06.2024, https://kz.kursiv.media/en/2024-06-10/president-tokayev-appoints-former-digital-minister-as-
new-head-of-kazakhtelecom/ [lata o6pauieHna 20 Hosbps 2024 r.

23 Camilla Aznabakiyeva. “Telecom giant owning Kazakhstan’s Beeline relocates headquarters to Dubai”, Kursiv,
15.10.2024, https://kz.kursiv.media/en/2024-10-15/engk-yeri-telecom-giant-owning-kazakhstans-beeline-relocates-
headguarters-to-dubai/ [lata o6paueHma 20 Hoabpa 2024 r.

24 \VEON. “VEON Completes the Sale of Its Stake in TNS+ in Line with Asset-Light Strategy”, 30.09.2024,
https://www.veon.com/newsroom/press-releases/veon-completes-the-sale-of-its-stake-in-tns-in-line-with-asset-
light-strategy [lata obpaweHua 20 Hoabps 2024 r.

25 VVEON, Ibid.
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AO «TpaHcTenekom» 6b110 ocHoBaHO B 1998 roay rocy,apCTBEHHOM ¥KeNe3HO40POXKHOM
KomnaHuen «KasakcraH Temip onbi», Bragetower OCHOBHOM Kee3HOA0POXKHOM CeTbio
CTPaHbl. B pamkax nporpammbl OTKPbLITUA pPASA rOCYAapCTBEHHbIX aKTMBOB A1 YaCTHOro Kanutana
8 2015 rogy 6b110 NPUHATO peLleHne 0 YaCTUYHOM NpUBaTU3aLUMKM KomnaHuu. B 2017 roay
komnaHua Unit Telecom LLP, ocHoBaHHaa Hypanu AnvesbiMm, BHYKOM NEPBOro npesnaeHTa
KasaxctaHa HypcynTtaHa HasapbaeBa 1 cbiHOm 6biBwero genyTtarta Japuru Hasapbaeson,
npuobpena 75 % akumn «TpaHcTenekoma» (MUHyC ogHa akums). Octaslimeca 25 % akuuit (natoc
OZlHa aKuMA) ocTanuncb B cobcTBeHHOCTM «KasaKkcTaH Temip Honbl». CornacHo MHbopmauum ¢
oduumnanbHoro canta «TpaHcTenekoma», Hypanu Annes no-npexKHemy saHMMmaeT Noct
npeacenartens coseta ampektropos AO «TpaHcTenekom» 28,

«KasTpaHckom»

B ceHTAbpe 2021 roaa «Kasaxtenekom» npogan 24 % akumnit Kcell — ogHoro us
KpYMHENLWMX MOBUNbHbBIX ONepaTopoB CTpaHbl — KoMNaHuAm Pioneer Technologies 1 Jusan Bank.
PaHee Kak Kcell, Tak n «KasTpaHcKkom» Haxoamnuncb B cobcTBeHHocTM Telia — ckaHAWHaBCKOM
TeNIeKOMMYHUKaALMOHHOM KOMNaHUK, paboTaBLUel Ha HECKONbKUX pPbIHKax LleHTpanbHoM A3nn. B
Hayane 2021 roga KomnaHua Jysan Ventures, adpdunmnposaHHas c Jusan Bank, npnobpena
«KasTpaHCKOM» C HamepeHMeM MHBECTUPOBATb B MObMIbHblE GMHAHCOBbIE cepBuCbl. C Tex nop
«KasTpaHcKkom» HaxoauTca B cobetBeHHocTH Jusan Bank 27,

26 Transtelecom Kazakhstan. “The Board of Directors”, https://ttc.kz/en/About/corporate-governance/board-of-
directors/ lata obpaweHusa 20 Hoabpa 2024 r.

27 bonblie 06 UCTOPUM CeKTopa TeNeKOMMYHMKaLMK B KasaxctaHe: Oyuna Baldakova, Elisa Oreglia (2024); “Beyond
geopolitics: Agency and modularity in mobile telecommunications in Kazakhstan”, Telecommunications Policy,
https://doi.org/10.1016/j.telpol.2024.102878 NaTa obpaiwieHma 14 mapta 2025 .
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Puc. 2. CTpyKTypa CO6CTBEHHOCTM TEZIEKOMMYHMKALMOHHbIX OnepaTopos 28

CTpyKTypa pblHKA CEroiHs

«KasaxTenekom» ynpasnAeT HAaUMOHANbHOM CeTbo, COeAMHAIOLLEN KaK AENCTBYIOLWME, TaK
1 bbIBLIME A0YEePHME KOMNAHUK C MHTepHeToM. OKono 58 % nonb3osatenen B KazaxcraHe
Noay4atoT AOCTYN K rN06aNbHOMY MHTEPHETY Yepes «KasaxTeNekom» UK ero KANeHToB. B To ke
Bpema Kar-Tel/Beeline ncnonbsyet TpaH3uTHyto ceTb TNS-Plus (HegasHo npogaHHyto VEON), uto
OEeNaeT 3Ty apXMTEKTYPY AOBONbHO LLEHTPANIN30BAHHOM, HECMOTPSA Ha TO, YTO Cama CeTb
HanpAMYto He paboTaeT ¢ KOHEeYHbIMM NOb30BaTENAMMW. ITU AaAHHbIE NOAYEPKMBAIOT
MOHOMNONbHOE MoJIoXKeHMe «KasaxTenekoma» B BONPOcax NOAKAOYEHUA NONb30BaTeNEN
pa3NMYHbIX NPOBANAEPOB, A TAKXKe — B MEHbLUEN CTeNeHn — 3HAYMMOCTb MArucTpasibHON ceTu
TNS-Plus.

AKTyanbHble AlaHHbIe MO PbIHOYHLIM A0AAM (AeKabpb 2024):

° OcHoBHOM NpoBaigep, «Kasaxrenekom», obcnyxmaaet 29,1 % KaszaxcTaHCKUX
nonb30BaTeNe co CBOe OCHOBHOWM aBTOHOMHOM cuctembl 2° (AS9198) u ewé 8,73 % yepes
MobunbHyto ceTb KCell (gouyepHas KomnaHusa «KasaxTesekomay).

e Kar-Tel (Takxe usBectHas kak Beeline, Bxogut B rpynny VEON) 3aHumaeT BTopoe mecrto: 17,8 %
yepes AS206026 n 10,7 % yepe3 AS21299.

® Mobile Telecom Service (MTS), npogaHHas «KasaxTeneKkomom» KaTapCKOMY XONAUHTY, —
TPeTbA NO BENMYUHE rpynna. B Heé BxoasaT ABa MobunbHbIx onepaTtopa: Altel c noneit 3,67 %
(AS39824, 3apernctpmupoaHa Kak MTS LLP) n Tele2 c ponei 16,8 % (AS48503).

28 UcTouHuK: "TTC.” TTC Transtelecom, 22 Jan. 2025, ttc.kz; Samruk-Kazyna; Baldakova & Oreglia (2024); “Mobile
telecommunications in Kazakhstan”; Kursiv Media, 31.01.2025, https://kz.kursiv.media/en/ [lata obpalueHus 14
mapTta 2025r.

29 ABTOHOMHaA cuctema (AS) — 3To COBOKYMHOCTb IP-ceTeil n MapLUpyTU3aTOPOB, HAXOAALLMXCA MO/ ynpaBaeHUeM
0[HOro CybbeKTa, Hanpumep, UHTepHEeT-NpoBanaepa, NPeAnpPUATUA AN YHUBEPCUTETA, U NPEeACTaBAAOWMNX eANHYIO
MapLUPYTU3aLMOHHYIO NOAUTUKY BO BHellHeM (r1o6anbHOM) MHTepHeTe. ABTOHOMHbIE CUCTEMbI ABAAIOTCA
OCHOBHbIMW CTPOUTENbHBIMKU B10KaMW CTPYKTYPbI MHTEPHETA.
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Puc. 3. OueHOYHbIE PbIHOYHbIE 01 Ka3axCTaHCKMX ceTel (nctouHmnk: APNIC 30)

C nomoLLblo aHaM3a MapLIPYTOB, onpeaensemMbix NpoTokonom BGP 3L, B atom
nccnen0BaHNM N3ydeHbl NYTHU, N0 KOTOPbIM OCYLLECTBAAETCA AOCTYN KO BCEM CETAM,
3aperucTpmpoBaHHbiM B KaszaxcTaHe, 1 BbIiIBNEHbI KAHOYEBbIE TPAH3UTHbIE NpoBanaepsbl. Kak
NMoKa3aHo Ha puc. 4, B xoae aHann3a 6bl1n BblAeNeHbl TP OCHOBHbIE CeTU: «KasaxTenekom»
(AS9198), TNS Plus (AS35168) 1 «TpaHcTenekom» (AS41798).

Kak ynomunHanoch paHee, «Kasaxtenekom» n TNS Plus obecneunsatoT noakatoueHne
AOMALLHUX U MOBUABHBIX CETEN K UHTEPHETY. « TpaHCTENEKOMY, B CBOIO o4epeab, NogKAoYaeT
Apyrue Tunbl ceten. B yactHocTu, «TpaHcTenekom» n «Kasaxtenekom» obecrneymnBaloT TPaH3UT
ana Yandex Cloud Kazakhstan (AS208795).

Puc. 4. lecTb KpynHEWLWMX TPAH3UTHbIX NPoBaliaepoB B KazaxcTaHe v NPOLEeHT
Ka3axCTaHCKMX ceTer, AOCTYMHbIX Yepes HUX (Mo aaHHbIM Internet Health Report)

KpynHenini BHyTpeHHUN PbIHOK LleHTpanbHOM A3uun

KasaxcTaH pacnonaraet HanbonbLWMM YNCIOM aBTOHOMHbIX cucTem (ASN) u IP-npedurkcos
32 BblaeneHHbIX 418 BHYTPEHHEro PbIHKa cpeam CTpaH permoHa. B ceHtabpe 2024 roga B
OpraHu3saumax, saperncTpmpoBaHHbix B KasaxcrtaHe, yncamnocsb 212 ASN. BOAbWKNHCTBO U3 HUX

30 Data provided by APNIC: Huston, Geoff. “How We Measure: ISP User Counts.” APNIC Blog, 11.11.2024,
https://blog.apnic.net/2024/11/11/how-we-measure-isp-user-counts/ [lata obpauwieHua 14 mapta 2025 .

31 MpoTokon rpaHuyHoro wntosa (BGP, Border Gateway Protocol) — 3To OCHOBHOM MPOTOKOA MapLUpyTM3aLMK,
ncnosibayemblit ana obmeHa nHpopmaumeint o MmaplupyTax mexay aBTOHOMHbIMU cuctemamm (AS) B MHTepHeTe. BGP
MO3BONSET aBTOHOMHbIM CUCTEMAM B3aMMOAEMNCTBOBAaTb M OMPEeAenaTb Hauydlwune NyTW Aaa nepefadyy nakeTos
OaHHbIX.

32 |P-npedurKc — 3TO AManasoH IP-agpecos, BblaensembiX 04HOMY CyBbeKTY, Hanpumep, MHTEPHET-NPoBaaepy UK
Ntob0oi opraHM3aumu, ynpasasioLein nybanyHon cetoto (Hanpumep, yHuBepcuTeTy). IP-agpeca cywecTsyoT B ABYX
Bepcuax — IPv4 n IPv6.
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(171) aktMBHO Ha ypoBHe BGP, ocobeHHO B cermeHTe IPv4 (169), oagHaKo NnLb Manas 4acTb
ncnonb3yet IPv6 (38). Bo Bcex ocTanbHbIx cTpaHax LleHTpanbHOM A3nmM 3aperMcTpupoBaHo MeHee
100 ASN.

KasaxctaH ob6n1anaet o4HOM 13 CamMbiX C/IOMKHbIX M AMBEPCUPULUPOBAHHbBIX CETEN B
pervoHe. B cpaBHeHUK ¢ Y36eKMcTaHoM, rAe HacesieHne noYty sasoe 6onblie (36,4 MIH NPOTUB
19,9 mnH), B KasaxcTaHe B ABa pa3a 6onblue ASN. XoTsa uncno BblgeneHHbix KasaxcraHy ASN
3HauuTeNbHO ycTynaeT Poccnn u Kutaro, rae akTUBHO ncnonbsyetca 6osee 5000 cetel, 3Tu
OAHHblEe CBUAETENBCTBYIOT O TOM, YTO MMEHHO B Ka3axcTaHe — CaMblit KOHKYPEHTHbIN PbIHOK B
LeHTpanbHoM A3nu.

Ha puc. 5 npeacrtasneHa getanunsauma ASN no cTpaHam: 3aperucTpmMpoBaHHbIE U aKTUBHbIE
(kak no IPv4, Tak 1 no IPv6), a TaKXKe KoNIMYecTBO Tak Ha3blBaemblxX stub-cetelr. Mog stub-ceTblo
NOHUMAETCA KOHEYHaA CeTb, TaKaa Kak KOPNopaTUBHAA UAN YHUBEPCUTETCKAA, KOTOPAA He
npeaocTaBasaeT NOAKAKUYEHNE APYTMM CETAM.

Puc. 5. KonnyecTtBo ceTei, 3aperncTpmpoBaHHbIX B LleHTpanbHOM A3nm 1 paboTtatowmx B
MHTEpPHETE

Okono 3,2 munnunoHa IPva-agpecos BbiaeneHo KasaxctaHy (cm. puc. 6), U3 KOTOPbIX NOYTH
Bce (3,1 mnH) akTBHO 06bABNEeHbI B BGP. Takum obpa3om, KasaxcTaH pacrnosiaraer cambim
KpynHbIM nyaom IPv4-agpecos B pernmoHe. bonblwasa 4actb BblaeneHHoro IPv4-npocTpaHcTea
aKTMBHO MCNONb3YyeTcA HA ypoBHe BGP, ogHaKo no Yactu IPv6 akTUBHOM OCTAETCA NLLb
He3HauyuTenbHas A0A AOCTYNHOro AnanasoHa. Koanvectso IP-agpecos, BblaeNeHHbIX CTpaHe,
HaNPAMYHIO CBA3aHO C €€ NOTPebHOCTbIO B MHTEPHET-pecypcax. HecmoTpa Ha pocT rnobanbHOro
cnpoca Ha IPv6, nepexopg LleHTpanbHOM A3nmM 1, B YacTHOCTM, KasaxcTaHa Ha 3TOT NPOTOKON MAET
OTHOCUTENbHO MeanieHHOo. Ceiyac okosio 20 % IPv6e-npedunkcos ns KasaxctaHa 06bsABAEHbI B
rnobanbHom mHTepHeTe. Mo aaHHbim APNIC Labs 33, 22,46 % nonb3osaTenei B KasaxcraHe
NOAy4atoT AO0CTYN K ceTu Yepes IPv6 — 3TO cylecTBeHHO Bbllle cpegHepermoHanbHoro

33 APNIC IPv6 Statistics — https://stats.labs.apnic.net/ipv6/KZ Aata obpaiieHma 14 mapta 2025 .
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nokasartens (9,98 %). Jinaepamu no ucnosib3osaHuio IPv6 B cTpaHe saBasATCA onepatopsl Kar-Tel
(Beeline) n Tele2.

Puc. 6. KonnuectBo IPv4- 1 IPv6-npedUnKcoB, 3aperncTpupoBaHHbIX B KasaxcTaHe, U Yncno
aApecoB, AOCTYMHbIX B r1obanbHOM MHTepHeTe (uctouHuK: NRO, RouteViews, RIPE RIS)

KoHLleHTpUpOBaHHbBIY, HO KOHKYPEHTHBIA BHYTPEHHUN PBIHOK

KasaxcTaH A4eMOHCTPMpPYET HauAydLWMIA NOKa3aTeb AOCTYNHOCTU MHTEPHETA Cpeam CTpaH
cybpervoHa, ecim U3IMepATb €ro Kak NPOLLEHT OT Ba/IOBOrO HALMOHAIbHOTO A0X04a Ha AyLly
HaceneHua (GNIpc) — cm. puc. 7. HecmoTpA Ha BbICOKYHO CTeneHb KOHLEHTpaLmm
TEIEKOMMYHUKALNOHHOTO CEKTOPA, KOHKYPEHLMA MEKAY HECKONbKUMM KPYMHbIMU MHTEPHET-
nposaraepamu («Kasaxtenekomom», Beeline, « TpaHcTenekomom» n «KasTpaHCKOMOMY»)
MO3BOJIAET COXPAHATb KOHKYPEHTHbIE LeHbl. Hainume HeCKONbKMX MOBUIbHBIX ONEPaTopoB
(Beeline, Kcell, Tele2 n Altel) dopmupyeT LEeHOUYYBCTBUTENbHYIO CPEeAy, B KOTOPON KOMMNaHWUK
npeAnaratoT BbIroAHblE TapUdbl, CTPEMACH YAEPHKATL CBOKO ,0/H0 PbIHKA.
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Puc. 7. JOCTYNHOCTb UHTEPHETA, M3MEPEHHAA KaK NPOLLEHT OT Ba/I0OBOr0 HALMOHANbHOIO
[oxoAa Ha aywy HaceneHus (GNIpc) 4na pUKCMPOBAHHOIO LMPOKOMNO/IOCHOTO A0CTYNa
(ncTouHmK: ITU)

EWwEé oaHOM NPUYMHOM HU3KUX LLEH ABAAETCA TO, YTO 3HAYMTEIbHAA YacCTb
MeXAYHAPOAHOro MHTEpPHEeT-TPaH3MTa B KasaxcTaHe NocTynaeT OT POCCUIMCKMX NPOBaliaepos,
KoTopble npeasaratoT 6osee AeLéEBYo NPONYCKHY CMOCOOHOCTb MO CPAaBHEHUIO C
aNbTePHATUBHLIMUW MapLLPYTaMU. ITO CHUXKAET CTOMMOCTb MEXKAYHAPOLHOM CBA3M M NOMOraeT
YOEPKNBaTb LEHbI ANA KOHEUYHbIX N0/Ib30BaTeNein Ha 6o1ee HU3KOM YPOBHeE.

KazaxcTaH: 11IJ1103 K POCCUNCKHUM CETSAM

KasaxcTaH — nepekpécToK pernoHabHbIX Ha3€MHBIX ONITOBOJIOKOHHBIX CETEeHN

KasaxcTaH 3aHMMaeT cTpaTermyeckoe NoN0XKeHMe, BbICTyNasa KAo4YeBbIM Y310M AN1A
NoAKNOYEHMA CBOUX LLeHTPaIbHOA3MATCKMX coceaent K Poccmn n, yepes Heé, K rnobanbHoMy
NHTepHeTy. Kpome TOro, cTpaHa HaXOAMUTCA Ha KpaTyalwem mapLpyte mexay MocKBoM U
Kutaem. Cpeam cocepelr KazaxctaHa umeHHo Poccua obnagaer Hanbosee pa3BUTON MHTEPHET-
NMHOPACTPYKTYPOK, UTO AenaeT e€ NOrMYHbIM NapTHEPOM A NnogKntodeHna KasaxcraHa K
rnobanbHOM ceTU. ITO NONOXKEHME TaKKe obecneumBaeT pabounii mapwpyt mexay Kutaem u
Esponoit 34,

OnNTOBONOKOHHAA ceTb KasaxcTaHa BKNOYAET HECKONbKO COeANHEHMI ¢ Poccrelt Ha
ceBepe 1 ceBepo-3anage. MoMmMmo 3Toro, mMexayHapoaHble coegMHEHNSA B OCHOBHOM
NOALEPMKUBAIOT MHTETPALLMIO COCEAHUX LLEHTPAZIbHOA3MATCKMX rOCyAapCTB € rnobanbHbIM
WMHTEepHeTOM Yepe3 KasaxcTaH (B OCHOBHOM Ha tore) Wam npenocTaBastoT NPAMOM MapLupyT
mexay Kutaem, Poccuen n EBponoin.

CornacHo uccnegosanmio, nposeagHHomy UNICEF 3° coBmecTHo ¢ Terabit Consulting 36, n
NOCBALLEHHOMY BO3MOKHOCTAM LUMPOKOMONOCHOTO NOAKMOYEHNA Ka3aXCTaHCKMX LUKON,
KasaxcTtaH uMnopTMpyeT NOYTU BECb CBON MeXAyHapoaHbI TpadmKk ns Poccum n obecneymsaet
NPONYCKHY cnocobHOCTb AnA cBomx coceneit — Koiprbi3acTaHa, TYPKMEHUCTaHa U Y36eKuncTaHa.
®unsnyeckn KasaxctaH pacnosaraet npumepHo 17 TpaHCrpaHUYHbIMU ONTOBOIOKOHHbBIMM
coegmHeHnamM ¢ Poccreit — HanbonbLLee YNCA0 U3 HUX HAXOLUTCA B PACNOPANKEHUN
«Kaszaxtenekoma» u «TpaHcTenekomay. Y KasaxcraHa Tak»Ke ecTb ABa COeAMHEHUS C KUTaCKOM
nposuHumer CuHbL3AH, TP — ¢ Kbiprbi3cTaHOM, ABa — C Y36eKMCTaHOM M 04HO — C

34 Alan Burkitt-Gray. “Transtelecom opens new routes from China across Kazakhstan to Europe”, Capacity Media,
10/04/2018, https://www.capacitymedia.com/article/290ta593u7c7lkmiba2v4/news/transtelecom-opens-new-
routes-from-china-across-kazakhstan-to-europe [ata obpaweHus 20 Hosbpa 2024 .

35 UNICEF. “Feasibility Study of Potential Technical and Financial Solutions for Upgrading School Connectivity to
Broadband Speeds in Kazakhstan”, August 2022,
https://www.unicef.org/kazakhstan/media/9956/file/Feasibility%20study.pdf aTta obpauieHus 20 Hoabpa 2024 r.

36 Komnanua Terabit Consulting npuHMMana ydacTve B TaKMX NpoeKTax, Kak A3naTcko-TuxooKeaHcKoe
MHPOPMALMOHHOE CYNepmMarMcTpasbHoe LWocce, CNOHCMpyemMmoe IKOHOMUYECKOM U coumanbHon Kommnccuenn OOH ans
A3nu n Tuxoro okeaHa (UNESCAP), a TaKKe B MHULMATMBAX MO Pa3BUTMIO ONTOBOJIOKOHHOM CBA3M AnsA BcemmpHoro
6aHKa.
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TypkmeHuctaHom 37, Xota AdraHmcTtaH n TafX)MKUCTaH He rpaHnyaT ¢ Ka3axctaHoM Hamnpamyio,
YaCTb UX MEXAYHAaPOAHOW CBA3M NPOXOAMT Yepes TeppuTopuio KasaxcraHa 38, Kak nokasaHo Ha
puc. 8, y KazaxcTaHa HacumuTbiBaeTca A0 16 TpaHCrpaHUYHbIX COeAMHEHMI, YTO Ha NePBbIN B3rNA4,
YKa3biBaeT Ha 60/1bluoe pa3Hoobpasne pranyeckmx mapwpytoB. OgHAKO 6ONbLIMHCTBO U3 HUX
(10) HaxoauTca Ha rpaHuLe ¢ Poccmeit. 3a npeaenamu 3Toro Hanpas/eHUS MapLLPYTHOe
pa3Hoobpa3une ropasano Huxke: ¢ KolprolacTaHoM AeNCTBYET ABA COEANHEHMA U eLLé OAHO
cTpounTcsa, ¢ Kutaem — TONbKO ABa, a ¢ Y3beknctaHom u TYypKMEHUCTAaHOM — MO O4HOMY
dur3mMyeckomy Wwntosy.

CornacHo Tomy ke ot4éty UNICEF, B 2022 roay okono 80 % mexKAyHapoAHOW NPOMYCKHOM
cnocobHocTM KasaxcTtaHa nocTynano oT poCCUMCcKux onepaTopos: Rostelecom, «TpaHcTenekomay,
MegaFon, KVANT u VimpelCom (Beeline). TNS-Plus, marnctpanbHas cetb Beeline, 3akynana
MeXAYHAPOAHbIA TPAH3UT NOYTU UCKAOYUTE/IbHO Y POCCUMCKMX OonepaTopoB. «KasTpaHCKOM»
TaKe nonyyan 60/blUy0 YacTb NPOMNYCKHOM CNOCOBHOCTN OT POCCUMCKMX MAPTHEPOB, HO
Hebonbwyto gonto — yepes China Telecom 1 Tata Communications (CLUA). « TpaHcTenekom»
3aKynan TPaH3uT y poccnincknx komnaHmin KVANT, MegaFon, RETN, a Takke y weegckou Telia.

Puc. 8. KapTta ¢pu3nyeckux nHTepHeT-coeamnHeHmnin KasaxcraHa 39

37 International Telecommunications Union. “Connectivity Infrastructure Map”, https://bbmaps.itu.int/bbmaps/ aTta
obpauleHus 22 aekabps 2024 .

38 UNICEF, August 2022, Tam xe.

39 UctouHuk: UNICEF, Unicef.org/. [laTta obpatieHua 31 aHsapa 2025 r.; “Empowering Connectivity through
Broadband Mapping.” ITU, Bbmaps.itu.int/. lata obpatieHns 31 aHsapa 2025 r.; Worldbank.org.
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/lnHaMMKa TpPaH3UTHbBIX coefuHeHU I Ka3axcTaHa ¢ cocelHUMU CTpaHaMHU

KasaxctaH nonyyaet 60/1bLUyto YacTb CBOErO MeXKAyHapoaHoro Tpadumka ns Poccuu:
60NbLINHCTBO MHTEPHET-NPOBAAEPOB CTPAHbI HANPABAAIOT €ro Yepes POCCUNCKUE ceTU. ITo
Aenaet POCcuIo KpynHENLW MM NOCTaBLMKOM MexayHapoaHoi ceasm 4 ana KasaxcraHa c
60NbLWMM OTPLIBOM OT APYrUX CTPAH.

B npeaenax LleHTpanbHoM A3nm Kbiprbidckaa Pecnybamka B 3HaUMTENbHOM CTENEHU
3aBuMcuT OT KasaxcTaHa 41a NogKAoYeHMA K POCCUIACKUM CeTAM U fanee — K rnobanbHomy
WMHTepHeTy. Takana 3aBUCUMOCTb OO BACHAETCA KOHKYPEHTHbIMMU LLeHaMW 1 HanboNbLLIMMMU
[JOCTYMHbIMM EMKOCTAMM, KOTOpble npeanaraeT KasaxcraH L. AHanornuHo Y3bekucraH Take
3aBUcKUT oT KasaxcTaHa Ana MexayHapoAHOW CBA3W, MOCKO/IbKY HONbLUMHCTBO Y36EKUCTaHCKMX
NnpoBanAepoB NCNO/b3yeT TPAH3UTHbIE YC/IYTN POCCUMCKMX KOMMAHWUM, @ 3HAUYUT, 3HAYUTENbHAA
YyacTb y36eKMCTaHCKOro TpaduKa cHavana npoxoamuT yepes KasaxcrtaH, a 3atem — B Poccuto.

TYpPKMEHUCTAH, XOTA U NoTpebaAeT MeHbLue Ka3axCTaHCKOW NPOMNYCKHOM CNoCobHOCTY,
pacnonaraet 6onee pasHoobpasHbIMM MapLpyTamu. MOMUMO CUAbHOM 3aBUCUMMOCTH OT
«PocTenekoma, cTpaHa Tak¥e MMEeEeT COrnalleHns ¢ PermoHanbHbIMU NPoOBanAepamm, TaKUMK
Kak asepbaiaxaHckuin Delta Telecom n «Y3bektenekom» 42,

Bnarogapa ctpaTternyeckomy NosoXKEHUIO, KAa3aXCTAaHCKME UHTEPHET-NPOBaAepbl
Noay4atoT CYLW,EeCTBEHHbIN A0XO0A OT NpesoCcTaBAeHUA TPAH3UTHbBIX YCAYT COCEAHUM
LeHTpasbHoa3naTcKMm cTpaHam. OAHaKOo TEHAEHLUMA K 3aBbILUEHUIO LEeH CO CTOPOHbI
Ka3aXCTaHCKMX OMepaTopoB Bbi3biBaeT HEL0BONLCTBO Y PErMOHaNbHbIX NApTHEPOB. Hanpumep,
KbIPrbI3CTaHCKMe NpoBangepbl, NOYTM NONHOCTLIO 3aBUCALLME OT TPAH3UTA Yepe3 KasaxcTaH,
06BUHANN CBOMX ANIMHKOB B TPEXKPATHOM NOBbIWEHMM LeH. B 2017 rogy nposaiiaepsbl
Kblprbl3cTaHa HaYanu akTMBHO MHBECTMPOBATb B Pa3BUTME coeaANHEHUI ¢ Kutaem, 4tobbl
nony4mTtb 6onee AocTynHbii TpaH3uT oT China Telecom. Moao6HbIe LEeHOBbIE NPAKTUKMK
Ka3aXCTaHCKMX NPOBaniAepoOB MOTyT BANATb HA KOHEYHYIO CTOMMOCTb MHTEPHETa B COCeAHMUX
CTPaHaXx, CHU)KaA ero AOCTYNHOCTb A/1A NO/Ib30BaTENEN.

YT106bI CTUMYNIMPOBATb KOHKYPEHLMIO MEXKAY Ka3axCTaHCKMMU NpoBaiaepamm,
KblprbI3CTaHCKME ONepaTopbl CTapatoTca pacnpenensitb CBOM TPAaH3UTHbIN TpaduK 6onee nnu
MeHee PaBHOMEPHO MeXAy TPpema 13 YeTbIPEX OCHOBHbIX ONTOBbIX onepaTopos KasaxcTaHa.
TakaA cTpaTerna no3BoAAET He AONYCTUTb YPE3IMEPHOro AOMUHMPOBAHUA OAHOTO NpoBanaepa.
Tem He MeHee, Pe3KNit POCT LIEH CO CTOPOHbI Ka3axCTaHCKMX KomnaHui B 2016—2017 roaax
NPUBEN K 06BUHEHNAM B LLEHOBOM CrOBOPE CO CTOPOHbI KblPrbl3CTAHCKMX KAMEHTOB. ITU
npeTeH3nn BO3HUKAU, HECMOTPA Ha OAHOBPEMEHHOE CHUMXKEHUE CTOMMOCTU TPaH3UTA MeXAay
Poccueit n KazaxctaHoMm, 1 3aBepInancb odmLManbHOM Kanoboi Kbiprbi3CTaHCKOro

40 Takxe cm.: RIPE NCC, Internet Country Report — Central Asia, September 2020,
https://labs.ripe.net/media/documents/RIPE_NCC Internet Country Report Central Asia Sept 2020 1.pdf Aata
obpauweHuns 3 aekabps 2024 r.

4124 kg. «MIHTepHeT He NoaopoXkaeT — rnasa "Kbiprbiatenekoma" passean onaceHuns onepatopos», 21.11.2024,
https://24.kg/biznes info/311775 Internet nepodorojaet glava kyirgyiztelekoma razveyal opaseniya operatorov/
[ata obpalieHnna 3 gekabpa 2024 r.

42 Hurricane Electrics. “AS20661 State Company of Electro Communications Turkmentelecom”,
https://bgp.he.net/AS20661# peers; Internet Health Report, “AS20661”,
https://www.ihr.live/en/network/AS20661?af=4&|ast=3&date=2024-11-04&active=routing [lata o6patieHuns 30
AHBapAa 2025r.
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npaBnUTenbCTBa B agpec EBpa3MVICKOFO 3KOHOMMYECKoro coto3a *3. B O6paIJ.I,eHMM
I'IOLI,LIépKMBanOCb, YTO noBedeHne Ka3axCTaHCKUX nposaﬁlp,epos HaHOCUT yu.l,ep6 KbIPrbI3CTaHCKUM
noNb30BaTeNAM.

XoTa B Kblpl’bI3CTaHe HeT d)opmaanoﬁ NONUTUKMNU, 06ﬂ3bIBaIOLLI,eﬁ nposaﬁp,epos
MCNoab30BaThb c6anchprBaHHy+o MapLWpPyTHU3aLUUO mexay pa3/IMYHbIMUN aNTIMHKaMU,
NpaKTn4eckne pnckmn 3aBMCUMMOCTHN OT O4HOIro NCTOYHWKaA TPaH3UTa, No-BUANMOMY, NOATONKHYN

KbIPrbI3CTaHCKMX ONepaTopoB K bonee anBepcUULMPOBAHHBIM W YCTOMYNBLIM MapLLPYTam
MeXKAYHapOAHOW CBA3W.

43 KaktusMedia. «M3-3a KasaxcTaHa LeHbl Ha MHTepHET B Kbiprbi3cTaHe MOryT BbipacTy B 4Ba pasa», 09.08.2016,
https://kaktus.media/doc/342769 iz za kazahstana ceny na Internet v kyrgyzstane mogyt vyrasti v _dva raza.ht
ml Ackap MymunHoB. «Kbiprbi3cTaH nogo3pesaeT crosop», InBusiness.kz, 26.08.2016,
https://inbusiness.kz/ru/news/kyrgyzstan-podozrevaet-sgovor [lata o6palueHuns 30 aHsapa 2025 r.
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[loHMMaHuMe cTpaTernyeckoru 3aBUCUMOCTH OT POCCUHCKOTO
MHTEPHETA

3akoH «0 cyBepeHHOM UHTepHeTe» Poccuu

MpoeKT Poccum No co3aaHuto «CyBEPEHHOIrO MHTEPHETa», MHUUMMPOBAHHDLIN B 2010-x
rogax u obOpPMNEHHDIN B BUAE 3aKOHa O CyBepeHHOM MHTepHeTe B 2019 roay * gemoHcTpupyer,
KaK pOCCMNCKaA NONINTUKA MOXKET Bbi3blBaTb HANPAXKEHHOCTb B CETEBOM NPOCTPAHCTBE CTPaH
6biBwero Cosetckoro Coto3a. 3Ta MHULUMATUBA NpecneayeT ABe OCHOBHbIE NOAUTUYECKUE LEeNN:

. YcuneHue rocyaapCTBEHHOro KOHTPOA HaZ NOTOKaMUM AaHHbIX: 3aKOH
06A3bIBaeT NPOBANAEPOB YCTaHABANBATb CUCTEMbI FNYHOOKOM MHCNEeKLMM nakeTos (DPI),
No3BONAOLLME OTCNIEXKNBATD UHTEPHET-TPADMK. TaKKe pacwmnpAoTcAa NONTHOMOYUA
«PockomHaa3opa» no 6/10KMPOBKE U peryiMpoBaHMIO OHaNH-KOHTEHTA.

e Tepputopranmsauma « POCCUIMCKOro CerMeHTa MHTepPHEeTa»: Nog HUM NOAPA3yMeBatoTCA
O0MEeHbl C OKOHYAHUAMM .ru, .su 1 .pd. 3aKoH TpebyeT nepeHoca KPUTUYECKM BAXKHOM
MHPPACTPYKTYpbl B POoccuto n 06A3aTelbHOro XpaHeHUA NepCcoHaNbHbIX AAHHbIX FparkaaH PP
Ha TEPPUTOPUM CTPaAHbI, CHUMKAA 3aBUCUMOCTb OT MHOCTPAHHbIX CUCTEM.

3TM Mmepbl Bbi3bIBaOT 06ECNOKOEHHOCTb Y cTpaH bbiswero CCCP, B Tom uucne y
KasaxcTaHa, rae pycckui A3biK LUMPOKO UCNONb3YeTCA B UHTEPHET-KOHTeHTe. HeoaHO3HaYHanA
TPAKTOBKA POCCUMUCKMMU PETYNATOPAMM NOHATUA K POCCUMCKUI CEFMEHT MHTEPHETA»
NepuoANYECKN MPUBOAUT K HAMPANKEHHOCTU MEXKAY ABYMA CTPAaHAaMM, 0CO6EeHHO B BOMpOCax,
CBA3aHHbIX C 6IOKMPOBKOM KOHTEHTa 4.

CBAa3b cTpaH LeHTpanbHOM A3Mm MCTOPUYECKM 3aBMCENA OT POCCUMCKUX CEPBUCOB, YTO
03aN0 KOHTeHT-NpoBangepam u3 Poccmm 3HaumnTenbHoe npemmyLLectso. o BBoga B cTpoit Kabena
Trans Europe Asia (TEA) 8 2005 roay pernoH CTa/IkuBaJica C MJIOX0M CBA3bIO U OrPaHMYEHHbIM
O0CTYNOM K 3apybeXkHbim nHBecTuumam. B Taknx ycnosuax cepsucol spoae Yandex, Mail.ru n
«BKOHTaKTe» nonyunan gomMmmHupyloLwee noaoxeHue Kak B Poccuu, Tak u B KazaxctaHe
6narogaps 6onee paHHeMy pPasBUTUIO MHPPACTPYKTYPbI.

Poccuiickne nnatpopmbl 40 CUX NOP 3aHMMAKOT 3aMETHOE MEeCTO B UHTEpPHET-
npocTpaHcTBe KasaxcTaHa, NpeaocTasass ycayrn B 061acTu coumanbHbIX CETEN, BUAEO U
CcTpMMUHra. Hanpumep, y «BKoHTakTe» ecTb Touku npucyTtctema (POP) B Aamatbl U AcTaHe. Yandex
nepeHéc Bce cepsepbl yandex.kz Ha TeppuTopumto KazaxcTtaHa v OTKpPbIN faTa-LEeHTp B cTpaHe. Ux
NPENMYLLLECTBO HAL aMePUKAHCKUMU U KUTAUCKMMM KOHKYPEHTAMM 3aK/IHOHAETCA B JIOKA/IbHOM
KILWMPOBAHMMN KOHTEHTA, YTO NO3BONAET CHU3UTb 3afePKKY Npu 3arpyske.

B To e Bpema amepuKaHCKne obnadHble cepBuchl NpeactasneHbl cnabo: Cloudflare
MMeeT TOYKY NPUCYTCTBMA B AIMaTbl, O4HAKO TakMe KpynHble Urpokun, kak AWS, Azure n Google,
JNIOKaNbHOM MHPPACTPYKTYpPbl HE nMmetoT. KuTanckme nposangepsbl — Alibaba, Huawei, Tencent —
TaKXKe He npeacTaBAeHbl GU3NYECKN HA TEPPUTOPUN CTPAHDI.

CnnbHOE NPUCYTCTBME PYCCKOA3bIYHBIX KOHTEHT-NPOBaKAepoB B KasaxcTaHe u gpyrux
NOCTCOBETCKMX CTPaHAX — 3TO pe3ynbTaT UCTOpUYecKMx npoueccos. OgHaKo npoaoKatoumecs

44 Sovereign Runet: What does it mean? https://www.internetgovernance.org/wp-
content/uploads/IGPWhitePaper STADNIK RUNET-1.pdf lata o6pauwieHma 14 mapta 2025 .

45 Service, RFE/RL’s Kazakh. “Kazakh News Website Rejects Russian Media Regulator’s Request to Delete War
Reports.” Radio Free Europe / RadioLiberty, RFE/RL, 13.12.2022, https://www.rferl.org/a/kazakhstan-vlast-website-
rejects-russian-media-delete-request/32174574.html Jata o6pauieHua 14 mapta 2025 .
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3aKoHoAaTelbHble MHUUMaTMBbI Poccnn No cO34aHUI0 «pOCCMl\;ICKOI'O CErMeHTa UHTEPHETa» MOTyT
YCUNUTb HanpAXXeHne mexay CtpaHamu, HaHOCA I'IOTeHLI,MaIIbeIﬁ yu.|,ep6 KaK No/1b30BaTeNAM, TAK
M Ka3axCTaHCKOMY 6M3Hecy, KOTOprVI onnpaeTcAa Ha 3T CepBUCHI.

3aBucumMocThb KaszaxcTtaHa ot Poccuu B IJ1aHe TpaH3UTaA

CaHKIMU IPOTHUB POCCUMCKUX TPAH3UTHBIX IPOBaNIepPOB

MNocne BTOprKEHMA Poccnm B YKpanHy B mapTe 2022 roga KpynHble amepuKkaHckue Tier-1-
nposaligepbl Cogent %6 n Lumen (pabotatowmii nog 6pengom Level-3) 47 npekpatnan
npeaocTaBieHne TPAH3UTHbIX YCAYT HA TeppUTOpmMn POCcum, HapyLLIMB J0CTYN POCCUMCKUX
onepaTopoB K rnobanbHbiMm cetam. Cogent odnumanbHO 06bABMIA O NPEKpaLLEHNN
06CNYKMBAHUA KPYMHbIX POCCUIACKMX NPOBANAEPOB, BKAtOYas «PocTtenekom», « TpaHCTENEKOMY,
VEON n MegaFon. JlToHaoHCKas To4yka obmeHa Tpadukom LINX Takke oTkatoumna Megafon m
«PoCTEeNeKoM» OT CBOMX MUPUMHIOBbIX MA0OLWaA0K “8, OgHaKOo CTOMT OTMETUTD, YTO MO AAHHbIM
nupuHra, y Cogent ¢ 2022 roaa B Le/10M YBEIMYUAOCH KOJIMYECTBO POCCUMCKUX CETEN, C
KOTOPbIMM OHa B3aumMoaencTeyeT: ¢ npumepHo 20 B Hayane roga Ao noytu 40 B ceHTAbpe 2024
roga.

B MOMEHT OTK/tOYEHUA pOCCUIACKME NpoBakiaepbl Obian BbIHYXAeHbI Npuberats KO
MHOeCTBY NPOMEXKYTOUYHbIX MapLUPyTOB ANA AOCTUNKEHUA KOHEYHbIX Y3/10B, YTO YBEAUYMBANO
3aZlePXKKY U U34EPKKM ONA KOHEYHbIX NoNb3oBaTenei. Ha ToT momeHT «Kasaxtenekom» nonyvan
MeXAYHapOAHbIM TPadUK NN TPAH3UT Yepes NATb POCCUIMCKUX KOMMNAHWUIN: «PocTenekom»,
«TpaHcTenekom», MegaFon, VEON u China Mobile (Russia) #°. B cBA3M1 € 3TUM CaHKLUMK NPOTUB
POCCUMCKUX TPAH3UTHbIX NPOBANAEPOB HA YPOBHE MAPLUPYTU3ALLUM MOTYT OTPaA3UTbCA U HA UX
[OYepHUX KnmeHTax B LleHTpanbHOM A3nu, Takux Kak KasaxcrtaH, TagxukunctaHd u Ysbekucran °.

Mo cnosam [lyra Magopu, AMpeKTopa No aHanu3y MHTepHeTa B KomnaHum Kentik, ecam
Poccra NONHOCTbIO OTKAOYMTCA OT IN06aNbHOro MHTEPHETA, KasaxcTaH MOXKeT OKa3aTbCsA B
nsonaumu. MNockonbky KoiproisctaH, TagKMKUCTAH 1 Y36eKncTaH NogKNtoYeHbl K F1obanbHomy
MHTepHeTY Yepes KasaxcTaH, 3TW CTpPaHbl TaKXKe OKaxKyTcsa B odiaiHe. ITO 3aTPOHET U
TypKkmeHucTaH ¢ MoOHronnen, Ho B MeHbLLEN CTeNeHN, TaK KaK Y HUX eCTb a/ibTEPHATUBHbIE
MapuwpyTbl yepes UpaH n Kutait °L. Mo cnosam Tanrata Hypabibaesa, npeaceparens

46 Reuters. “U.S. firm Cogent cutting Internet service to Russia”, 04.03.2022,
https://www.reuters.com/technology/us-firm-cogent-cutting-Internet-service-russia-2022-03-04/ [ ata obpatieHns
20 HoAbpa 2024 r.

47 Lumen. “Lumen’s Readiness to Meet Global Events”, 07.03.2022, https://news.lumen.com/RussiaUkraine [ata
obpaweHuns 20 HoAbpna 2024 .

48 Sebastian Moss. “London Internet Exchange disconnects Megafon and Rostelecom”, Data Center Dynamics,
14.03.2022, https://www.datacenterdynamics.com/en/news/london-Internet-exchange-disconnects-megafon-and-
rostelecom/ laTta obpaweHna 20 Hoabps 2024 r..

4 EnbHyp Annmosa. «"3T1o byaet KatacTpoda'. [ae KasaxcTaH BO3SbMET MHTEPHET, eciv Poccuio oTKAYaT oT
rnobanbHoi CeTn?», «Paamno AsatTbik», 24.03.2022, https://rus.azattyq.org/a/31767819.html [aTa obpalueHns 21
Hosbps 2024 .

50 Doug Madory. “Updated: Cogent and Lumen curtail operations in Russia”, Kentik, 07.03.2022,
https://www.kentik.com/blog/cogent-disconnects-from-russia/ [lata o6pauieHmsa 20 Hoabpa 2024 r.

51 EnbHyp Annmosa. 22.03.2024. Tam xe.
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Ka3axcTaHcKoro otaeneHuns Internet Society, 95 % nHtepHeT-Tpadumka KasaxctaHa npoxoguT yepes
TeppuTopuio Poccun 2,

«KasaxTenekom» yTBepAaeT, YTO UCNO/b3yeT pe3epBHbie MapLLPYThbl, HE 3aBUCALLME OT
Poccuum °3, CornacHo aaHHbIM PeeringDB, JSC «Kaszaxtenekom» (AS9198) NoaKNtOUEH K TPEM
ny61n4YHbIM TO4Kam obmeHa Tpadmkom: DATIX, PITER-IX Moscow, PITER-IX St. Petersburg, a
TaKXKe K TPEM y31am merKceTeBoro coeanHeHua: Equinix FR5 (PpaHkdypT), Equinix HK2 (FToHKOHT)
n Moscow M9 >4,

Mpeactasutenm «KasaxTeniekoma» Tak¥Ke 3aABUAN, YTO JaxKke ecam Poccua cosgact
aBTOHOMHbIN MHTEPHET (N0 aHa/NIOTNKU C KUTANCKOM MOAENbIO), 3TO He NOBAMAET Ha AOCTYN
KasaxcTaHa K ceTu, NOCKONbKY TpadMK NPOXOAUT TPAH3UTOM MO POCCUINCKON TEPPUTOPUN B
cTopoHy EBporbl, HO He BXOAUT B COBCTBEHHO POCCMICKYIO ceTb °°. CoobLuiaerca, 4To ceiyac
«KasaxTenekom» akTMBHO pacLIMpPAET MeXAYHapOoaHOe NPUCYTCTBUE, YUTOObI CHU3UTL PUCKMU, U
CTPOWT YCTOMYMBYHO apXUTEKTYPY CBA3M, CNOCOBHYIO BblAepKaTb BHELWHME OTKAOYEHNA °°,

MexxceTeBble COeIMUHEHUS JUBEPCUPUIIMPYIOTCS, XOTS 3aBUCUMOCTb OT Poccuu Bcé eré

€CTb

CornacHo BGP-gaHHbIM >/, OCHOBHbIMM BbILLECTOALLMMM NPOBaaepamm Ais
Ka3axCTaHCKUX CETEM NO-NpeXHeMy OCTalTCA poccMnckme ISP, yTo 03Ha4YaeT: MapLupyTbl K
rnobanbHOMY MHTEPHETY Yalle BCero npoxoaAr yepes Poccuto. 3To He 3HAUUT, YTO Becb TpaduK
3aBepluaetca B Poccnm — ckopee Poccms ncnonb3yetca Kak TPaH3UTHbIN y3en ANa BbIXoAa B
Espony u Asuio.

Tabnnua 1 AeMOHCTPUPYET, YTO MUPUHIOBbIE COrNaLEeHUs C POCCUACKMMM CETAMM MO-
npexHemy AOMUHUPYIOT B CTPYKTYpe MHTepHeT-cBsA3M KasaxcTtaHa. B yacTHocTH, 3admnKcMpoBaHo
525 coeanHEHUI MexKay aBTOHOMHbIMWU CUCTEMaMM, 06Pa30BaHHbIX 26 Ka3axCTaHCKUMU CETAMMU,
KOTOpble cBA3aHbl C 474 poccUMCKUMM ceTamU. [nA cpaBHEHMA: COeANHEHNA C aMEPUKAHCKUMMU
CeTAMM COCTaBAAT TONbKO 50 oT 11 KazaxcTaHCKMX ceTen, a ¢ eBponenckumm — 118 ot 13 cetei.
O71o cTasuT EBpony HMxe Poccnm no 4mcay N0OrmcTMHecKMX MapLIPyTOB, CBA3AHHbIX C
Ka3aXCTaHCKUMU CETAMM.

52 NlocbimikaH HayxaHoB. «Ecav Poccuio oTKAKOUAT OT MHTEpHeTa, 4To byaeT ¢ KasaxctaHom? — 0630p KasCMW»,
365info.kz, 29.03.2022, https://365info.kz/2022/03/esli-rossiyu-otklyuchat-ot-Interneta-chto-budet-s-kazahstanom-
obzor-kazsmi laTta obpawieHna 20 Hoabpa 2024 r.

53 EnbHyp Anumosa. 22.03.2024. Tam xe.

54 peeringDB is a public database of Internet data: PeeringDB, https://www.peeringdb.com/net/2585 [ata
obpaweHuns 31 aHBapa 2025 .

55 ApTem BonkoB. «TONOPOM MO ONTOBOJIOKHY: MOXeT /i Poccua octaButb KasaxctaH 6e3 nHTepHeTta?», Orda,
09.09.2024, https://orda.kz/toporom-po-optovoloknu-mozhet-li-rossija-ostavit-kazahstan-bez-Interneta-391521/
[ata obpauieHua 31 aHBapa 2025 .

56 Profit. “KazakhTelecom summed up the results of activities for 2023”, 09.02.2024,
https://profit.kz/news/65393/Kazahtelekom-podvel-itogi-deyatelnosti-za-2023-god/ [lata obpalieHns 3 gekabpn
2024 .

57 BGP (Border Gateway Protocol) — 3T0 NpoTOK0/1, KOTOPbIN UCNOb3YeTCA CEeTAMMU A1A 0bMeHa MapLLpPyTU3aTOPHOM
MHpopmaLmeit B uHTepHeTe. [laHHble BGP cobupaloTca ¢ MOMOLLLbIO MapLLpyTM3aTopoBs-HabaoaaTenel (Route
Collectors), pasmeLEHHbIX B CTPaTerm4eckm BaXKHbIX TOYKaX Mo BCEMY MUPY.
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Tabauya 1 Konnyectso MexxayHapoaHbIX MapLIPyTOB MO Kaxaoh ctpaHe (MctoyHuk: NRO,
RouteViews, RIPE RIS)

Kon-so ceten Kon-so HanpasneHue
KZ MapLIpyTOB
26 525 PO 474
13 118 EBpona 90
10 50 CLIA 37
3 9 Kblprbi3cTaH 7

2 Y36ekucraH 1
15 132 dpyrue 107

B A31uM KazaxcTaHCKME MHTEPHET-NpoBaliaepbl NOAAEPHKUBAIOT INLLb HECKONbKO
coeAnHeHni: cemb ¢ CMHranypom, asa ¢ FoOHKoHrom un ogHo ¢ Knutaem. B npeaenax LieHTpanbHoOM
A3nun Hanbonbllee KONMYECTBO MHTEPHET-MapLpPyToB ¢ KasaxcTaHom umeeT Kbiprbi3cTaH (4eBATb
MapLLPYTOB), 33 HUM cneayeT Y3beKnctaH (aBa mapLupyTa).

Puc. 9 naét obuiee npeacraBneHne o Hanbonee YacTo BCTPEYAOLMXCA CETAX Ha
MapLupyTax M3 rnobanbHOro MHTepHeTa B KasaxctaH B ceHTabpe 2024 roga. Pasmep y3nosB
OTpaKaeT BepPOSATHOCTb NOABMEHNA aBTOHOMHOW CUCTEMbI Ha MapLUPYTE K CETAM, YNPaBAsSeMbIM
Ka3axCTaHCKMMM opraHum3auuamu. Mposanaepbl «Kasaxtenekoma» (AS9198), TNS-Plus (AS35168)
n «TpaHcTenekoma» Kazakhstan (AS41798) npoBoaAT 60/bLIYIO YaCTb CBOUX MEXKAYHAPOAHbIX
MapLUPYTOB Yepe3 POCCUIMCKMX TPAH3UTHbIX onepaTopos: «Poctenekom» (AS12389), VimpelCom
(AS3216), KVant (AS43727), «TpaHcTtenekom» Russia (AS20485), Megafon (AS31133) 1 MMTS
(AS60299). NckntoueHUe coCTaBAAOT MapLLPYTbI, Npoxoasliue yepes Tier-1-ceTu, Takne Kak
Cogent, PCCW, Lumen, a Take HEeCKO/IbKO NPOBaiiAepoB, 3aperncTpmpoBaHHbIX B EBpone,
Hanpumep, V-net (AS47864).

Y106bI NOHATH, NOBAUANN NN 06BABNEHHbIE CAHKLLMW NPOTUB POCCUMCKUX CETEN CO
ctopoHsbl Tier-1-onepatopos Cogent un Level-3°% Ha mexxayHapoaHyto cBa3b KasaxcraHa, 6biam
NPOaHa/IM3MPOBaHbl OTHOLEHMA 3TUX KPYMHbIX CETEN C Ka3axCTaHCKMMM NpoBaiaepamu.
CornacHo cobpaHHbIM AaHHbIM, «KaszaxTenekom» umeet npamoe nogxatodeHune Kk Cogent u Level-
3 Bo ®PpaHKPypTe 1 FOHKOHre, NO3TOMY He AO/IXKEH NOCTPaAaTb OT BO3MOXHbIX Nnepeboes co
CTOPOHbI POCCUMNCKUX TPAH3UTHBIX onepaTopoB. COrnacHO AaHHbIM PEecTPoB MapLUPyTU3aLLUN
nHTepHeTta (IRR)>%, nogKknoueHMsa K aMepUKaHCKMM KOHTeHT-Nposaigepam (Amazon, Apple,
META, Microsoft, Google n Twitch) B ocHoBHOM npouncxoaAaT yepes FOHKOHT 1 dpaHkpypT ©°.
MupuHroeoe coegmHeHme ¢ Google Takxe 3adpukcnposaHo B Mockse. bonee Toro, cyas no
nsamepeHuam, Cogent n Level-3 npekpatnnm 610KMPOBKY POCCUNCKUX MHTEPHET-NPOBANAEPOB U
BHOBb YCTaHOBMAM MApLPYTbl C HUMU, YTO BUAHO MO UX 06bABNEeHUAM B BGP.

58 The Impact and Limits of Sanctions on Russia’s Telecoms Industry,
https://dgap.org/en/research/publications/impact-and-limits-sanctions-russias-telecoms-industry flata o6patieHua
14 mapTta 2025.

59 Internet Routing Registries: OTKpbITaa 6a3a AaHHbIX 414 Ny6ANKaLMM NPOLLECOB M MOANTUK MapLIpyTU3aLmu.

60 “AS9198 JSC Kazakhtelecom.” Hurricane Electric, https://bgp.he.net/AS9198# irr ata obpauieHua 31 aHsapa 2025
r.
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Puc. 9. MexkayHapoaHble noakntoveHns KasaxcraHa Ha ceHTAbpb 2024 roaa (MCTOUYHUK:
RouteViews, RIPE RIS)

C TOYKM 3peHUa ANHAMUKKN ucxogdawme mapwpyTbl «Kaszaxtrenekoma» (AS9198) B ceHTabpe
2024 roga AEeMOHCTPUPYIOT NYYULLYIO MEXAYHAPOAHYI0 AnBepcndUKaLMIO MO CPABHEHWUIO C
ceHTabpém 2021 roga. B 2021 roay ocHOBHOM MHTepHET-NpoBanaep KasaxcraHa cCUAbHO 3aBucen
OT POCCUMCKNX ONEepaTopoB B NiaHe mexayHapoaHou ceasu. K 2024 roay, HECMOTpPSA Ha TO YTO
«PocTenekom» OCTAETCA ero rAaBHbIM NapTHEPOM, «KasaxTesieKOM» 3HAUYUTENbHO YAYULLIWA
nogKnto4veHue K rnobanbHbIM ceTam, Takum Kak Cogent, PCCW 1 Lumen. AHanornyHas cuTyaums
HabAntoganacb y BTOPOro KPynHOro marnmcrpanbHoro nposaiiaepa KaszaxcraHa — TNS-Plus
(AS35168), koTopbliii B 2021 roay B OCHOBHOM Nonaranacs Ha POCCUIACKUX NPOBanaepoB, BKAOYanA
cBOI MaTepuHcKyto KomnaHuio VEON un VimpelCom (AS3216). K 2024 roay mexayHapoaHble
MmapwpyTbl TNS-Plus no-npexkHemy B OCHOBHOM NPOXOAAT Yepe3 POCCUMCKUX ONepaTopoB.
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Puc. 10. MexayHapoaHble noAxatodeHms KasaxcraHa Ha ceHTAbpb 2021 roga (MCTOUYHMK:
RouteViews, RIPE RIS)

Ha ocHOBaHWM aHaNN3a NOMMYECKMX MAPLLPYTOB MOXKHO CKa3aTb, YTo KasaxctaH ¢ 2021
roga HEMHOFO CHU3WJ1 3aBUCMMOCTb OT POCCUMCKNX ceTei. KasaxcTaHCKne npoBanaepsbl cenyvac
UMELIOT HE3HAYUTENbHO YAYYLINAW NOAKAOYEHNE K KPYMHbIM aMepUKaHCKMM CeTAM, TOrga Kak
nupuHr ¢ EBponoi octanca ctabuabHbIM M He NpeTepnen CyLeCTBEHHbIX U3MEHEHWUI. ITU ycuauns,
B OCHOBHOM MHULUMNPOBaHHble «KaszaxTeleKoMOM», cAenyeT NoanepXKmMBaTb U APYTMM KPYNHbIM
MarucTpanbHbiM onepatopam KasaxcraHa gns aasbHenwen ansepcndmkaumm mexayHapoaHom
CBA3M CTPaHbI.
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[Tupunroseiil navAmadpT Kasaxcrana

Ceityac B KaszaxctaHe paboTatoT YeTbipe aKTUBHbIE TOYKM 0OMeHa MHTEpPHET-TpaduKom
(IXP) (cm. puc. 11, oTmeYyeHbl CUHMM), Yepe3 KoTopble NUPUHTYET 7,21 % NoKanbHbIX ceTen. Kak u
B bonblKMHcTBe cTpaH LleHTpanbHOM A3umn, ypoBeHb oxBaTa IXPs B KasaxcTaHe ocTaétca
OTHOCUTENbHO HU3KUM. ITO CBA3AHO C Tem, YTO MecTHble IXP HaxoaAaTca nog cTporum
rocyfapCTBEHHbIM KOHTpPOAEeM. B yacTHOCTU, ocHOBHaA nybanyHas Touka obmeHa KasaxctaHa —
KAZ-GOV-IX — ynpasnsaetca FocyaapCcTBEHHOM TEXHUYECKOM cny»boli (STS).

Puc. 11. NMupuHrosan skocuctema B KasaxctaHe. LLeHTpbl COBMECTHOTO pasmMeLleHuns
obopyaoBaHuA (YEPHbLIN LUBET), TOYKM 0bMeHa nHTepHeT-Tpadmnkom — IXP (cuHuin uBeT),
Ka3axCTaHCKMe ceTu (3enéHblii uBeT), mexkayHapoaHble ceTu (cuHnii — CLUA, KpacHbit — Poccus,
OpaH}KeBbIN — Apyrue CTpaHbl)

CornacHo opumumnanbHomy caty KAZ-GOV-IX, Ha cerogHsALWHNI AeHb Yepes 3Ty TOUKY
obMeHa MHTepHeT-TpabMKOM COeaMHAIOTCA BCE KPyNHelWwne HauMoHanbHble NpoBanaepsbl. B
Anmatbl 06begnHEH 21 npoBanaep, Bkaovan «Kasaxtenekom», TNS+, « TpaHcTeniekom» U
«KasTpaHckom»®. FocyaapcTBeHHan TexHuueckan cnykba (STS) ynpasnsaeT nHbpacTpyKTypoi
obmeHa Tpadpukom B 18 ropogax KasaxcraHa: ActaHe, Anmartsbl, Aktay, AKTobe, ATbipay,
eskasraHe, KaparaHge, Kokwertay, KoctaHae, Kbisblnopae, Nasnogape, lNetponasnoscke,

61 KAZ GOV-IX. “Looking Glass”, https://Ig-ix.sts.kz/ [lata obpauieHns 18 Hosbpsa 2024 r.
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Cemee, TangbikopraHe, Tapase, Ypanbcke, YcTb-KameHoropcke u LLbimkeHTe. KAZ-GOV-IX
akkyMmynunpyeT Becb IXP-TpaduK cTpaHbl, 06bEM KoToporo npesbiwaeTt 350 F6ut/c (cm. puc. 12).

Puc. 12. TUNWUYHbIN CyTOYHbIN TpaduK KAZ GOV-IX (McTouHUK: KAZ GOV-IX)

Ona cpaBHeHMs: He3aBUCMMas To4yka obmeHa Tpadukom KazNIX, 3anyuieHHana B peBpane
2019 roga B Cemee, B NMKOBbIE Yacbl NPUHUMAET NnLb 0Kono 1 F6uT/c TpaduKa (cm. puc. 13).
KazNIX nosunumoHnpyet cebs Kak HenTpanbHasa naatpopma ana obmeHa IP-tpadpukom mexay
ceTaMM U rnobanbHo pacnpeaenéHHbimm DNS-cepBepamu, NogaepKUBAIOLLMMU KOPHEBbIE
OOMEHHbIE 30HbI.

KazMNIX :: KAZNIX [XP

bits f second

0.2

.8

Hon 18:08 Tue= 0O: 08 Tue 05: 00 Tue 12:800 Tue 18:00 Wed B8:00
Out [ Max 1.25G Avg  7B&7.0LM Cur: 300,97M
In B Max 1.25G Avg 7E7,08BM Cur: 300, 96M

Puc. 13. TUnn4HbIN cyToYHbIN TpaduK KazNIX (nctouHuk: KazNIX)

CeTu, yyacTByloLLME B 3TUX ABYX TOUYKAX, AEMOHCTPUPYIOT KAKOUYEBOE PasiMune mexay
HUMMU. YyacTHMKamm KAZ-GOV-IX aBnAOTCA UCKNKOUYMTENBHO Ka3axCTaHCKMeE onepaTopsbl, TOraa Kak
KazNIX o6beanHAET Kak MeCTHbIX, Tak 1 3apybeXkHbix y4acTHMKoB. Hanpumep, DNS-npoBanaepsl
KopHeBbIx 30H (Netnod, PCH 1 RIPE NCC) npucyTctsytoT Ha KazNIX, Ho oTcyTcTBytoT Ha KAZ-GOV-
IX. PasmeuwteHre DNS-cepBepoB ¢ nogaepKom anycast B IX-y3nax no3BosineT COKPaTUTb
3a/epKKM Npu paspelieHmm DNS-3anpocoB 1 04HOBPEMEHHO NOBbLICUTbL YCTOMYNBOCTb Beeit DNS-
MHOPACTPYKTYPBI.

KoHueHTpauwma Tpaduka B ogHoOM rocyaapcTeeHHoOM IXP co3gaéT puck cboes 1 0TKa30B,
NMOCKO/IbKY BO3HMKAET eAMHAA TOYKA OTKa3a, YA3BMMAsA KaK ANA TEXHUYECKMX cboeB, TaK 1 gna
BHELLUHWX BO3AENCTBUA.
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Internet Society pekomeHayeT, UTob6bl NMPUHroBaa sKocnctemMa KasaxcraHa
pa3BMBanacb B CTOPOHY H6o/bluel anBepcudUKaumm n ycTonunmeocTn. Hecmotpa Ha 1o, uto KAZ-
GOV-IX aBnaeTca OCHOBHOM TOYKOM 06MeHa, eé rocyAapCTBEHHbI KOHTPOb U LeHTpaan3aumns
TpadurKa HeCyT PUCKM ANA YCTOMUYMBOCTM ceTU. [1nA nosbiweHnsa ctabunbHocT Heobxoanmo
noowpATb 6o/ble ceTel K y4acT1io B He3aBMcMMbIX IX-y3nax, Taknx Kak KazNIX, rae yxe
NPUCYTCTBYIOT KaK OTEYECTBEHHbIE, TaK U MeXAyHapoaHble onepaTopbl, BKAtoYasa DNS-
npoBanaepoB. PerynaTopHasa NoAMTUKA A0NXKHA CNOCOOCTBOBATL CO34aHMI0 6onee OTKPbITOM U
HeNTpanbHOM cpeabl ANA MUPUHTA, CHUXKAA Bapbepbl 414 HOBbIX TOYEK 0B6MeHa MHTepHeT-
TpadumKkom (IXP) u cTuMynnpya KOHKYpPEHUMIO Cpean TPAH3UTHbIX NPOBaNAEpPOB.

Kpome Toro, CTouT pa3BmBaTb pa3meLlLeHME TIOKANbHOIO KOHTEHTA U pa3BEpPTbIBaHME
K3LWMPYHOLWMX CEPBEPOB B HE3aBUCUMMBbIX IXP, 4TO6bI NOBLICUTL NPOU3BOAUTENBHOCTL CETU U
CHU3UTb 3aBUCUMOCTb OT MEXAYHAPOAHOro TpaH3uta. CTumynmposaHme MHOFOCTOPOHHUX
NMUPUHTOBbIX COTNALIEHUI U NOAAEPMKKA pacluMpPeHNA YacTHbIX IXP B pa3Hbix ropogax nomoryT
6onee paBHOMEpPHO pacnpeaenaTb TPaduK No CTpaHe U CHU3AT PUCKK, CBA3AHHbIE C e4UHOM
TOYKOM OTKasa.

Pa3MeU_16HI/Ie KOHTEHTA: IPOTHBOPEYHUBbI€ B3I'JIA /bl

Mpeablaywmii pasaen 6bin NOCBAWEH MEXAYHAPOAHbIM NOAKAOYEHUAM KasaxcTaHa. B
3TOM pasgene npeacrasneHo obuiee NnpeacTaB/ieHMe 0 TOM, OTKyAa 601bWNHCTBO
nonb3oBaTenen nHTepHeTa B KasaxcTaHe Noay4yaeT CBOM KOHTEHT.

Puc. 14. PacnpeaeneHue XoCcTUHr-nposangepos 414 1000 cambix NONyAApHbIX CAUTOB B
KasaxcraHe

Y106bI NOHATb, HACKOIbKO NOMNYASAPEH /IOKANIN30BAHHbIN KOHTEHT B KasaxcTaHe, BaXKHO
NpoaHanM3MpPoOBaTb pasmeLleHne MHPPACTPYKTypbl, obcnykmnsarowen 1000 Hanbonee
nocellaemMbix CaliToB COrnacHo AaHHbIM Google CRuX 2. M3 1000 caittos 308 obcnykmsatoTca

62 “Overview of Crux: Chrome UX Report : Chrome for Developers.” Chrome for Developers,
https://developer.chrome.com/docs/crux flata o6pauieHmsa 8 Hoabpsa 2024 r.
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Cloudflare, 25 — Amazon, 26 — Akamai, octanbHble pasmelleHbl IM60 HaTUBHO, MO0 B YACTHbIX
obnakax (cm. puc. 14).

Puc. 15 nokasbIBaeT, B KaKMX CTPaHax U ceTax pasmellaeTca Haubonee BOCTPEOOBaHHbIM
KOHTEHT AN1A Ka3aXxCTaHCKUX nosib3oBaTesnei. MoyTu ABe TpeTn cainToB pasmelleHbl B KasaxcTaHe.
Kateropwua Anycast %3 (33 % caitToB) BkatouaeT cepsepbl, PU3NYECKM PACNONOMKEHHbIE B Pa3HbIX
CTpaHax MMpa, 04HaKO, MOCKO/IbKY 6O/bLUMHCTBO CAMTOB 3TOM KaTeropmmn obcyKusaroTca
Cloudflare, a Cloudflare umeeT TouKkun NpUCYTCTBMA B HECKO/IbKUX ropodax KasaxcTaHa,
nogasnawroLiee 60NbLNHCTBO 3TUX CAUTOB GAaKTUYECKM PAa3MELLEHO BHYTPM CTPaHbI.
JononHutenbHo 27 % canToB ABHO MAEHTUPULMPOBAHbI KaK pa3melléHHble B KasaxcTaHe —
Yalle BCero 3To XOCTUHI HA Ka3axCTaHCKMX ceTax, BKAtoYan «Kasaxtenekom», PS Cloud Services n
Hoster.kz. bonee 17 % uccnenoBaHHbIX CAMTOB pa3meLLLeHO B Poccuu, YTO TaKKe NOAYEPKMBaET
3HAYMMOCTb POCCUMCKON MHOPACTPYKTYPbI A1A Ka3aXCTAHCKOro cermeHTa MHTepHeTa. OcTanbHble
CalTbl pa3MeLLeHbl B pa3HbiX CTPaHax MMUPa, BKIOYAnA U3BECTHbIX aMEPUKAHCKUX U €BPONENCKNX
XOCTUHT-NPOBaAepoB, TakMx Kak Google, OVH un Hetzner.

63 Anycast — meTog, agpecaumm U MapLIpyTM3aumm B CETU, NPM KOTOPOM BXOAALLME 3aNpOChl HANPaBAAOTCA B
pasHble TOUYKM (06bl4HO B 6AMKalLWYIO K MONb30BaTENO).
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Puc. 15. Teorpadunyeckoe 1 Tononornyeckoe pasmeweHue 1000 cambix NONYAAPHbIX
cavTos B KasaxctaHe

HabnogeHusa Internet Society (uepes Pulse Content Locality Tracker) ® noatsep»aatot 3ti
AaHHble, 0cO6eHHO B YacTu fiokanbHoro Tpaduka Cloudflare. inarpamma HUMKe NOKa3bIBAET, YTO
NoYTK ABE TPETU KILWMPYIOLLMX CEPBEPOB HAXOAATCA BHYTPU CTPaHbI. 3TO OTHOCKTCA K Akamai,
Cloudflare n Facebook. B To e Bpema TakMe obnayHble npoBanaepsbl, Kak Amazon, Fastly n
Microsoft, o6cnykmBatoT nonb3osateneit KazaxcraHa c 3apybexkHbix noKaunin. Kak otmevanochb
BbllLE, YacTb 3TUX CETEl HaNpPAMYIO cBA3aHa ¢ «KasaxTenekomom» Bo PpaHKkpypTe 1 FOHKOHre,
noaTomy TpaduK He NPOXOAUT Yepe3 NPOMEKYTOYHbIX TPAH3UTHbIX NPOBakAepPoB, O4HAKO
dM13nYecKoe paccToAHUE A0 NOMb30BATENA NPUBOAUT K Hosee BbICOKMM 3aaepkKam (okono 100
MC) MO CPaBHEHMUIO C NOKA/IbHbIM KOHTEHTOM (MeHee 60 mc).

64 “Country Report for Kazakhstan.” Internet Society Pulse, Pulse.internetsociety.org/en/reports/kz/ [lata obpatieHus
13 mapTta 2025.
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Puc. 16. Konnyectso cantos (13 1000), obcnyKmBaembix YEPE3 NOKaJIbHbIN UV BHELLIHWNM
KoL

OTpenbHoe BHMMaHMeE B UCCNea0BaHWUM BbiN0 yaeneHo PasMeLLEHMIO NMPAaBUTENbCTBEHHbIX
caliToB (.gov.kz). Bce OHM pa3melLeHbl Ha Ka3axCTaHCKMX ceTax (cm. Tabauuy 2). B otinume ot
MHorux cTpaH EBponbl u CeBepHoit AMepuKkm 55, KazaxcraH He nonaraeTca Ha nonynspHble
3apyberkHble 06/1a4Hble CEPBMCHI. TO FOBOPUT O LLe/IeHaNPaBEHHOMN CTpaTerMm NpaBuTeIbCTBa
No MUHUMMU3ALMU BHELLHWUX 3aBUCMMOCTEN B BONPOCAX MHPPACTPYKTYpbl Be6-CepBUCOB.

Kpome Toro, pasniniHble 31EKTPOHHbIE FOCYCNYrM Pa3mMeLLaloTCA Ha PasHbIX CETAX, YTO
nossonset nsbexatb ueHTpanmsaumu. C 2021 roga B COOTBETCTBUM C MPABUIAMU PETUCTPALMM,
MCMNONb30BaHMA U pacnpeseneHma LOMEHHbIX UMEH B Ka3axXCTaHCKOM CErMeHTe MHTepHeTa

65 Of Choices and Control — A Comparative Analysis of Government Hosting, Rashna Kumar, Esteban Carisimo, Lukas
De Angelis Rivas, Mauricio Buzzone, Fabian E. Bustamante, lhsan Ayyub Qazi, Mariano G. Beird, ACM IMC 2024.

internetsociety.org @
CCBY-NC-SA 4.0 @internetsociety



Kazakhstan Internet Landscape 36

(npuHATbI B 2018 roay) Bce caiTbl C AOMEHHOM 30HOM .Kz A0/1KHbI Pa3MeLlaTbCsl BHYTPU CTPaHbl
66

CornacHo 3TMm npaBuaam, UCNONb30BaHWE AOMEHA MOXET 6bITb MPUOCTAaHOBNEHO, eCNU
CBA3aHHbIN C HUM MHTEPHET-PECYPC pa3MelLLEH 3a npeaenammn TeppuTopun Pecnybanku
KasaxctaH. OaHaKo B 3aKOHOAATE/IbCTBE HET TPEOOBaHUA O TOM, YTODObI TaKMe cailTbl 06A3aTeNbHO
pPa3MeLLaNUCh Y IOKaNbHbIX 061a4HbIX NPOBANAEPOB — €C/IN Y MeXAYHapoAHOro npoBsaiiaepa
ecTb duUsnYecKme cepeepbl Ha TepputTopmmn KasaxcrtaHa, oH MMeeT NpaBo NpPeaoCcTaBAATb YCAYTU
XOCTUHTa A1 IOKaNIbHbIX PECcypcos.

Tabauya 2 CNUCOK NPaBUTENbCTBEHHbIX BEO-CANTOB M UX XOCT-NPOBaNAEPOB

Beb-canTbl XocT-npoBanaepsl

adilet.gov.kz, did.gov.kz, egov.kz, eotinish.gov.kz, Hau. nH®. TexHonormu
kostanay.gov.kz, mfa.gov.kz, pavlodar.gov.kz, (AS15549)

pki.gov.kz, root.gov.kz

bkogov.kz, edugov.kz, invest.gov.kz PS Cloud Services (AS48716)
bolashak.gov.kz, goszakup.gov.kz, orda.gov.kz, «Kasaxtenekom» (AS9198)
gamgqor.gov.kz

edu.gov.kz, law.gov.kz, sud.gov.kz, zan.gov.kz Kar-Tel (AS21299)
election.gov.kz, eqyzmet.gov.kz, esf.gov.kz, «TpaHcTenekom» (AS41798)
kgd.gov.kz, minfin.gov.kz, stat.gov.kz

mgw.gov.kz loctexcepsuc (AS207966)

B 3aKknt0ueHMn nccnepoBaHme paccmaTtpusaeT nHepacTpyKtTypy DNS ana 1000 cambix
nonynapHbIX CanTos (cornacHo gaHHbiM Google CrUX). Ha puc. 17 noKasaHbl CTPaHbl, B KOTOPbIX
3aperncTpuMpoBaHbl opraHu3saumm, ynpasaawowme astoputeTHbimmn DNS-cepsepamm gna satoro
KOHTEHTa. 3HauuTenbHana fona (46 %) Takmx DNS-cepBepoB ynpaBaaeTca aMepuKaHCKUMM
KOMMaHUAMM, NPU 3STOM NON0BUHA U3 HUX ucnosibayeT cepBucbl DNS ot Cloudflare. Poccuiickue
KOMMaHMM Takxe ynpasnatoT DNS-cepBmMcamm ans 3ameTHOM Yactu cainTos (16 %), 4To HemHoro
npesbILaeT AO/I0 CAaUTOB, 06CNYKMBaEMbIX KadaxcTaHCKMMu DNS-cepsepamm (15 %) — 3To BHOBb
noa4YépK1BaeT NONyNAPHOCTb POCCUMCKUX cepBucos B KasaxctaHe. OctanbHble DNS-nposainaepbl
B OCHOBHOM pacrnpegesieHbl mexay cTpaHamu Esponbl.

66 «O6 yTBEpKAEHMM MpaBMA perucTpaLmMm, Nob30BaHUA U pacnpeaeneHns AOMEHHbIX UMeH B MPOCTPaHCTBE
Ka3axCTAHCKOro cermeHTa MHTepHeTa». MprUKa3s MUHUCTPa 0B6OPOHHOM M a3POKOCMUYECKON NPOMbILAIEHHOCTH
Pecny6anku KasaxctaH ot 13 maprta 2018 roga, Ne 38/HK. 3apernctpuposaH B MUHUCTEPCTBE HOCTULIUN
Pecny6anku KasaxctaH 27 mapta 2018 roga, Ne 16654. https://adilet.zan.kz/rus/docs/V1800016654#z4 Nata
obpaueHus 31 aHBapa 2025 .
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Puc. 17. CTpaHbl perucrpaumm ceten, pasmewatoLmx asToputeTHole DNS-cepBepbl aAns
1000 cambix MONYASPHbIX CalATOB

Internet Society pekomeHayeT pa3BmBaTb 601€ee aKTUBHYI 0613a4HYHO SKOCUCTEMY C y4acTUEM
KaK MECTHbIX, TaK U MeXXAYHAPOAHbIX UTPOKOB. CTUMYyAMPOBAHUE CO34aHUA TOKANbHbIX TOYEK
npucytcTena (PoP) nan gaTa-LeHTPOB C MOMOLLBH NOJUTUYECKUX MHULMATUB UAK NAapPTHEPCTB
MeXAY rocyapCTBOM M YaCTHbIM CEKTOPOM 6b110 6bl MONE3HbIM Warom. XoTa NpaBuUTeNbCTBO
KasaxcTaHa ycnewHo pacnpeaennio CBOU 3/IEKTPOHHbIE FOCYCYrN MeXAy PasHbIMU CETAMMU,
4yTOObI M36EXKATb PUCKOB LIEHTPaNN3aL MM, aHAIOTUYHbIE MPUHLNMbI AEeUEHTPaAn3aumMm cneayet
NPUMEHATbL U B YaCTHOM CEKTOpPE, MOOLPAA CO34aHNE KOHKYPEHTHOW, pe3epBupyemoin n
YCTOMYMBOMN MHDPACTPYKTYPbI 06/1a4HOr0 XOCTMHIA MO BCEM CTpaHe.

internetsociety.org @
CCBY-NC-SA 4.0 @internetsociety



Kazakhstan Internet Landscape 38

[Touck AJIbTEPHATHUBHDBIX HaHpaBﬂeHHﬁl HOBbI€ NTHUILIMATHUBDBI

[IpoekT TpaHCKacnMUCKOrO ONMTOBOJIOKOHHOTO KabeJis

Mpe3naeHT KasaxcTtaHa NocTaBuA 3a4a4vy NPeBpaTUTb CTPAHY B PErMOHaIbHbIN LMdpPOBON
xab 1 06bABUA 3TO rNaBHLIM NPUOPUTETOM CBOEro cpoka ©. B ceoelt nporpamme Kacbim-*Komapt
ToKaeB 0OTMeTUN He0BX0AMMOCTb CTPOUTENbCTBA MOLLHbIX AATa-LEHTPOB, 06HOBAEHMA
3aKOHOZaTeNbCTBA A/1A NPUBAEYEeHUs rnobanbHbix IT-KOMNaHWI U NPoKNaAKM TpaHCKAacNUMCKOro
ONTOBO/IOKOHHOTO Kabenn, KoTopblii coeamMHUT KasaxcTaH ¢ AsepbaligkaHom 1 obecneymnt
AanbHenwn sBoixon B EBpony (4epes Mpysuio, YépHoe mope, Bonraputo, Chosakuio n FrepmaHuio).
3TOT Kabenb paccMaTpPUBAETCA KaK aNbTepHaTUBHbIA MapLlpyT noakntoyeHns KasaxcraHa. Puc. 18
OAET obuwee npeacTaBneHne o LMPpPoBbIX OrpaHNYEHUAX U BOSMOXKHOCTAX KasaxcTaHa B bonee
LUMPOKOM €Bpa3niCKOM pervoHe.

Puc. 18. KapTa undpoBbIX OrpaHUYEeHMn U BO3MOXKHOCTEM Ka3zaxcTaHa B EBpa3niickom
pernoHe %

NpeAa co3paHma HOBbIX TEIEKOMMYHUKALMOHHbBIX MOCTOB Yepe3 Kacnuinckoe mope He
HoBa. OHa BocxoauT K 1990-m rogam, u ¢ Tex nop bbl/1o HECKOIbKO NPOEKTOB, HO 6e3
3HauYUTeNbHbIX YCEX0B, B TOM YMCAe U3-3a HeonpeaenéHHOro topuauyeckoro crtatyca Kacnus.

Eweé B 1992 roay neperosopwmkm n3 Knutana, KasaxcraHa, Koiproi3ctaHa, TypKMeHUCTaHa U
Y36ekuncTaHa B3A11 Ha ceba 06a3aTenbcTBo NPonoxntb 17 000 KM cyxonyTHOro Kabens
«TpaHCceBPa3sUINCKUIA MapLIPYT», KOTOPbIN A0MKeH bbln NpoiiTK M3 Kntas yepes LleHTpanbHyto
Azunto B ABcTpumto 1 Nepmanunio. Knta fencTButeIbHO NOCTPOUA ONTOBOJIOKOHHYHO IMHUIO,

67 Saniya Sakenova. “Kazakhstan Aims to Become One of Eurasia’s Largest Digital Hubs, Says President Tokarev”, The
Astana Times, 09.06.2023, https://astanatimes.com/2023/06/kazakhstan-aims-to-become-one-of-eurasias-largest-
digital-hubs-says-president-tokayev/ [lata o6palueHuns 21 Hoabpa 2024 r.

68 CABAR; Broadband, TV, Landline & Mobile Comparison | Broadbandchoices, https://www.broadbandchoices.co.uk/
[aTa ob6palueHuns 31 aHsapsa 2025 r., “Empowering Connectivity through Broadband Mapping.” ITU, bbmaps.itu.int/
[JaTta obpalueHuns 31 aHsapsa 2025 r.; “Connectivity beyond Borders.” Digital Silk Way, digitalsilkway.az/ NaTa
obpaueHus 31 aHBapa 2025 .
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BBeAEHHYIO B 3KcnayaTaumio B 1998 roay, Ho oHa npowa He yepe3 Kacnuickoe mope, a no cylue
yepes UpaH.

CraTyc KacnuiicKoro mopsa octaBasica HeyperyMpoBaHHbIM AeCATUNETUAMM Nocne
pacnaga CCCP n13-3a cnopoB 0 pa3rpaHMYeHnr mopckoro gHa. Ecam 6b1 Kacnuii 6610 npmusHaH
Mmopem, npumeHanacb 6ol KoHeeHumsa OOH no mopckomy npasy. Ecam 6ol OH 6bin NpU3HaH
03epoM, AHO Aennnock bbl MOPOBHY MeXAyY NATbIO NPUBpPeXRHbIMM rocyaapcTsamu. B 2018 roay
AsepbaligKaH, UpaH, KasaxcraH, Poccua n TypkmeHMCcTaH NoAnncanu cornalleHume,
npeaocTtasmeluee Kacnuio ocobblii CTaTyc: NOBEPXHOCTb BOA0EMA ABNAETCA 06LLel, a
pa3rpaHMYeHne MOPCKOro AHa OCTAB/NEHO HA AaNbHelLWwne neperosBopbl. ITO cornalweHune
OTKPbINIO NYTb ANA KPYNHbIX MHOPACTPYKTYPHbIX NMPOEKTOB, TAaKMX KaK TPaHCKaCNMUMUCKNI
MeXAYHapPOAHbIN TPAaHCNOPTHbIM MapwpyT (TITR), BaXKHbIN TOProBbIv NyTb MeXay BocTouHoM
Aznei n EBponoi.

AsepbaligKaH CTPEMUTCA CTaTb «LMPPOBLIM XaboOM» U BKAOUYUA MPOEKT
TpaHCKacnMMCKOro oNTOBOMIOKOHHOTO Kabensa B CBOIO HaLMOHaNbHYto cTpaTermio . B nioHe 2023
roga «Aseptenekom» n «Kasaxrtenekom» noanucann cornawieHmne o co3gaHnum COBMeCTHOrO
npeanpuATUA gNa CTPOUTENbCTBA M 3KCNyaTaumMm TpaHCKAaCNMIMCKON ONTOBONOKOHHOM INHUN
cBA3N. MPOeKT HaXo4MTCA Ha CTaAUN TeHAEpPa M 3aNIaHMPOBAH K 3aBepLUeHuto K KoHuy 2025 roaa.
Kabenb coeanHut ropoa CymraiibiT B A3epbaingrkaHe c ropogom Aktay B KasaxcraHe.
«A3epTenekom» napannesnbHo BeAET Neperosopbl C rpy3MHCKUMU, TYPKMEHUCTAHCKUMU U
TYPELKMMM onepaTopamu, YTO CO34aET NepCneKTMBbI NOAKAIOUYEHNA Ka3axcTaHa K HOBbIM
MapLpyTam.

«A3epTenekom» NO3NLMOHUPYET CBOKO ONTOBOJIOKOHHYIO IMHUIO KaK «Ludposon
LWENKOBbIN NYTb», OTCbINAA K 06pa3y BennKoro LWENKOBOro NyTu, KOTOPbIM TaKkKe aKTUBHO
ncnonbayeT Kuta B pamkax ceoeit MHMUmMaTmBebl «OAnH NoAc, oAnH NyTb». A3epbanakaH
nNpoABUraeT 3Ty KOHLUENUMIO Yepes Takne opraHmsaunm, kak OpraHm3sauma TOPKCKMX rocy4apcTs.

AHanornyHo KasaxctaH noA4Y€pKMBaeT BaXKHOCTb 3TOr0 NpPoeKTa: npe3naeHT Tokaes
NPAMO ynomsAHyA TPaHCKACMMNCKMIA NPOEKT ONTOBOJIOKOHHOIO Kabens, Nnpu3BaB 3aBepLLMUTb ero K
KoHuy 2025 roga. OH nogyepKHyA 3Ha4YeHne NpoeKTa A CTpaHbl C TOYKM 3peHUA CO34aHnA
umodpoBoit MHGPACTPYKTYPbI, CBA3AHHOMN C MEXAYHAPOAHbIMU KOPUAO0PAMWN N TPAHCTPAHUYHbIMMK
noTokamu aaHHbIx 9. 4 mapta 2025 roga npeaceaatenn KOMNaHMin « AsepTesiekom» U
«Kasaxtenekom», Imunb Macumos u bargat MycuH, nognucanm cornalleHme o CTpouTenbCTee
ONTOBO/IOKOHHOrO Kabens yepes Kacnuiickoe mope 1,

Internet Society pekomeHayeT KasaxcTaHy NpoA0KaTb U3yYeHMe albTEPHATUBHbIX
MapLUPYTOB Nepenayn AaHHbIX, BKAOYAA NPOKAAAKY MapLupyToB nog Kacnninckum mopem.
MHBECTULMM B TaKMe anbTepHaATUBHbIE NMYTU MOMOTYT CHU3UTb 3aBUCUMOCTb,
AMBepCUPULMPOBATbL MEKAYHAPOLHbIE TOYKM NOAKNHOUYEHMA U MNOBLICUTb YCTOMYMBOCTb

69 Cm.: “Azerbaijan Digital Hub”, https://www.adh.az/ [lata o6palueHus 21 Hosbpa 2024 r.

Ayaz Museyibov. “Azerbaijan’s Latest Steps Toward Becoming a Regional Digital Hub”, Eurasian Daily Monitor, Vol. 19,
n°93, 23.06.2022, https://jamestown.org/program/azerbaijans-latest-steps-toward-becoming-a-regional-digital-hub/,
[ata obpauieHnna 21 Hoabps 2024 r.

70 TengriNews. «ONTOBOMIOKHO No gHy KacnuvaA: ToKaesB Ha3Ban CPOKM 3aBepLueHns npoekta», 02.09.2024,
https://tengrinews.kz/kazakhstan _news/optovolokno-dnu-kaspiya-tokaev-nazval-sroki-zaversheniya-546614/ lata
obpaueHuns 21 Hoabpna 2024 .

71 Seymur Mammadov. “Strategic Breakthrough: Undersea Cable across the Caspian to Link Continents | News.Az.”
News.AZ, 10.03.2025, https://news.az/news/-strategic-breakthrough-undersea-cable-across-the-caspian-to-link-
continents
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MHTEPHETA KaK BHYTPWU CTPaHbl, TaK U1 ONA eé COCGAEI‘/JI no LI,eHTpaanoﬁ A3un, KoTopble 3aBUCAT
OT Ka3axXxCTaHCKOM CBA3MW.

Hudposoii «lllénkoBbil myThb» KuTas: uHTepec K TpaH3UTY B EBpony yepes

KazaxcrTau

China Telecom npucytcteyet B KasaxctaHe ¢ 2006 roga, o6cny*Knsasa KUTaCKMe KOMMNaHUK
W TEeCHO B3aMMOAENCTBYA CO CBOMM nogpasgeneHnem B CUHbL3AHBCKOM aBTOHOMHOM palioHe. B
oTnnume ot Poccuum, ¢ KoTopoit KaszaxcTaH yHacneaoBan COBETCKME KaHabl CBA3M, NOAKAOYEHME K
KuTato notpeboBano 3HaunTeNbHbIX MHBecTuumin 72, C 2005 roga Kutaii passmsaet
ONTOBO/IOKOHHbIe coeguHeHns ¢ KazaxcTaHoOM 1 ApyrMmu cTpaHamu LieHTpanbHOM A3nm € Lenbio
CTaTb PETMOHA/IbHbIM LEHTPOM TPAH3UTA AaHHbIX. ITOMY CNOCOOCTBOBAIM TaKMe MHULMATUBDI,
Kak «MHbopmaumnoHHan asTomarnctpanb LLUOC» n nporpamma «OAnH NoAC, 04MH NyTb»,
HaLeNeHHble Ha Pa3BUTUE TPAHCTPAHWUYHbBIX MapLWPYTOB Nepeaaqn AaHHbIX /3.

C 2005 roga Kutait nponokmnn TpaHCrpaHMYHble ONTOBOJIOKOHHbIE INHMK ¢ Poccren,
MoHronmein, KasaxctaHom, TafyKMKMCTaHOM M Kbiprbi3cTaHOM 74 — Bce 3T MapLipyThbl AatoT
BbixoZ Ha EBpony. China Telecom co3gana mexayHapoaHble duananbl n permoHanbHoe
ynpas/iieHne NponyckHoM cnocobHocTM B CUHbL3AHE, YTO NO3BO/IMIO HanpaBasaTb TpaduK B 06xon,
TPaANLUMOHHDbIX Y3108 B [MeknHe, LLaHxae n MN'yaH4xoy.

KasaxcTaH paccmaTpuBaeT KuTalh Kak BO3MOMKHbI a/IbTEPHATUBHbIN MapLUIpyT TPAH3UTa B
EBpony Ha cayy4an U30a5ALMN POCCUMCKOrO CErMeHTa MHTePHeTa. O4HAKO TaKoWM BbIGOP CONPAXKEH
C psgom TpyaHocTen: 6bonbluoe reorpadmyeckoe pacctoaHme A0 EBponbl yBeAUUUT 3a4EPKKK, @
YKECTKUIN KOHTPO/b MHTEePHeTa B Kntae moxeT NpuBecT K duabTpaumn, 3agepxKkam u
[0NoIHUTeNbHbIM 3aTpaTam. Celtyac 06béM NHTepHeT-TpadpuKa U3 Kntaa B KasaxcraH ocTaérca
HE3HaAYUTEeNbHbIM, U NPEXAEe YEM OH CTAHET KM3HEeCnoCoOHOM aNbTePHATUBOW POCCUNCKOMY
TPaH3UTY, NOTpebyeTcA CyLeCcTBEHHbI POCT 3TOrO NOTOKA.

KasaxcTaHckue npoBangepbl, B YacTHOCTU «KasaxTenekom», Havanm ycTaHaBIMBaTb
NMUPUHT C NpoBanaepamun B TOHKOHre — rnaBHOM UHTepHeT-y3n1e Kutas, 4to genaet Kutamckoe
HanpaB/ieHWe NoTeHUManbHo 6onee NpuBaeKaTeibHbIM. K TOMY e ¢ pOCTOM BAUAHUA KUTANCKUX
KOHTEHT-NpoBaliaepos, Takmx Kak AliCloud, ByteDance (TikTok) n Tencent, moxeT BbipacTu u
CMPOC Ha Ka3axCTaHCKO-KUTaCKoe NoAKAoYeHNe, YTo byaeT GopmMpoBaTh HOBYHO
TeNeKOMMYHUKALMOHHYIO ANHAMUKY B permoHe.

Tem BpemeHem Kutaii TakxKe NpoABAAeT PacTyLMn MHTEPEeC K TPAH3UTY cBOero Tpaduka
yepes KasaxctaH. C Hayana 2000-x rof0B KMTANCKME NpoBangepbl CTpEMUANCL cOanaHcMpoBaTb
MEXAYHAPOAHYHO CBA3b MeXAy NOABOAHbIMW Kabensimm 1 Ha3eMHbIMU MapLLPYTaMM NO
coobpaxeHnam besonacHocTu. MpoknaaKa TpaHCEBPA3UMCKUX ONTOBOJIOKOHHbIX IMHWUI Yepe3
Poccuto aBnsnach 4acTblo 3TOM A0ATOCPOYHOM CTpaTernn. B ycnoBuax mexayHapoaHbIX CAaHKUUIA

72 Lin Yuhong (B E£1). “China Telecom establishes an office in Kazakhstan (F EEB{E7EFEEE e HTIBIR S W A=A
)”, 08.06.2006, https://news.sina.com.cn/c/2006-06-08/15419154659s.shtml aTa obpatieHuns 21 Hoabpa 2024 r.

73 CM. CTaHAAPT, NPeAN0oXKEeHHbI KUTaNCKMMM NpeacTaBuTensammn B MexayHapoaHom cotose anektpocsasu (ITU):
“ITU-T D.1040 (2020) Amd. 1 (07/2024) Optimizing terrestrial cable utilization across multiple countries to boost
regional and international connectivity”, https://www.itu.int/rec/T-REC-D.1040-202008-I/ flaTa o6palieHua 28
Hos6ps 2024 .

74 Yang Jie (#77%). “Connecting the Eurasian Information Corridor (53 18 KR L1
Telecommunications Daily, 03.09.2013.

Eof#E)”, People’s Post and
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npoTuB Poccum KUTaickne onepatopbl BHOBb HAYan pacCMaTpUBaTbh MHBECTULMM B Ha3EMHble
MapwpyTbl, ornbatowme Poccuto 1 Beaylme B EBpony, 4Tobbl NOBLICUTL pe3epBUPOBAHME U
YCTOMYMNBOCTb CETEN.

B 2013 roay Kutait npMobpén nponycKkHy cnocobHOCTb MO YETbIPEM CyXOMNyTHbIM
Kabenam, npoxoaawmm yepes MoHronmo, Kasaxctan n Poccuio B HanpasaeHun Esponbl 72, C
2016 roga China Telecom coBmecTHO ¢ «KaszaxTtenekomom» akcnayaTupyeT mapuwpyT Transit Silk
Road, npegnaraa npamoe coegmuHeHne mexagy FoHKOHrom 1 ®paHKkPypTOM C 3aABNEHHOM
3a/lep)KKoii B 06e CTOpOHbI Beero 162 munaucekyHabl ’6. TNS-Plus Takske npegocrasnsaeT
TPaH3uTHbIe ycnyrn mexay Kntaem n EBponoii ¢ 3aaBAeHHOM 3a4epKKon 153 munnncekyHabl
mexay FloHKoHrom n PpaHkpypTom. B Tom ke 2016 roay China Telecom nognucana cornaweHue
¢ «TpaHCTeIeKOMOMY» O NMPeaoCTaBeHUM TPaH3UTHOM cBA3N 7/,

Bu3Hec-BO3MOXKHOCTH /1151 Ka3aXCTAHCKUX UHTEPHET-NPOBallIepoB

KaK y»Ke oTme4anocb, Ka3axCTaHCKMe NpoBaiaepbl, Takue Kak «KasTpaHCKomy,
«TpaHcTenekom» N «Kaszaxtesiekom», yxKe NoayyaroT 4OX04 OT YCAYr TPaH3UTa AaHHbIX MeXay
Esponoit n Asneir. HoBbI TpaHCKaCNnMNCKUM MmapLupyT B AsepbanaxaH OTKPbIA A0NO/HUTE/IbHbIE
[,EeN0Bble BO3MOXHOCTU, MOCKO/IbKY HEKOTOPbIE KANEHTbI NPeANoYnTatoT 3beratb PoccUiicKue
MapLpyTbl. B 6ankanwen nepcnektnee KasaxcraH MOXKeT CTaTb LMPPOBbIM NepPeKPECTKOM
mexay Esponoi, BoctouHoi Asuneit, a Takxke HOxHoM 1 HOro-BoctouHoi Asuneid. Bce Tpu BeayLmx
MarmcTpanbHbIX MPOBaNAepa CTPaHbl yKe YNpaBAaloT My1bTUTEPAOUTHbIMK CETAMM,
coegunHarowmMmu Espony n Asmto, U NOAYYatOT 3HAUUTENbHbIE A0X0Abl OT MEXKOHTUHEHTANBHOIO
TPAH3UTa AAHHDIX.

CornacHo gaHHbIM NpasuTenbcTBa KasaxcraHa, B 2023 roay 5 % Tpaduka mexxay EBponon
1 BocTtouHoM A3nein Npoxoauno Yepes HazemMHble KaHanbl CBA3M, U3 HUX 3,5 % — Hanpamyto
yepes Tepputoputo Poccun n 1,5 % — vepes KasaxcraH. ACTaHa CTaBUT LEeNb YBEANYUTb 4010
TpaH3uTa KasaxcraHa o 5 % k 2027 rogy. UHbimu cnoBamm, KazaxcTaH He TONbKO CTpeMUTCA
npusneyb 6onbLie TpadmKa, HO U KOHKYpUpyeT ¢ Poccrelt B 3STOM HanpasBaeHUN.
[eononuTMyecKkas cuTyaums Co34aéT AR Ka3aXCTaHCKMX YY4aCTHUKOB PbIHKA HOBble AE/10Bble
BO3MOXHOCTH.

[nA cokpalleHUa 3a4epKeK B NPOXOXKAEHUM TPAH3UTHOTO TpadUKa NPaBUTENLCTBO
KasaxcTaHa nnaHupyeT NOCTPOUTb HaLMOHaNbHYIO MHGOPMALMOHHYIO rMnepmarucTpasb ¢ 3anasa
Ha BOCTOK CTpaHbl. BAonb Heé byaeT NoCTpoeH gaTta-UueHTp ypoBHA tier-11l, KoTopblit no3soaAnT
XPaHUTb M NepesaBaTb Kak BHYTPEHHUM, TaK U MeXAYHAPOAHbIM TpadumK. HauMoHanbHbIM NPOeKT

7> Ministry for Industry and Information Technology. “Communication enterprises are fully promoting the integration
of communication in the Eurasian region (B{E &\l £ H#E#H T R (X 08 (5 — &1L 721R) 7, 17.09.2013,
https://www.miit.gov.cn/jgsj/zfs/xhxx/art/2020/art_f08048ece09f4d18b73a720294a5eech.html AaTta obpawieHua 21
Hosbps 2024 .

76 China Overseas Development Association. “ From Hong-Kong to Frankfurt ; China Telecom join hands with Kazakh

Telecom for the common building of a Transeurasian communication link (M\E BRI =52k | hEBESHEFER

SN AR R b 985 46 2%)”, 19.02.2020,
http://www.ciodpa.org.cn/index.php?c=index&a=show&catid=80&id=2188 [aTa obpalieHuns 21 Hoabpa 2024 r.

77 China Overseas Development Association. “The Kazakh company Transtelecom invests jointly with China Telecom in
the communication sector (¥ 5 5e HiH Transtelecom 24 =K 7 18 TS 5 H B R E B A #%58)”, 07.11.2016,
http://www.ciodpa.org.cn/index.php?m=content&c=index&a=show&catid=808&id=2189 [lata ob6patieHna 21 Hoabpsa
2024 .
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«JOCTYNHbIN MHTEPHET» CCbINAETCA HA NPUBNEKATENIbHOCTb aMePUKaAHCKMX N1aThopm Ha
BHYTPEHHEM pbIHKe, ynomuHasa Microsoft, Amazon, Google, Apple n Facebook (6e3 ykasaHus
POCCUMCKMX aHaNoros). MHBeCTULMM B MHOPACTPYKTYPY U OXKMAAEMble 3aKOHOAATE bHbIEe
pedopMbl LONKHbI CO34aTb YCIOBUA AR Pa3sMeELLEHUA ToYek npucyTcTeuA (PoP) aTux KomnaHuit B
KasaxcTtaHe, yTobbl 06CcnyKmnBaTb BeCb pernoH LleHtpanbHoi Asuun. Ha peannsauuio stoi
cTpatermm KasaxctaH sbigenvnn 560 mmnnvapaos TeHre. B pamkax BbileynOMAHYTOrO NiaHa B
undpoByo MHPPACTPYKTYPY BKNagbiaeTca 1,1 munaunappa gonnapos CLUA — Bkatoyvan
MoAepHN3aLMIo 06LLel CBA3M, pa3BUTUE AOCTYNA B CEIbCKON MECTHOCTM M NPOEKTbI NO
MeXKAyHapoAHOMY TpaH3uTy '8, Ha 3TOT NepCcneKTUBHbIN PbIHOK BbIXOAAT Pa3Hble yYaCTHUKMN.

Cpean HOBbIX UTPOKOB, aKTUBHO PA3BMBAIOLLMXCA B TeZIEKOMMYHUKALMOHHOM chepe
KasaxcraHa, Bblgensetca Freedom Telecom. B 2017 roay MHBECTULMOHHAs KomnaHus Freedom
Holding Corp. (3apeructpuposaHa B CLUA, wrab-kBapTupa B AamaTtbl) ocHoBana Freedom
Telecom. KomnaHuns HeaasHoO 06bABMAA O HAMEPEHUM MHBECTMPOBATb OKOJ10 236 MUITMOHOB
aonnapos CLUA B ABa TeIEKOMMYHMKAUMOHHbIX NpoeKTa B KasaxcTaHe. C npuuenom Ha
paclmpeHune pblHKa Nnepeaayn gaHHbIx B LleHTpanbHon A3nn Freedom Telecom nnaHupyet
CTPOUTENbCTBO HALMOHANbHOIO TPAH3UTHOIO KOPMAOPA «3anag—BOCTOK» M HOBbIX AaTa-LEeHTPoB
ANA XpaHeHUA n 0b6paboTkM mexayHapoaHoro TpaduKa. NeHepanbHbIN gupekTop Kampat
AXMETOB OXapaKTepn30Ban 3TU BAOKEHWUA KaK Napannenb K rnobanbHoM cucteme nepegaym
OaHHbIX mexay 3anagHon Esponoi n HOro-BoctouHol Asueii. Takxke nsgaHme «Kypcme»
Co0bLW M0 0 NAaHax CTPOUTENbCTBA LeHTPpa 06paboTKM AaHHbIX B MPUKAcNUMCKoOM ropoae AKTay,
4TO MOXKeT 06ecneynTb CUHEePrni0 C MECTHOM NPOMbILLIEHHOCTbHO.

Kpome TOro, Bnactu KaszaxctaHa paccMaTpuBatoT BO3MOXKHOCTb CO34aHMA BHYTPEHHMUX
TOoYeKk 0bMeHa MHTepHeT-TpaduKom, 4ToObl MMHUMMU3MPOBATb BbIXOZ TPaduKa 3a Nnpeaensl
CTPaHbl M MOBLICUTb YCTONYMBOCTb MHOPACTPYKTYPbI. ITa UHMLNATMBA CBUAETENLCTBYET O
pacTyLwem BHUMAHUKN K OTKa30yCTOMYNBOCTM U CHUKEHUIO 3aBUCUMOCTU OT MeXKAYHapPOLHbIX
MapLpyTOB.

CHYTHHKOBbIﬁ NWHTEPHET: IIOTEHIOHAJIbHAA aJIbTEPHATHUBA C OTrPAHUYE€HHUAMHU

CnyTHMKKW Ha HU3KOW OKoNo3emHoM opbuTe (LEO) npeacTtasnsatoT coboi nepcnekTUBHbLIN
WUHCTPYMEHT A1A NOAKNOYEHUA YAANEHHBIX U HEAOCTAaTOYHO 06CNYKMBAEMbIX PETMOHOB, @ TAKXKe
B C/ly4ae CTUXMNHbIX 6eacTBnit. OHM MOTYT YMEHbLLMUTb 3aBUCMMOCTb OT Ha3EMHOM
NMHPACTPYKTYPbI M NOBLICUTb YCTOMUYMBOCTb ceTe. O4HAKO OHM TaKKe HecyT ¢ cobon pUCKM,
cBA3aHHble ¢ 6e30MacHOCTbIO U KOHPUAEHLMANBHOCTbIO JaHHbIX 7°.

B pamKax HauMOHaNbHOro NpoekTa «ocTynHbI MHTepHeT — 2027» NpPaBUTENbCTBO
KasaxctaHa ctpemutca obecneuntb 95 % AOMOXO3AMCTB CTPAHbI BbICOKOCKOPOCTHbLIM AOCTYNOM K
WMHTEPHETY U A,0BECTM NOKPbITUE B CENbCKOM MeCTHOCTU A0 97 %. LEO-cnyTHMKKM paccmaTpuBatoTca
KaK BO3MOXHOE peLleHne, U M0 3TOMY HanpaB/eHUIO Peasin3yroTca HOBble NPOEKTbl. Hanpumep,

78 Prime Minister of the Republic of Kazakhstan. “Accessible Internet National Project: Kazakhstan residents to be
provided with high-speed Internet access of at least 100 Mbit/s”, 25.04.2023,
https://primeminister.kz/en/news/accessible-Internet-national-project-kazakhstan-residents-to-be-provided-with-
high-speed-Internet-access-of-at-least-100-mbits-23858 [lata obpauieHusa 21 Hoabpn 2024 .

79 “Perspectives on LEO Satellites — Using Low Earth Orbit Satellites for Internet Access.” Internet Society, Nov. 2022,
https://www.internetsociety.org/wp-content/uploads/2022/11/Perspectives-on-LEO-Satellites.pdf [lata o6pauieHua
14 mapTa 2025..
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3anyLLeHo COTPYAHMYECTBO ¢ KomnaHuei Starlink gnsa nogkntoueHuns cenbckux wrkon &, a Takxe ¢
Eutelsat-OneWeb — ana noaxntoueHus cenbckmx aynos 8. HepasHo B KasaxctaHe 6bina
3apernctpupoBaHa komnaHusa Spacesail Kazakhstan Limited — govepHAsa cTpyKTypa KUTAMCKOro
CNyTHMKOBOrO onepartopa Spacesail International Limited 2.

OpHaKOo 3TN NPOEKTbl HOCAT SKCMEePUMEHTaNbHbIM XapaKTep, U BAAaCTU NOAYEPKMUBAIOT, YTO
MCNoNb30BaHME TaKUX YCNYT YAaCTHbIMM TNLAMKN ABNAETCA HE3aKOHHbIM. Nonb3osaTtenu Starlink ¢
HesleraibHbIM 060pyAoBaHMeM MoryT 6bITb owTpadosaHbl 83, HecmoTpa Ha 3T0, YEPHbIN PbIHOK
TepMMHanos 1 obopyaosaHma pacTér 4,

B HoAb6pe 2023 roga AMPEKTOP TENEKOMMYHUKALUNMOHHOIro Komuteta MMHUCTEPCTBA
umdposoro pa3sutmna uac TonereHoB 3aaBUA, YTO «TeKyLw,an Bepcus [Starlink] HapywaeT
[eiCTBYIOLLEE 3aKOHOAATENbCTBO, TaK KaK He COOTBETCTBYeT TpeboBaHUAM 6e3onacHocTu» &,
Mopa, 3TMM NOHUMAIOTCA 3aKOHbI «O cBA3M» 1 «O HaumoHanbHOM 6e3onacHocTn» &, KoTopble
3anpeLatoT pacnpocTpaHeHNe NHTEPHETa, eCAKn yNpaBaeHWe CeTbo OCYLLECTBAAETCA 32
npegenamum KasaxcraHa.

KasaxcTaHcKkue Tenekom-onepaTopbl, Kak NpaBuiIo, TECHO COTPYAHMYAIOT C
rocyZ,apCTBEHHbIMW OpraHamMm B BONPOCAxX KOHTPOAA MHTEpHET-TpadmKa U BNOKMPOBKU KOHTEHTA.
Focy[apcTBO MHBECTMPOBANO 3HAYUTE/IbHBIE PECYPChI B CO3A4aHME TaKUX MEXAHU3MOB — BK/tOYasA
BHeApeHMe KOPHEBbIX CEPTUPUKATOB A/15 aTaK «MaLUMHA nocepeauHe» (cm. pasgen o
wnppoBaHumM Beb-Tpadumka). MoHOMNONbHAA UK AYONONbHAA CTPYKTYPa PbiHKa BO r/1aBe ¢
«Kazaxtenekomom» ynpoctuna peannsaunio punbtpaumm KoHTeHTa. OgHaKO NoABAEHME HOBbIX
YCAYT OT MHOCTPaAHHbIX KOMNAHWUI 6e3 pKUaMUYECKOro NPUCYTCTBMA B CTPAHE MOXET 0c1abutb
KOHTPO/b rocyaapcTea. B cnyyae obuweHaumMoHanbHoM 610KMPOBKM, NOA0OHOM OTKAOYEHUSAM
WHTepHeTa B AHBape 2022 roaa, rpaxkaaHe NoTeHLNanbHO CMOTYT NOMYYUTb AOCTYN K CeTn Yepes
CMYTHUKOBbIE COEANHEHUA — AAXKe eC/IM OCHOBHbIE y3/1bl 6yayT oTKAOuYeHbl &7,

MN3-3a OTCYTCTBMA Ha3eMHbIX CTaHUMI Ha TeppuTopun KasaxctaHa Starlink n gpyrue
MeXAYHapOAHbIe YACTHble NOCTaBLLMKN CNYTHUKOBOrO MHTEPHETA HA HU3KOW OKOJ103EMHOM

80 Fatima Kemelova. “Starlink Expands Internet Coverage to 1,731 Schools in Kazakhstan.” The Astana Times,
08.08.2024, https://astanatimes.com/2024/08/starlink-expands-Internet-coverage-to-1731-schools-in-kazakhstan/
[ata obpauieHua 14 mapta 2025 .

81 Fatima Kemelova. “Kazakhstan Tests Eutelsat-OneWeb to Expand Internet Coverage to Remote Areas.” The Astana
Times, 23.10.2024, https://astanatimes.com/2024/10/kazakhstan-tests-eutelsat-oneweb-to-expand-internet-
coverage-to-remote-areas/ [lata obpalueHns 14 mapta 2025 .

82 Zhanel Zhazetova. “Chinese Rival of Starlink Enters Kazakhstan’s Market.” Kursiv Media, 22.01.2025,
https://kz.kursiv.media/en/2025-01-22/engk-tank-chinese-rival-of-starlink-enters-kazakhstans-market/ [lata
obpaleHuns 14 mapta 2025 .

83 Bruce Pannier. “Central Asia in Focus: Kazakh Authorities Send Mixed Signals on Using Spacex’s Starlink.” Radio Free
Europe/Radio Liberty, 26.06.2024, https://about.rferl.org/article/central-asia-in-focus-kazakh-authorities-send-
mixed-signals-on-using-spacexs-starlink/ lata obpaweHusa 14 mapta 2025 .

84 Bruce Einhorn et al. “Elon Musk’s Starlink Terminals Are Falling into the Wrong Hands.” The Japan Times,
27.03.2024, https://www.japantimes.co.jp/news/2024/03/26/world/politics/elon-musk-starlink-terminals/ Jata
obpauweHuns 14 mapta 2025 .

85 TengriNews. «KasaxcTaHuam 3anpeTuam MCNoib30BaTb MHTEpPHeT MnoHa Macka», 17.11.2023,
https://tengrinews.kz/kazakhstan news/kazahstantsam-zapretili-ispolzovat-internet-ilona-maska-517231/ flata
obpauweHuns 14 mapta 2025 .

86 protenge.kz. www.instagram.com/p/DCOqgkféuj_9/?igsh=MXNvZ3ZtdWJmN3R3bg%3D%3D&img_index=10 [aTa
obpaueHuns 31 aHBapa 2025 .

8 NpuHa Pedarn. «B KasaxcTaHe OTKAOUYMAN MHTEPHET: MOXKET I NoA06HOE CAYYMTbCA B YKpanHe», « DoKyC»,
06.01.2022, https://focus.ua/digital/502522-v-kazahstane-otkluchili-Internet-mozhet-li-podobnoe-sluchitsya-v-
ukraine [lata obpaueHus 21 HoAbpa 2024 .
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opbuTe HaxoAATCA BHE CUCTEMbI OOHAPYKEHUA U MOAEPALLIMN KOHTEHTA, pa3paboTaHHOM
npaBuTeNbcTBOM KasaxcTaHa M peannsyemon oTe4ecTBEHHbIMU TENEKOMMYHUKALLMOHHBIMM
onepaTtopamu. B gononHeHue K obecneyeHmto NCNoNHEHUA 06A3aTeNbCTB N0 MOHUTOPUHTY U
610KMPOBKE KOHTEHTA NPaBUTENbCTBO KasaxcTaHa 3a nocneaHue roabl HEOAHOKPATHO OTKAOYANOo
OO0CTYN K MHTEPHETY noa nNpeasiorom obecneyeHnsa HaumMoHanbHon 6e3onacHocTu. Y
npaBuTenbcTBa KasaxcTtaHa, BEPOATHO, He ByaeT HEOBXOAMMbIX pbl4aroB BO3AENCTBUA, YTODbI
3aCTaBUTb MEXAYHAPOAHbIX MOCTABLLMKOB, TaKMX KakK Starlink, nogumMHATbCA KaKMM-1nM60
6yAYLLMM OTKIOYEHUAM.

B nekabpe 2024 roga opuLManbHbIM NOCTaHOBAEHMEM NpaBuTenbcTBa KasaxcraHa &8 6bin
BBeZEH NOJ/HbIM 3anpeT Ha BBO3 Ha TeppuToputo Pecnybamnkm KasaxctaH onpesenéHHbix BUAOB
TeNEeKOMMYHUKaALMOHHOIro 06opyA0BaHUA ceTel CBA3W, KOHTPOIbHbIN LEHTP KOTOPbIX HAXOAUTCA
3a npegenamu Pecnyb6aunkum KasaxctaH (4To Hanpamyt oTHOCUTCA K yenyram Starlink,
npeAoCcTaBAAEMbIM B CTPAHE).

MpaBuTenbcTBo KasaxcTtaHa KPMMMHANAN3NMPOBANO AOCTYN K CMYTHUKOBOMY MHTEPHETY ANA
YaCTHbIX 1L, HA OCHOBAHMW HECOOTBETCTBMA TaKMUX NOCTaBLUMKOB AENCTBYOLLEMY
3aKOHOZaTeNbCTBY. MOCKOMbKY 3TU NMOCTABLUMKM ABAAIOTCA MeXAYHAaPOAHbIMK, Y NPAaBUTENbCTBA
OTCYTCTBYIOT pblYarv BO3AENUCTBMA ANA NPUHYKAEHMA K cobatogeHnto Hopm. CmaryeHne
cylecTsyoLWmnx TpeboBaHMM KaK K 0TeYECTBEHHbIM TEIEKOMMYHUKALMOHHbBIM onepaTopam, Tak U
K MeXAYHapOAHbIM NOCTaBLMKaM CNYTHUKOBbIX YCAYr N03B0AMNO Bbl NpaBuTenbcTBy KasaxcTaHa
cnocobcTBoBaTh popmuposBaHmto 6onee 6€30MacHOro U HAZEKHOIO MHTEPHETA, YTO, B CBOKO
ouepeap, byaet cnocobcTBOBaTb IKOHOMUYECKOMY POCTY CTPaHbl M 61aroCOCTOAHMIO €€ rparkKaaH.

B 10 ke Bpemsa Internet Society otmeTuna, 4To LOMUHUPOBAHME PbIHKA CYTHUKOBOIO
WMHTEPHETA Ha HM3KOM OKoN03eMHOM opbuTe (LEO) HebonbLIOW rpynnoi NOCTaBLLMKOB Bbi3blBaeT
06€ecrnoKoeHHOCTb. NpeaocTaBasa AMLEH3UN HECKONIbKMM CNYTHMKOBbLIM OMepaTopam Ha BCeX
opbutax (HM3KOM, cpeaHen 1 reocTalMoOHapPHOM), NPaBUTENLCTBO Ka3axcTaHa MOMKET CHU3UTb
PUCKM MOHONOAN3aLMK M gucbanaHca BAnAHUA. MocneaHne coobLeHMA YKasblBalOT HA TO, YTO
npaBuTenbCcTBO KasaxcTaHa ye npeAnpuHUMAET Takue LWaru, BblAaBasa MMLLEH3MN HECKO/IbKUM
noctaswmKam ycnyr LEO, Bkntoyas Project Kuiper ot Amazon, Eutelsat OneWeb u Kutalickyto
KomnaHwuto SpaceSail.

CnepyeTt OTMETUTb, 4TO 060pPyA0BaHME CNYTHUKOBbIX cucTem LEO He aBnsAeTcA
B3aMMO3aMeHsieMbiM: 060pyoBaHMe, NpeAHa3HaYeHHoe A1 O4HOW CUCTeMbl (Hanpumep,
Starlink), He 6yaeT paboTaTb ¢ ApPyrMm NOCTaBLWMKOM, TaKUM Kak OneWeb. Pa3sépTtbiBaHune
KaXKOoM cuctemol TpebyeT 3aTpaT, a Nepexos Mexay HUMM TpebyeT NoNHOM 3aMeHbl
ob6opyaoBaHuA. 10 3TOM NPUYMHE UHTErPaALMA PAa3IMYHbIX CEPBUCOB NPOUCXOANT HE HA YPOBHE
CaMUX CEpPBMCOB, a B MPOrpaMMHOM obecneyeHnn ceTeBOro YPOBHSA, KOTOPOe 06beANHAET 3TU
cepBucbl mexay coboi.

Internet Society oTmeuaeT, YTo ONTOBO/IOKHO OCTAETCSA HAUYYLLMM pPeLleHnem s
obecneyeHMa CeTeBOro NOAKMUYEHNA, MOCKObKY OHO NpeaaaraeT HamBbICLIYIO CKOPOCTb,
MWHUMANbHYIO 3aZ1EPXKKY U, KaK NPaBU/IO, ABNAETCA CAMbIM HaAEKHbIM BapnaHTOM. Mbl
npu3bliBaem NpaBuUTeNbCTBO KasaxcTaHa paccMaTpmBaTh CMYTHUKOBbIA MHTEPHET Ha HU3KOM
OKon103eMHOM opbuTe (LEO) He Kak anbTepHATUBY CO34aHMUIO HOBbIX MApLLPYTOB, TAKMX Kak

88 Cm.: «O HEKOTOpPbIX BONPOCAX peryMpoBaHUA BBO3a Ha TeppuTopumto Pecnybamnku KasaxcTaH oTaeNbHbIX BUAOB
CpeacTB TeIEKOMMYHUKALLMI CETEeI CBA3M, LEHTP YNpaBaeHNa KOTOPbIX PAacno/IoXKeH 3a npeaenammu Pecnybamku
KasaxctaH». OTKpbITbie HMA, https://legalacts.egov.kz/npa/view?id=15333399 [laTta o6pauieHuns 31 aHBapa 2025 .
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naaHMpyemoe coeguHeHue Yyepes Kacnuinckoe mope, a Kak gonoaHeHune. 3To ocobeHHO
aKTyaNbHO B KPAaTKOCPOYHOM NepcnekTuBe, A0 3aBepLlleHMA MaclTabHbIX NPOEeKTOoB Ha H6a3se
OMNTOBOJIOKOHHbIX TEXHO/IOTUN.

Internet Society Tak)Ke pekomeHAyeT OTMEHUTb TPEOOBAHMA K TENEKOMMYHMKALLMOHHbBIM
onepaTopam, BKAKOYasA NOCTABLLMKOB CMYTHUKOBOrO MHTEpHEeTa, No 610KMPOBKe, dUnbTpaLmm 1
WCNOTHEHMIO PACNOPsXKEHUI 06 OTKAOYEHUN MHTEPHETA. TpeboBaHMA NO HAaA30pY 3a
KOHTEHTOM U ero 6110KMpPOBKe, AencTByloWMe B KazaxcTaHe, HapyLWaloT KAKYeBble NPUHLMMbI
Knbepbe3onacHOCTM, NOABEPTALOT KUTENENM CTPAHbl PUCKY U YLLEMAAIOT NPaBO HA YAaCTHYHO
KU3Hb U CBA3AHHbIE C HUM NpPaBa.

Internet Society pekomeHayet KasaxcTaHy Npoao/KaTb U3yvyeHne BO3MOXKHOCTEN
CNYTHWMKOBOrO MHTEPHETA OT PA3/INYHbIX NOCTABLLMKOB. CNYyTHUKOBAA CBA3b HA HU3KOM opbuTe
He TOJIbKO AONONHAET TPAaAULMOHHOE LWMPOKOMOAOCHOE NOKPbITUE B KazaxcTaHe, HO U MOXKeT
BbICTYNaTb B Ka4eCcTBe aNibTEPHATUBbI TaM, F4e TAKOro MOKPbITUA HeT. [ToMUMO yay4LleHumA
NoAKNIOYEHMA ANA NONb30BaTeNel UHTepHeTa B KasaxctaHe, LEO-cnyTHMKKM MoryT cTaTb
WHCTPYMEHTOM A8 AnBepPCUDUKALLMN MapPLLIPYTOB Nepesaym AaHHbIX U NOBbIWEHMWA
YCTOMUYMBOCTU U HAAEKHOCTU MHOPACTPYKTYPbl Ha GOHE pacTyLLelt reonoaUTUYECKOM
HanpPAXEHHOCTW.
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KOHTpOJIb U MOHUTOPHUHT UHTEPHETA NIPABUTEJILCTBOM

OTk/I0YeHMA UHTepHeTa B AHBape 2022 roja: JIOKaJbHbIE M10CJIeACTBHUSA

OTKNtOYEeHMEe UHTepHETa — 3TO NpeAHaMepeHHoe HapyleHne paboTbl MHTEPHET-
KOMMYHUKaUNM, genatowmx UX HegoCTyNHbIMKU UK HepaboTocnocobHbIMM AnA onpeaenéHHOM
rpynnbl HaceneHus, reorpadmMyeckoro permoHa nnm tmna goctyna. OHo 3a4acTyto npeacTaBaseT
cob0oM NONbITKY rocyAapcTBa KOHTPOAMPOBaTb 2 NOTOK MHGOPMaLMK BHYTPU permoHa nNyTém
OrpaHMYeHmnsa J0CTyna HaceneHma K rnobanbHomy nHTepHety %0,

Mocne NOAUTUUECKMX BONHEHWI B CTPAHE, BbI3BAHHbIX POCTOM LeH Ha SHEPTrOHOCUTENN,
BnacTu KasaxcrtaHa OTKAOYMAKM AOCTYN K MHTEepHeTY HaunHaA ¢ 11:00 no scemupHomy
KoopauHupoBaHHomy BpemeHu (UTC) 5 ausapsa 2022 roaa. JocTyn, NO-BUAMMOMY, YaCTUYHO
BOCCTaHAB/INBACA HAa HECKOJIbKO YacoB B CYTKK, a 3aTeM CHOBa OoTKAto4anca. CornacHo
nHctpymeHTy Netloss Calculator ot Internet Society Pulse, cboit anunca no 11 ansapsa 2022 roga u
obolwénca skoHomuke KazaxcraHa 6osee yem B 32 munnnoHa gonnapos CLUA °1, ¥usHb rpaxaaH
KasaxcTaHa 6bln1a cepb&3HO HapyLweHa, NOCKO/IbKY OTK/IlOYEHME NOBAMANO Ha paboTy Takmx
KPUTUYECKMN BaXKHbIX CUCTEM, KaK 6aHKM U MOBMbHbIE NNaTEXHbIE cepBuchl 22, Bnactu
KasaxctaHa coobwmnm o 6onee yem 220 nornbLInX B nepmom, AeNCTBUA PEXMMA YPe3Bbl4aNHOro
nonoxeHusa %3,

Bo Bpema siHBapcKoro oTkatodeHma 2022 roaa komnaHum Keell n Beeline coobwunn, yto
B/1ACTM BMeLLanuncb B paboTy Mx ceTell B Ka4ecTBe OTBETa Ha Npeanoaaraemyo
«TEPPOPUCTUYECKYIO aKTUBHOCTbY». CornacHo coobuweHmnam CMW, npaBuTtenbcTBo KasaxcraHa
M3HAYa/IbHO MbITAI0Cb UCMO/1Ib30BaTb POCCUIACKYHO TEXHOIOTUIO TNYHOOKOM MHCMEKLMM NAKETOB
(DPI) ans ToueyHOM GUNBTPALMUM MHTEPHET-PECYPCOB, HO MOMbITKA OKa3asacb Heyaa4yHoW. B utore
BAacTU Npubernun K KpanHein mepe — NOMHOMN 6J10KMPOBKeE A0CTYNa K MHTepHeTy 4.

C MmOMmeHTa BCTYNJIEHMA B CUAY NOCTAaHOBAEHUA, NpuHATOro B utone 2017 roga,
locynapcTBeHHas TexHudeckas cnyxkba (FTC) 6bina noauynHeHa KomuTeTy HauMoOHaNbHOM
6e3onacHocTu (KHB) °°. Moa koHTponem KHB, KOTopbI MoxeT aeicTBoBaTh 6e3 cyaebHoro
peweHuna, NMC nony4ymna NOSIHOMOYMA HapyLWwaTb PaboTy MHTepHeTa ANA NoALepKaHUA
06LW,ecTBEHHOIO NOPAAKA, a TaKXKe 6/10KMPOBATb KOHTEHT, NPU3HAHHbIN HE3AKOHHbIM.
FocypapcTBo MoXKeT 06A3aTb MHTEPHET-NPOBANAEPOB OrPAHNYNTD AOCTYN K KHE3AaKOHHbIM

89 “Internet Society Position on Internet Shutdowns.” Internet Society Pulse,
https://pulse.internetsociety.org/shutdown-statement [lata o6pateHus 31 aHBapa 2025 .

%0 “#KeepltOn: Fighting Internet Shutdowns around the World.” Access Now, 12.11.2024,
https://www.accessnow.org/campaign/keepiton/ [lata ob6pauieHusa 14 maprta 2025 r.

91 |Internet Shutdown in Kazakhstan, ISOC Pulse, https://pulse.internetsociety.org/shutdowns/kazakhstan-cuts-off-
internet-access [lata obpauweHus 2 ¢pespana 2025 .

92 “Internet Shutdowns — Kazakhstan.” Internet Society Pulse,
https://pulse.internetsociety.org/shutdowns/kazakhstan-cuts-off-internet-access [lata o6pauwenus 31 aHBapa 2025 .
93 Kazakh Authorities Say 225 People Killed in Violent Unrest. Al Jazeera, 15.01.2022,
https://www.aljazeera.com/news/2022/1/15/kazakh-prosecutors-say-225-people-have-died-in-unrest [lata
obpauweHus 31 aHBapna 2025 .

94 Exclusive.kz. «Bnactu nbiTanmch 3a610KMPOBaTb MHTEPHET C MOMOLLbO TexHonoruu DPI», 12.01.2022,
https://www.exclusive.kz/expertiza/daily/127157/ [aTa obpauieHunsa 21 Hoabpa 2024 r.

95 «O HEKOTOPbIX BONPOCAX rocyapCTBEHHON TeEXHMYECKOM cny»K6bi», MoctaHoBneHuMe MpaBuTenbcTBa Pecnybanku
KasaxcraH ot 27 niona 2017 ropa Ne 457, https://adilet.zan.kz/rus/docs/P1700000457 [aTta obpalieHua 21 HoAabpA
2024 .
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MaTepuanam», a ecan nposanaepbl 3Toro He AenatoT, [TC MoXKeT HanPAMYI BMELIMBATLCA B UX
CetTn ANn BBeAEHMUA orpaHMYeHnn (No AaHHbIM MuHKUCTepCTBa MHGOPMaLMK M 06LLECTBEHHOTO
pa3suTUA, Ha mai 2023 roga 6bino 3abaokmposaHo 6onee 68 000 Beb-cTpaHumL) .

Ta Ke NnonpaBKa TaK»Ke YyCTAaHOBWAA roCyAapCTBEHHYIO MOHOMOINIO Ha yNpaBieHue
TOYKamMn 06MeHa MHTepHET-TPAaPMKOM, 06pabaTbIBAOLLMMMN MEXAYHAPOAHbIN TpadUK, NoA
npeanorom «MHGopmaunmoHHoi 6esonacHocTU». B noctaHoBAEHUM roBopuUTCa: « MUHUCTEPCTBY
MHbOPMaLMM U KOMMYHUKaLMIA Pecnybinkmn KasaxctaH (...) obecneyntb NpuUHATUE Mep Mo
nepegaye B KomuteT HaumoHanbHoM 6e3onacHocTn Pecnybankun KasaxctaH o6opyaoBaHma ana
peannsaumm LEHTPANM30BAHHOIO YNPaBAEHNA TENEKOMMYHUKALUNOHHbIMU CETAMM, €4UHOT0
LUK03a JOCTYNA K UHTEPHETYY.

B nekabpe 2017 roga HauUMOHa/bHbIM 3aKOH 06 MHGOPMALIMM U KOMMYHUKALMAX Obin
[OMNONHEH CTaTbéN 9-2 0 «rocyAapCTBEHHOM MOHOMO/IMK B chepe MHPOPMaLMOHHOM
6e30nacHOCTU», B KOTOPOWM, B YaCTHOCTM, YKa3blBaeTCA:

locydapcmeeHHas mexHu4Yeckas cayxba ocywecmanaem caedyoujue sudbl
desmenbHOCMU, C8A3AHHbIE C 20CydapcmaeHHOU MoHomnonuel 8 chepe UHGOPMAYUOHHOU
b6e3zonacHocmu:

° mexHu4ecKoe conposoxcdeHue cucmemsl UeHMPanUu308aHHO20 yrpasneHus
meneKoMMYHUKAUUOHHbIMU cemamu Pecnybauku KazaxcmaH, a makice Mex0yHapOoOHbIX moYeK
COMPAYEHUA;

° 0pP2aHU3AUUA U MexHUYecKoe cornposoxoeHue moyek obmeHa uHmepHem-
mpaguKom ornepamopos Mmexoy20po0HOU U MexOyHapoOHoU c8a3uU HaO meppumopuu
Pecnybnuku KazaxcmaH, a makxe nookaoyeHue cemeti Mexoy20p00HUX U MeXOYHAPOOHbIX
onepamopos K moYykam obmMeHa uHmepHemM-mpaguKom.

LleHbl Ha mosapebl (pabomel, ycayau), npoussodumsie U (Unu) peanusyemsie cybbeKmMom
2ocyoapcmeeHHOU MOHOMOoAUU, yCMAHAB8/UBAOMCA OP2AHAMU HAYUOHAAbHOU be3onacHocmu rno
€02/10C08AHUIK C AHMUMOHOMOIbHBIM OP2AHOM.

B mapte 2018 roga npuka3om npegcepatens Komurteta HauMoHanbHoM 6e3onacHoCTH
6111 BBEAEHDbI «[1paBmia NOAKAOYEHUA ceTell onepaTopoB CBA3U K TOYKaM 0OMeHa MHTEPHET-
TpadMKOM U Nepenayun MHTepHeT-TpadUKa», KOTOPbIMU yNpaBAeHNEe TOYKaMU 0OMeHa MHTEpPHET-
TpaduKkom 6bino NnepeaaHo FocyaapcTBeHHOM TexHuueckon cnyxbe (ITC) °7. Moboi onepaTop,
Kenawmn NoAKNUYMTLEA K Ny6andHoM IXP, gonkeH 3aknountb cornawenme ¢ N'MC. B ctatbe 11
rnasbl 2 («MopagoK») ykasaHo: «lMNepenaya MHTEPHET-TpadMKa onepaTopoB CBA3N Ha TEPPUTOPUU
Pecnybankum KasaxcTaH ocyLecTBAAeTCA Yepes3 TOYKM 0OMeHa MHTepHEeT-TpadnKoM».

CornacHo odpuumanbHomy cainTy I'C %8, rocyaapcrBeHHbIe opraHbl, @ TakKe «BaafeNblibl
NN aepKaTenm KpUTUYeCcKn BaxkHon nHpopmauymmny» ob6s3aHbl HaNPaBaATb CBOM TpadUK yepes

% Freedom House. “Freedom of the Net 2023 — Kazakhstan”, 2024,
https://freedomhouse.org/country/kazakhstan/freedom-

net/2023#footnotel XecbtGDYJFOVQWRFfmwTXZn9arqgS/DgGu6D4k2IAVVc potDGO3u9cgV [aTa obpaueHus 21
HoAbpA 2024 .

97 «O BHECEHUWN U3MEHEHMUIA U AOMOAHEHNIT B HEKOTOPbIE 3aKOHOAATebHbIe aKTbl Pecnybanku KasaxctaH no
BOMpPOCam MHPOPMaLMU U KOMMYHUKALLMI». 3aKOH Pecnyb6inKku KasaxctaH oT 28 gekabpa 2017 roga Ne 128-VI 3PK.
https://adilet.zan.kz/rus/docs/Z21700000128. [ata o6paweHua 31 aHBapa 2025 r.

98 06 yTBEPKAEHMM [PpaBUA NPUCOEAUHEHNA CETEN ONEPaTOPOB CBA3M K TOUKaM 0BMeHA MHTEPHET-TPadUKOM 1
nponycka uHTepHeTt-TpaduKa. Npukas MNpeacesatens Komuteta HaLMoHanbHOM 6e3onacHocTU Pecny6amnKu
KasaxcTaH ot 27 mapta 2018 roga Ne 24/Hc. 3apeructpuposaH B MuHUCTepcTBE toCTULMK Pecnybanku KasaxcTtaH
19 anpena 2018 roga, Ne 16781. 27.03.2018, https://adilet.zan.kz/rus/docs/V1800016781 [lata obpatieHns 31
AHBapA 2025 .
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EavHbin wnto3s gocrtyna B uHTepHet (ELLIAN), yto TpebyeT oT onepaTopoB BbINOJIHEHMA
onpeaenéHHbix TpeboBaHWUM, BKAOYAA YCTaHOBKY cepTUPULMPOBAHHOro 060pya0BaHUA K
nporpammHoro obecneyenusn. ELLAN npeactaBnseT coboi cneunanbHblii KaHan CBA3N,
npeAHasHa4YeHHbIM oA rocy4apCcTBEHHbIX KOMMYHMKAUWIA, M NPeaoCcTaBAAETCA UCKNOYUTENBHO
no 3ape3epBUPOBAHHbIM Ha3eMHbIM KaHaslamM OnepaTopoB — 6e3 y4acTua CNyTHUKOBOM U
paamocBaA3n. 3aABaEHHan LEeib TAaKOro PeXMMa A0CTyNa — «obecnevyeHne HagEXHOMN U
cTabuNbHOM CBA3M, @ TaKXKe YCUNEHME 3aLMTbI M0/Ib30BaTENbCKUX AaHHbIX» °°. 10 yMONYaHMIO OH
6n0KknpyeT VPN-NpUNoKeHUs, MHCTPYMEHTbI YA3NEHHOro A0CTyna, U3BecTHoe BpegoHocHoe MO un
Hen3BeCTHble NPOrpammol.

TonbKo cneunanbHble rocyAapCTBEHHbIE U NPABOOXPAHUTEIbHbIE OPraHbl, @ TaKKe
HaumoHanbHbIM 6aHK KasaxcTaHa MMetoT NpaBo OpraHM30BbIBATb MHTEPHET-coeanHeHne be3
MCNoNb30BaHUA EAMHOrO WAK03a A0CTyNa B UHTEPHET A/1A «onepaTuBHbIX Lenei» 100,

C MmomeHTa BCTyNAeHuA B My nocTtaHoBneHuna B 2018 roay KomuteT HauMoHanbHOM
6e3onacHoctn (KHB), MuHucTepctso 060poHbl, MUHUCTEPCTBO BHYTPEHHUX Aen n FeHepanbHas
NPOKypaTypa NoAy4Ynan NpaBo AOCTYNa K CETAM MHTEPHET-NPOBANAEPOB U MOTYT UHULMNPOBATL
OTK/IIOYEHME CETEN B C/ly4ae YpesBblyaliHOM cuTyaumn. B oktabpe 2020 ropa I'MC 6bina
npeobpas3oBaHa B rocyAapCTBEHHOE aKLMOHEPHOE 06LWECTBO, NPU 3TOM OHa NO-MPEXKHEMY
HaxoamTca nog KoHTponem KHbB.

[locnencTBUA OTKAOYEHUN UHTEpPHeTa AJd KasaxcTaHa U pernoHa

CornacHo nsgaHuto The Diplomat, HegenbHOe OTKAIOYEHNE NHTEPHETA B AHBape 2022
roga Morno NpmMBecTU K NOTepAM 3IKOHOMMKKU KasaxcTaHa Ha cymmy 40 410 MMNAINMOHOB 40N1APOB
CLWUA. Kpome Toro, nonpaBKK K 3akoHam o cBsizn 2014 n 2016 rogos no3BoaatoT FeHepanbHoOM
NPOKypaType OTKAKYATb UHTEPHET 6e3 cyaebHoro peweHus, a KHb onpegenseT, kakue
rocyapcTBeHHble opraHbl MOryT OrPaHUYNBaTbL A0CTYN K UHTEPHETY U APYTUM CpeacTBam CBA3U
101 Kak coobuiaet Cloudflare, okono 75 % obuiero nHtepHeT-TpaduKa B KaszaxcraHe npuxoaurcs
Ha MOBWUIbHbIE YCTPOMCTBA, YTO NPUBENO K MacWTabHbIM c6OAM Npu OCTaHOBKE MOBUABHOIO
WHTEpHeTa B aHBape 102,

MOHO paccMOTpPETb pasHble rMnoTesbl, YTOObI Ny4ylle NOHATb, KaK 6bl10 OPraHNM30BaHO
OTK/IIOYEHWNE MHTEPHETA M YTO 3TO 3HAYMUT Ana byaywero pa3sutma ceasm B KaszaxctaHe. dkcnepT
no knbepbesonacHocT KOHCTaHTUH KOpCyH OTMeYaeT, YTO OTKAOUUTb MHTEPHET fierye, ecnm
obMeH MexayHapoaHbIM TPAaPUKOM COCPeOTOYEH Y OAHOrO OnepaTopa (MOHONOAUSA), UK ecnun
rocy,apcTBO KOHTPOAMPYET cekTop cBasn %3, KopcyH ykasbiBaeT Ha «KasaxTenekom» u
«TpaHCTEeNEKOM» KaK Ha TakKMe MOHOMOINK, NPEeAOCTaBAAOLWME WMPOKONOOCHDbIN 40CTYN K
WHTEPHETY, HTEPAKTUBHOE TeNEeBUAEHME, COTOBYIO CBA3b, A TAKXKe YCAyrM MeCTHOM U

9 TeleAlpha. “Unified Gateway to Internet Access (UGIA)”, https://telealpha.kz/en/service/Internet-po-eshdi.S data
obpauweHuns 21 Hoabpna 2024 .

100 JSC State Technical Service. “Unified Gateway to Internet Access and Unified Gateway of Email of ‘electronic
government’”, https://sts.kz/en/activity/eshdi/ AaTa obpalueHus 21 HoAabpa 2024 r.

101 Catherine Putz. “Internet Shutdown Pushback in Kazakhstan”, The Diplomat, 30.08.2023,
https://thediplomat.com/2023/08/Internet-shutdown-pushback-in-kazakhstan/ flata o6pauweHua 21 Hoabps 2024 r.
102 Jogd0 Tomé. “Internet shut down in Kazakhstan amid unrest”, Cloudflare, 07.01.2022,
https://blog.cloudflare.com/Internet-shut-down-in-kazakhstan-amid-unrest/ [lata o6palueHusa 21 Hoabpa 2024 r.
103 puHa Pedarn. «B KasaxcTaHe oTKAOUNAM VIHTEPHET: MOXKET I NOLOBHOE CYyUnTLCA B YKpanHe». « PoKyc»,
06.01.2022, https://focus.ua/digital/502522-v-kazahstane-otkluchili-internet-mozhet-li-podobnoe-sluchitsya-v-
ukraine [lata obpauieHuns 21 HoAbpa 2024 .
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MeXXayropoaHon TenedpoHHoM cBa3n. OH f,06aBAAET, YTO OHWM MOT/IM OTPAHMYUTL AOCTYN K
WMHTEPHETY C UCMO/Ib30BAaHMEM TEXHONOTNM rNyboKoM nHcnekuum naketos (DPI). OgHako apyroi
aKcnepT no KnbepbesonacHocTu, AHgpeit BapaHoBuuy, npuaepknBaeTca 60s1ee }KECTKON OLEHKU
npousoLeaLero:

«baHKoscKkasa cucmema cmpaHsl 6bi10 OMKAKYEHA, KACCOBbIE ANNAPAMbI 8 MA2A3UHAX HE
pabomanu (...). A dymaro, Ymo pe4b UOEM He O puabMpPaAyUU MpPapuKa, a, B03MOXHO, 06
OMK/roYeHUU 060py00B8aHUA 8 MECMAX fepeKtoYeHUss MexOyHAPOOHbIX UHMepHem-cucmem»
104'

bapaHoBuy pobaBnaeT, YTO rMNepLEHTPANIM30BAHHAA CTPYKTYPA Ka3axCTaHCKOM ceTu m
OrpaHUYeHHOe KOIMYEeCTBO CeTeBbIX ONEepPaTopPOB YNPOLLAOT 33434y OTK/IOYEHMA UHTEPHETA B
CTPaHe. 9TO MOXKHO NPOBEPUTb, NOCTPOMB rpadmkm BGP 1 paHKnpys ceT No nx 3Ha4yeHuto
ueHTpanbHocTU. [laHHble, NnpegocTtaBneHHble Cloudflare u Google, noaTeepxkaatoT 3Ty runoTesy,
noKasbiBasA 3ameasieHune Tpaduka 4 aHBapa 2022 roaa, 3a KOTOPbIM NOC/eA0BaNa NOAHAA
OCTAHOBKA B nocneAyoLime AHN U BOCCTAaHOBEHME TpadMKa TO/IbKO BO BPEMA TENEBU3NOHHbIX
obpaleHnin npesngeHTa. HecmoTpa Ha HECNOCOBHOCTb OTNPABAATL M NOJIy4aTb NAKETbI AAHHbIX,
Ka3axCTaHCKMe ceTu BCE ewé bbinm BUAMMbIMK B rnobanbHOM cucteme mapupytmsaumm (BGP),
YTO YKa3blBaeT Ha TO, YTO OHM OCTaBA/IUCh K NOAKMOYEHHBIMUY K UHTEpHeTy 19°,

Bo Bpema 06ueHaLMOHaNbHOTO OTK/OYEHMA MHTEPHETA B siHBape 2022 roaa TorgalluHuii
MWHUCTP bargat MycuH BBEN NepeyeHb CaliToB, K KOTOPbIM He A0/IKHO HblN0 OrpaHMYNBATLCA
nogkntoveHme. Y1obbl NONACTb B 3TOT CMUCOK, KOMMNAHUKN A0NKHbI OblIN 3aperncTprUpoBaTbhCaA U
npegocTasutb MHGopMaumio rocyaapctsy 1%, HepasHo, nocne sctpeun ¢ NMasaom [ypoBbim
(reHepanbHbIM gupekTopom Telegram), Bargat MycuH 06bsBun, uto «Kasaxtenekom» n Telegram
aorosopuaunct o6 obmeHe gaHHbIMKU Hanpamyto 6e3 NCNoNb30BaHUA TPAH3UTHOIO NpoBalaepa.
3Ta HOBOCTb NOABM/IACL Yepe3 HECKO/IbKO MecALEeB nocse Bu3nTa Masna yposa B LleHTpanbHyto
A3unto, B Xx04,e KOTOPOro OH 3aABuA, YTo Telegram AsnaeTcAa ocHoBHOM NiaTGoOpPMOi
KOMMYHMKaLMM Ana Ka3axcTaHues ¢ 6a3oi nonb3osatenei 8 12,5 munnmora venosek 197,

Puc. 19. Tpaduk Cloudflare B KasaxctaHe 2—12 sHBapa 2022 roga (uctouHumk: Cloudflare
Radar)

104 Tam xe.

105 Emile Aben. “The Kazakhstan Outage—As Seen from RIPE Atlas”, RIPE Labs, 07.01.2022,
https://labs.ripe.net/author/emileaben/the-kazakhstan-outage-as-seen-from-ripe-atlas/ lata obpatieHus 25 HoabpA
2024 .

106 Catherine Putz. “Internet Shutdown Pushback in Kazakhstan.” The Diplomat, 31.08.2023,
https://thediplomat.com/2023/08/internet-shutdown-pushback-in-kazakhstan/ lata o6patueHus 25 Hoabpa 2024 r.
107 Ayturgan Azimzhanova. “Kazakhtelecom Intensifies Collaboration with Telegram.” Kursiv Media, 07.08.2024,
https://kz.kursiv.media/en/2024-08-07/kazakhtelecom-intensifies-collaboration-with-telegram/#:~:text=According
[ata obpauieHuna 25 Hoabps 2024 r.
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Puc. 20. Tpaduk B KasaxctaHe 2—12 aHBapa 2022 roga (McTouHUK: Google transparency
report)

Internet Society pekomeHayeT npaBuTenbCTBY KasaxcTtaHa NoAAEPKMUBATb NOJIUTUKY,
HanpaB/IeHHYI0 Ha obecneyeHne NOCTOAHHOM U YCTOMYNBOM PabOoTbl MHTEPHETA, YTOObI
CNocobCcTBOBATL PA3BUTUIO CU/IbHOM SKOHOMMKMN U AaTb NHOAAM BO3MOMXKHOCTb 61aronoly4Horo
6yayuiero. OTKAIOYEHMA UHTEPHETa HaHOCAT ylepb obLiecTBy, 3KOHOMUKE U robaibHoM
NHTEPHET-UHPPACTPYKType. OHU TaKKe NPeacTaBAsOT PUCK AN MHOTUX KOMMNAHUIA 1
WMHBECTOPOB, BKAKOUYAA TEX, KTO CTPOUT MHOPACTPYKTYpY M/nnm paspabaTtbiBaeT undposblie
cepBucbl. Takne OTKNOUYEHUA CBUAETENbCTBYIOT O TOM, YTO MHTEPHET-MHOPACTPYKTYpa B CTpaHe
He SIBNSETCA YCTOMUYMBOM U HAZEKHOM, a TAKKE O TOM, YTO NPABUTE/NIbCTBO CTPaHbl UMEET
BO3MOHOCTb Y TOTOBHOCTb NMOJIHOCTbIO €€ OTKAHOYUTD.

NccnepoBaHuMa nokasanun: tHGopmaLuMoHHble 610KMPOBKM, BbI3BAHHbIE OTKNOYEHUAMU
WHTEpPHETa B OTBET Ha rPa*kAaHCKMe BOJIHEHWNSA, MOTYT MPUBECTU K POCTY Hacuaua. Bmecto
HEeHACUNbCTBEHHbIX GOPM NPOTECTa, KOTOPbIE 3aBUCAT OT MHTEPHETA A/1A UX OpraHM3auuuy,
HAYMHAOT NPUMEHATLCS 60Jiee arpeccMBHbIE TaKTUKK, He Tpebyrowme adPeKTUBHOM
KOMMYHMKaLMM 1 KoopauHaLumm 108,

Mbl pekoMmeHAyeM NpaBUTeNbCTBY KasaxcTaHa oTMEHUTb 06a3aTeNbCTBa NO
MapLpyTu3aummn TpadurKka Yepes EanHbIN WAO3 4OCTYNa K UHTEpHeTyY. [leueHTpannsauma
MapLpyTU3aLLMKN NOBbLICUT YCTOMYMBOCTb MHTEPHETA, YCTPAHUB eINHbIE TOYKM OTKa3a, KoTopble
MOTyT 6bITb NCNONb30BaHbI A5 OTKAOYEHUA UHTEPHETA.

[lludppoBaHue BebO-TpadUKa: aTaku «MalllrMHa nocepeguHe» (MITM)

LLndpoBaHne — aTo npouecc NnpeobpasoBaHmna UAM KOAMPOBAHMA MHOOPMALMKN TaKUM
06pa3om, 4Tobbl €€ MOT NOHATL TO/IbKO TOT, KTO 06/1a1aeT BO3MOMKHOCTbIO BEPHYTH €€ B UCXOA4HOoe
coctosHme. OHO 3almLaeT KOHPUAEHLMANBHOCTb KaK XPaHUMbIX, TaK U NnepeaaBaemMblX AaHHbIX,
AeNnasn Ux HeYnTaeMbiMU AN TPETbUX INL, AAXKE €C/IM OHM NOYYaT K HUM AOCTYn.

108 Jan Rydzak. “Of Blackouts and Bandhs: The Strategy and Structure of Disconnected Protest in India.” SSRN,
11.02.2019, papers.ssrn.com/sol3/papers.cfm?abstract_id=3330413
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Bonee 95 % munposoro Beb-TpadmKa 3aLMLLEHO C TOMOLLbIO NPOTOKONA WndposaHua TLS
(Transport Layer Security). MmeHHO 3TOT NpoToKoN obecneymnBaeT 6€30NacCHOCTb UHTEPHET-
CoeaMHEeHWN, 3aLMLLLAA AaHHble, KOTOpble NepeaalnTca Mmexay canTtom u bpaysepom
nonb3osaTens. Npu npocmoTtpe cainToB cmmeon «S» B HTTPS yKa3biBaeT N0/1b30BaTENIO HA TO, YTO
ncnonbyetca wudposaHue.

B npepgblaylime rogbl npaBuTenbcTBo KasaxctaHa npegnpuHMMAno pasinyHble NOMbITKA
0601TK 3aWmTy, NpeaocTasasemyto TLS, c noMmoLbto aTak TUNa «4enoBeK nocepeguHe» (MITM).
TaKkue aTaku paboTatoT NyTEM pasMeLLeHMA aTaKyoWero — B 4aHHOM C/y4ae rocyapCTBEHHOTO
opraHa — MeXay ABYMA TOYKaMM 3aWNPOBAHHON Nepeaaym AaHHbIX. [TPecTynHUKM UCNONb3YIOT
TaKoW NOAXOA ANA nepexBaTa LLeHHOM MHbopMmaumm — Hanpumep, KOHPUAEHUMANbHbIX
6aHKOBCKMX AaHHbIX, — UKW A5 NOAMEHbI CTOPOH B LEeNsiX MOLEHHMYECTBa U LWaHTa)a.
AHanornyHo rocygapcteeHHble MITM-aTakm MOryT MCNOb30BaTbCA A/1A NepexBaTa AaHHbIX C
LEeNbI0 CNEXKKN, MOHUTOPMHIA aKTUBHOCTM MO/Ib30BaTeNeN B UHTEPHETE UAM BIOKMPOBKM 40CTYNA
K onpeaenéHHOMY KOHTEHTY.

KopHeBow cepTudmKaT coobuiaeT bpaysepy, 4To cepTUPUKATY MOXKHO JOBEPATL B PaMKaXx
cuctembl TLS, nogTBepaasn, 4To wWndpoBaHne akTUBMPOBAHO M Nepesaya AaHHbIX 6e3onacHa.
Bpay3epbl NpoBepAOT KOPHEBbIE CEPTUPUKATBI NO PAAY CTaHAAPTOB 6€30MacHOCTU Nepes, Tem,
KaK BK/IIOYUTb UX B CBOW A0BEPEHHble XpaHMAMWwa. CepTuduKaTbl, CBA3AHHbIE C 3TUMM
KOPHEBbIMM CEPTUPUKATAMM, KaK NPABUIO, Npea3arpyKeHbl Ha YCTPOMCTBa NoNb30BaTenen Ana
YCKOpEeHUs 1 ynpolieHua Beb-cépduHra.

FocyapcTBEHHbI KOPHEBOW CepTUPUKAT, YCTAHOBNEHHDIM HA YCTPOMCTBE NO/b30BaATENA,
MOXKeT 0601MTH 3awuTy, obecneymBaemyto NpoTokonom TLS, «3acBNAETENbCTBOBABY
cepTUPUKATbI, KOTOPbIE HE COOTBETCTBYIOT CTaHAAPTaM 6€30MacHOCTU XPaHUANLLA KOPHEBbIX
cepTudUKaToB. MNocne yCTaHOBKM TaKMX cepTUPUKATOB NONb30BATE/Ib HE CMOXKET ONpPeaenTb, YTo
ero coegnHeHune 6onblue He aBnAeTcAa 6esonacHbIM. Bpay3ep BCé paBHO ByaeT NOKa3biBaTb 3aMOK
AN APYron MHAMKATOP, CBUAETENbCTBYHOWMI O AKODObI «HAAEKHOM M 3alWIMPOBAHHOM»
coeguHeHUU, B pe3yibTaTe Yero nosb3oBaTeslb MOXKET OTMNPABUTbL BaXKHble AaHHbIe, HAXOAACh B
NIOXKHOM YBEPEHHOCTU, YTO OHM 3aLLMLLEHDI.

MpasutenbcTBo KasaxcTtaHa pa3paboTano cobcTBeHHble KOpHEBbIE cepTUdUKaTbI U
NepuoANYECKN OKa3biBaeT AAB/IEHNE HA MPaXKAaH CTPaHbl, 3aCTAaBAAA UX YCTAHABAMBATb 3TH
cepTMdMKaTbl Ha CBOM YCTPOMCTBA.

MpasuTenbctBo KasaxcTaHa paspaboTtano cobcTBeHHble KOpHEBbIe cepTUdUKaTbl U
nepuoamMyeckn oKasblBaeT AaBAeHNe Ha rpaXKaaH CTPaHbl, 3aCTaBAAA UX YCTAHABINBATb 3TU
cepTUUKaATbl Ha CBOM YCTpoKcTBa. [lonpaBKK K 3akoHy Pecnyb6aunku KasaxctaH «O cBAasmn»
MO3BO/INAN CO3AaTb rOCYAapCTBEHHbIE KOpHeBble cepTuduKaTbli®®, n B KoHue 2015 roaa
NpPaBUTENbCTBO 06BABUIO, YTO BCE FPaXKAaHe AO/KHbI YCTAHOBUTb TaKOM cepTUPUKAT Ha CBOM
yctpoitctea 110, OgHaKo NpoTecTbl CO CTOPOHbI NOAb30BaTe1ei M BusHeca B KasaxcraHe
3aTOPMO3UAN BHeAPeHUe 3Toro ceptudukata 1.

99 |nternet Freedom — Kazakhstan, https://ifkz.org/ru ata o6pauiernsa 31 ausapa 2025 r.

110 “Kazakhtelecom JSC Notifies on Introduction of National Security Certificate from 1 January 2016.” Kazakhtelecom,
https://web.archive.org/web/20151202203337/telecom.kz/en/news/view/18729 [lata obpaiieHua 31 aHsaps 2025
r.
111 “Kazakhstan Government Is Now Intercepting All HTTPS Traffic.” ZDNET,
https://www.zdnet.com/article/kazakhstan-government-is-now-intercepting-all-https-traffic/ lata o6pauieHua 31
AHBapAa 2025 .
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B 2019 roay Internet Society ony6ankosana 3aasneHue 12 8 oTBeT Ha HOBOCTU O TOM, YTO

npasuTenbcTBo KasaxcTtaHa BHOBb BbIHYXKAAET N0O/b30BaTeIel Ka3axCTaHCKMX MOBUAbHbIX
onepaTopoB CKAYMBATb rOCYAAPCTBEHHbIE KOPHEBbIE CEPTUPUMKATbl HA MOBUIbHbIE M HACTO/bHbIE
yctpoitcTea 113, B 3aaBneHUMN NoguépKnBanoch, 4to TpebosaHme yCTaHOBKM cepTUdMKATOB,
npuUHagAeXawmx rocyaapcrey, 4AET BAACTAM BO3MOXKHOCTb NepexBaTbiBaTb 3alMPPOBaHHbIN
HTTPS-TpaduK, Hapylwasa 6e30nacHOCTb coegMHEHMA. ITO NO3BOANO0 Obl NPABUTENbLCTBY
NPOCMaTPMBaTb, OTCEKMNBATb, 3aMMNCLIBATb M AaxKe HAOKMPOBATb B3aMMOAENCTBUE Ka3aXxCTaHCKNX
nosib3oBaTenein c NtobbiMK caitTamu, BKAOYAA 6aHKKM, MOYTOBbIE CEPBUCHI, COLMA/IbHbIE CETU U
KPUTUYECKM BarKHbIE rOCyAapCTBEHHbIE YCYTU, TAKME KaK 3N1eKTPO3Heprusa, Bblbopsl,
3[paBoOOXpaHeHNe 1 TpaHCMopT.

B 2020 roay nonb3oBaTenun B KazaxcraHe Havanu nonyyatb SMS-coobueHus ¢
yBeAOMAEHMEM O TOM, YTO AN1A NPOAOAKEHMA AO0CTYNa K UHOCTPAHHbIM MHTEpHEeT-pecypcam
HeobXxoAMMO YCTaHOBUTbL KOPHEBOM cepTuduKaT 114, B To Bpems Kak paHee npeacTasutenu
NpaBUTENbCTBA YTBEPKAA/N, YTO YCTAHOBKA TaKoro cepTuduKaTta asnsaetca 406poBObHOM U
npeaHasHayeHa ana 60pbbbl ¢ puwmHrom 2. B 2020 rogy oduumanbHbie nLa NOATBEPANAN, UTO
TexHonorua MITM ncnonb3yeTcs B LEe0OM ANA UHCNEKUMU MHTePHET-TpaduKa 1 6N1OKNPOBKM
3anpeLgHHOoro KoHTeHTa 116,

Apple, Google, Microsoft n Mozilla oTpearnposanu Ha 3T cobbITMA, 3a610KMpPOBaAB
MCNONb30BaHMeE rocyAapCTBEHHOrO KOPHEBOTO cepTUdMKaTa B cBOMX bpaysepax. B cayyae ¢
Mozilla 3To 03HayaeT, 4TO Nonb3oBaTenun 3 KasaxcrtaHa, ycTaHOBMBLUNE CepTUPUKAT, ByayT
nosyyatb coobueHna ob owmnbKe ¢ NpeaynpexaeHMem, 4To STOMY cepTUPUKATY J0BEPATL
Henb3a 17,

NccneposaHmne OONI BbisBuAO, 4TO B nepmog ¢ 2021 no 2024 roa, 66110 pa3BEPHYTO
YyeTblpe PasHbIX FOCYAaPCTBEHHbIX KOPHEBBIX CEPTUPUKATA N CEMb NPOMENKYTOUHbIX
cepTUPUKATOB, UCNOb30BaHHbIX An1a MITM-atak. KopHeBon cepTudUMKaT NpUMEHANCA AN1A TaKUX
aTak B 19 pa3/InyHbIX CETAX U B OTHOLWEHMM 14 foMeHHbIX UMEH 18, Bosiblioe KonnyecTso ceTei
rOBOPUT O BbICOKOM CTENEHN NOAYMHEHUA MHTEPHET-NPOBaNAEepPOB rocyAapCTBEHHbIM
pacnoparKeHUam.

B ¢peBpane 2024 roga HenpaBUTENbCTBEHHAA OopraHM3auns LleHTp kmbepaTak n aHanmsa
(Cyber Attacks and Analysis Center) 3aaBuna, 4To AKODObLI KUTACKAA rocyAapCTBEHHAA CTPYKTYpa
OCYLLLECTBM/IA LUMMOHCKYO ONepauuto, B Xoae KOTOPOMN Noy4ymaa NOMHbIA AOCTYN K KPUTHUYECKON

112 “The Internet Society’s Concerns on the Recent Government Action in Kazakhstan Regarding Encrypted Internet
Traffic .” Internet Society, www.Internetsociety.org/news/statements/2019/Internet-society-concerns-kazakhstan-
encryption/ [lata obpatueHusa 26 Hosbpsa 2024 r.

113 “Kazakhstan Government Is Now Intercepting All HTTPS Traffic.” ZDNET, www.zdnet.com/article/kazakhstan-
government-is-now-intercepting-all-https-traffic lata o6paweHuna 31 aHBapa 2025 .

114 Yelzhan Kabyshev, Head of Legal Practice, Eurasian Digital Foundation. “Kazakhstan: TLS MITM Attacks and
Blocking of News Media, Human Rights, and Circumvention Tool Sites.” OONI, ooni.org/post/2024-kazakhstan-report/
[aTa obpauieHna 21 Hoabps 2024 r.

115 NUR.KZ. «06s3aHbl M Ka3axcTaHUbl YCTaHaB/AMBaTb cepTUdMKaTbl besonacHocTu, pacckasan OcnaHoBy,
https://www.nur.kz/society/1805962-obazany-li-kazahstancy-ustanavlivat-sertifikaty-bezopasnosti-rasskazal-
ospanov/ aTa obpalieHuns 29 despana 2025 .

116 « AHOHMMHOCTb NOA, YrPO30i1: aHaNM3 3aKkoHoaaTenbcTBa KasaxctaHay, flaHawadT umdpoBsbIxX Npas 1 cBoboa,
30.11.2023, https://drfl.kz/ru/anonymity-in-kazakhstan/ [lata obpatueHnsn 29 despans 2025r.

117 “Continuing to Protect Our Users in Kazakhstan.” Mozilla: Open Policy & Advocacy, 18.12.2020,
https://blog.mozilla.org/netpolicy/2020/12/18/kazakhstan-root-2020/ [lata obpalieHus 29 dpespana 2025 .

118 Yelzhan Kabyshev. “Kazakhstan: TLS MITM Attacks and Blocking of News Media, Human Rights, and Circumvention
Tool Sites.” OONI, https://ooni.org/post/2024-kazakhstan-report/ [lata obpatieHua 21 Hosbpa 2024 r.
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MHPPACTPYKTYPE Ka3axCTAHCKUX TEEKOMMYHMKALWMOHHbIX ONepaTopoB, MOCTaBLLMKOB
roCy,apCTBEHHbIX YCAYr M YaCTHbIX KomnaHui 112, OcTaétca HeACHbIM, B KaKOW cTeneHu
nepexBayeHHble AaHHble MHTepHeT-TpadmKa nonb3oBaTenen KasaxcraHa, cobpaHHble npu
NOMOLLM NPaBUTENBCTBEHHOIO KOPHEBOIO cepTudUKaTa, MOrnm BbiTb CKOMNPOMETUPOBAHDI B 3TOT
nepuoga.

Cm. MpunoxkeHne, Tabnunua 1, roe nporpamma KopHeBbix cepTudmKaTos KasaxcTaHa
NpoaHan3npoBaHa C UCNO/Ib30BaHMEM UHCTPYMeHTapua Internet Society no oueHke
BO34eicTBuA Ha MHTepHeT (Internet Impact Assessment Toolkit) 12°. CornacHo oueHke,
nporpamma OKasblBAeT HEraTUBHOE B/IMAHME Ha HECKONbKO K/1l0YEBbIX $aKTOPOB,
CNocobCTBYHOLWMX OTKPLITOMY, FN106anbHO CBA3aHHOMY, 6€30MaCHOMY U HAAEKHOMY MHTEPHETY.
MNonb3oBaTenn B KasaxcTaHe, 3aTPOHYTbIE 3TON NPOrpaMMmMoi, He NOAYYaloT BCEX NPEUMYLLECTB OT
MCMNONb30BaHMA MHTEPHETA.

Internet Society pekomeHayeT npaBuTenbCcTBY KasaxcTaHa BOCCTaHOBUTbL 06LLECTBEHHOE
[0Bepue K MHTepHeTY NyTéM odULMaNbHOIO OTKa3a OT NPOrpaMmmMbl UCMOJIb30BaHMA KOPHEBOTO
cepTuduKara. NpasutenbcTBo KasaxctaHa A0MKHO paboTaTb COBMECTHO C MHTEPHET-
nposanaepamm u rocygapcraseHHbimm CMW, utobbl NponHPOpMMUPOBaThL NOJIb30BaTENEN
nHTepHeTa B KasaxcTtaHe o HEOOXOANMMOCTU YAanUTb KOPHEBOWN CEPTUPUKAT CO CBOUX YCTPOMNCTB
N CMEHWUTb NAapPOAM OT CBOMX OHNANH-aKKayHTOB.

Mbl TaK}Ke pekomeHayem NpaBuTenbCcTBy KasaxcTaHa OTKPLITO NOAAEep KaTb WndpoBaHME Kak
K/1IOYEBOM 3/IEMEHT HALMOHA/IbHOW cTpaTerm KnbepbesonacHOCTH, NPM3HaBas BaXKHOCTb
WndpoBaHUA ANA 3aLMTbI CTPaAHbI U € rpaxaaH OT aTaK Co CTOPOHbI MHOCTPAHHbIX FOCYAapcTB
W NPECTYMHbIX FPYNMNUPOBOK.

119 «XaKepcKkas rpynnupoBKa 6osee 2 n1eT MMena No/Hbli AOCTYN K Kputuyeckoi IT nHbpacTpyKType KasaxctaHa —
LAPKA», aHanUTUYECKNI MHTepHET-XypHan «Bnactb», https://vlast.kz/novosti/59025-hakerskaa-gruppirovka-bolee-
2-let-imela-polnyj-dostup-k-kriticeskoj-it-infrastrukture-kazahstana-carka.html [lata o6pauwieHua 21 pespans 2025 .
120 “Internet Impact Assessment Toolkit.” Internet Society, https://www.internetsociety.org/resources/internet-
impact-assessment-toolkit/ [lata o6pauieHma 17 ausapa 2025 r.

internetsociety.org @

CCBY-NC-SA 4.0 @internetsociety


https://vlast.kz/novosti/59025-hakerskaa-gruppirovka-bolee-2-let-imela-polnyj-dostup-k-kriticeskoj-it-infrastrukture-kazahstana-carka.html
https://vlast.kz/novosti/59025-hakerskaa-gruppirovka-bolee-2-let-imela-polnyj-dostup-k-kriticeskoj-it-infrastrukture-kazahstana-carka.html
https://www.internetsociety.org/resources/internet-impact-assessment-toolkit/
https://www.internetsociety.org/resources/internet-impact-assessment-toolkit/

Kazakhstan Internet Landscape 54

['eonosinTHYeCcKUE BbI30BbI 1 BO3MOXXHOCTH KazaxcTaHa B
chepe UPPOBOU CBSA3U

KasaxcTaH cTankmMBaeTca ¢ NOCTOAHHbIMM re0noIMTUYECKMMU BbI3OBAMW B CBOEM
6MKaLLEeM OKPYKEHUN: HanPAXKEHHOCTb B cocegHux Poccun n Kutae BavAeT Ha cTpaTeruto
MeXAyHapoaHOM cBA3U cTpaHbl. HeonpeaenéHHOCTb B OTHOLWEHUN MHTEPHET-NOANTUKN Poccuu,
0CODOEHHO B KOHTEKCTE BO3MOXHOM U30/1ALUN POCCUINCKOTO CErMEHTa MHTEPHETA B pamMKax
MHULMATUBbI KCYBEPEHHOIO PyHETa», MOXKET HapyLNTb 3aBMCMMOCTb Ka3zaxcTaHa OT POCCUIMCKUX
TPaH3UTHbIX MapLLPYTOB. B To ke Bpemsi Knutai npeanaraet afibTePHATMBY, OAHAKO €ro }KECTKNM
KOHTPO/Ib HaZ MHTEPHETOM U MEXaHU3Mbl GUNBbTPALMKN CO34a0T TEXHUYECKME U NOAUTUYECKME
CNOXHOCTU. YUnTbIBaA BO3MOKHOCTb Aa/IbHENLLEN PErMOHANbHOM HecTabunbHocTH, KasaxcraHy
Heobxoanmo 3abnaroBpemeHHO AnsepcudnLMpPOBaTh BAPUAHTbI MOAKNOYEHUA ANA COXPaHeHMUA
HaAEXKHOro M YCTOMYMBOro A0CTYNa K MHTEPHETY.

OpHOWM 13 KNtoyeBbiXx BO3MOXKHOCTEM ana KasaxcTtaHa ABNAETCA BO3POCWNIA rNob6anbHbIM
nHTepec K LleHTpanbHoM A3nun. B ycnoBMAX reononnTUYECKUX COBUTOB M NEPECTPOMKM LLenoyekK
NOCTaBOK MeXAYyHapOoaHble MHBECTOPbI U TEXHONOIMYECKME KOMMNAHUN CTPEMATCA PacLUMpPUTD
CBOE& NPUCYTCTBME B PEFMOHE. ITO CO34aET BOSMOXKHOCTb A5 Ka3axcTaHa NpuBaeyb Npamble
MHOCTPaHHbIE MHBECTULUK B LMPPOBYIO MHDPACTPYKTYPY, YTO NO3BOJIUT YAYYLLUTb
pe3epBMpPOBaHNE CETEN M NOBbICUTb UX YCTOMYMBOCTb. MHBECTMLMM CO CTOPOHbI F106aNbHbIX
TeNeKomM-NpoBanaepos, runepckeinnepos (Takmx kak AWS, Google Cloud n Microsoft Azure) n
ToYeK obmeHa Tpadpukom (IXP) moryT nomoub KasaxctaHy yKpenuTb MarucTpanbHyt0 MHTEPHET-
MHPPACTPYKTYPY U CHU3UTb 3aBUCUMOCTb OT OFPaHUYEHHOIO YMCA TPAH3UTHbIX ONepaTopos. B 1o
e BpemMs rocyapcTBo AONXKHO CHUM3UTb Bapbepbl ANA BbIXO4A HAa PbIHOK MECTHbIX 061a4HbIX
NpPOBanaepoB U CTUMY/IMPOBATL 340POBYHO KOHKYPEHLNIO NyTEM AMBEpPCUMPUKALIMM PbIHKA.

[pyroi BaXKHOM BO3MOXKHOCTbIO ABNAETCA conmxkeHne KasaxctaHa c AsepbangaHom u
umdposbiMmu cTpaTernammn Kutan. AsepbangrkaH, HaxoAsaWMNCs Ha CTPAaTEMMYECKOM NePeKPECTKe
mexay Esponoin, KaBkaszom u LleHTpanbHOM A3nelt, akTUBHO paclUMpPAET CBOM ONTOBOJIOKOHHbIE U
TPaH3MTHbIE MOLLHOCTM B pamMKax npoeKkta CpeaHero Kopuaopa. bonee TecHoe cOTpyAHMYECTBO C
AsepbaligKaHOM MOXKeT N03BONUTb KazaxcTaHy pa3BMBaTb anbTePHATMBHbIE MapLpyTbl B EBpony
B 06xo4 Poccmn, Tem cambiM NOBbILLIAA YCTOMUYMBOCTb ceTel. AHANOMMYHO pacTyLLasa ponb Kutan
KaK LEeHTpa TpaH3uUTa AaHHbIX OTKPbIBAeT nepe KasaxctaHom noTeHLMan BOCTOYHOM
aNbTePHATUBbI, HECMOTPSA Ha 06ECNOKOEHHOCTb MHTEPHET-OUAbTPALMUEN U TEONOANTUYECKMMMU
pPUCKamM. 3aK04MB BbIroAHbIe cornalieHns o TpaHauTe ¢ Kutaem, KasaxcrtaH MoXKeT NonyyYnTb
O0CTYN K KUTANCKOMY KOHTEHTY 1 06/1a4HbIM cepBucam, ocobeHHOo Ha ¢oHe pocTa NonyIapHOCTH
nnatdopm Bpoae AliCloud, ByteDance (TikTok) n Tencent B pernone.

HakoHeu, KasaxcTtaHy cnegyeT BHeAPATb NEPefoBbIe TEXHONAOTMMN, TAKME KaK CMYTHUKOBbLIN
WMHTEPHET Ha HM3KoW opbuTe (LEO), ans ynydweHus cBasn B OTAANEHHbIX U HEAO0CTAaTOYHO
obecneyeHHbIx pernoHax. KomnaHuu Bpogae Starlink, OneWeb 1 Kutainckaa Guowang
pa3BEépTbIBAOT ceTM cnyTHMKOB LEO, obecneuynBan BbICOKOCKOPOCTHOM AOCTYN B UHTEpHET 6e3
HeobX0AMMOCTM MCNONb30BaHNA HA3EMHOIO ONTOBOIOKHA MW TPAAMULIMOHHbIX Fe0CTaLMOHaPHbIX
CNYTHUKOB. NyTéM coTpyaHNYECTBA C NOCTABLMKAMM CYTHUKOBBIX YCYT U COAENCTBUA B
nosy4YeHnn paspeLleHunii Ha paboty LEO KasaxcTaH cmoXKeT onepaTUBHO PacLLMpUTb
LWMPOKOMNOOCHOE NOKPbITUE B CEIbCKMX PaOHaX, COKPATUTb LMPPOBOE HEPABEHCTBO M YAY4LWUTD
[OCTYN K OHJIaiH-CEpPBMCaM.
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PekoMeHal MM MO yAy4YIIEHUIO JOCTYIA K UHTEPHETY, €ro

0e30MacHOCTHU U CBO60,Z[€ B Ka3axcTaHe

Ha ocHoBe gaHHOro nccnegoBaHua Internet Society npeanaraet chegytowme
peKomeHaaumMmn, Kotopble NOMoryT KasaxcTaHy NOBbICUTb YCTOMUYMBOCTb MHTEPHETA,
PacWMpPUTb AOCTYN B OTAANEHHDbIX PErMOHAX U co34aTb 6onee OTKPbITYO U He3onacHyto
umdposyio cpeay:

1. YkpenneHue permoHasibHOro COTpyAHUYECTBa.

KasaxcTaHy cneayet pa3BmMBaTb COTPYAHMYECTBO C COCEAHUMM CTPAHAMM A MOBbIWEHUA
YCTOMYMBOCTM MHTEPHETA M AMBEpPCUMPMKALNM KaHanoB cBaA3n. OanH ns cnocobos — ydyactue
Ka3axCTaHCKUX ONepaToOpoOB U APYTrMX 3aUHTEPECOBAHHbIX CTOPOH B TaKMX Gopymax, Kak
LleHTpanbHOa3naTckuit dopym nupuHra n nHtepkoHHekTa (CAPIF). MoBblwaa KoopanHaLMIO B
MEXAYHAPOAHbIX MHPPACTPYKTYPHbIX NpoeKTax, KazaxcTaH v ero cocegm cMoryT co3gatb
anbTepHaTMBHbIe MapwpyTbl B EBpony 1 A3uto, yMmeHbLLaa 3aBUCUMOCTb OT O4HOro
TPaH3UTHOro oneparopa.

2. CTumynmMpoBaHUe afibTePHATUBHbIX PELIEHUU NO NOAKNIOUYEHUIO.

YUnTbiBana reononmMTUHECKNE PUCKU, CBA3AHHbIE C BbICOKOM 3aBUCUMOCTbIO OT POCCUMCKUX
ceTtel, KazaxcTaH gomkeH guBepcmdmumpoBaTb CBOU MHTEPHET-MapLpyTol. [puopmteTom
AO0NXHbI CTaTb MHBECTULUM B ONTOBO/IOKOHHbIE NTMHUK Yepe3 A3epbangrkaH n Kacnuinckoe
mope. MNonb3oBaTenam MHTepHeTa B Ka3zaxcTaHe TaKKe cneayeT paccMaTpuBaTb CNYTHUKOBbBIX
NnpoBanaepoB KaK MCTOYHUK AOMNOIHUTE/IbHOTO Pa3HO0bpa3ma NOAKAOYEHUM, OAHAKO
ypesmepHaa 3aBUCMMOCTb OT KaKoro-11Mbo o4HOro TMna coeguHEeHMn CO34aET PUCK eAUHbIX
TOYEK 0TKa3a, CEXKM U KOHTPONA.

3. MoakntouyeHne oTAaNEHHDbIX PaUOHOB.

KasaxcTaH 4oaKeH NpPoAoaKUTb U3YYeHME NOTEHLMANA CYTHUKOBOrO MHTEPHETA Ha HU3KOM
opbute (LEO) Kak pe3epBHOro BapnaHTa NoAKNOYEHUA, OCOBEHHO ANA OTAANEHHbIX PAliOHOB.
XOTA ONTOBOJIOKHO OCTAETCA HAUNYYLWMM peLleHNEM B A0/rOCPOYHONM NepcnekTMBe 6aarogapa
CBOEM CKOPOCTU M HaZEKHOCTU, LEO moKeT npesocTaBUTb BpeMEHHbIe pelleHuns ans
HeAO0CTaTOYHO obecneyeHHbIX COOOLLECTB U B YC/IOBUAX YPe3BblYaMHbIX CUTYaLUIA.

4. NosblweHne 6e30NacHOCTU U KOHPUAECHLMANBHOCTU.

KasaxcTtaHy HeobxoAMMO npeanpuHATL Warn Ana 3aWwmTbl MHTEPHET-NoNb30BaTeNen oT
CNeXXKn n Knbepyrpos. NrocygapcTeo A0/1KHO 0PULMANBHO OTKA3aTbCA OT MPOrpaMmmbl
KOPHEBbLIX CEPTUPUKATOB, MCMNOb30BABLLUNXCA AN NepexBaTa 3aWMPPOBAHHOIO UHTEPHET-
TpadmKa. dTa nporpamma noApbiBaeT 4OBEPUE K OHNAMH-CEPBMCAM U NogBepraeT
nonb3oBaTesier pUcky. MHTepHeT-NpoBaiaepbl U peryampyrowme opraHbl 40MXHbl paboTaTb
COBMECTHO A4 BOCCTAHOBAEHMA A0BepmuAa, obecneymBana KOHPUAEHLMANBHOCTb U
6e30MacHOCTb N0/1b30BaTENIbCKMX AaHHbIX. Kpome Toro, wudposaHme A0AKHO ObiTb NPU3HAHO
K/I0YEBbIM 3/IEMEHTOM HaUMOHabHOM 6€30NacHOCTU — OHO 3alLULLAEeT NoAb30BaTeNEN OT
KnbepaTak U MHOCTPAHHOIO LWNMOHAXKa.

5. Pa3ButHE OTKPbITOro U KOHKYPEHTHOrO PbIHKA.

MHTepHeT-pbIHOK Ka3zaxcTaHa OCTaéTcA BbICOKO KOHLUEHTPUPOBAHHbIM: « KaszaxTtenekom»
UrpaeT B HEM AOMMHUPYIOLWYIO POab. NS pa3sBUTUA KOHKYPEHLUMWU rocy4apcTBy cneayeT
NpPOBOAMTb NOAUTUKY, 0B6EryatoLLyo BbIXO4, HOBbIX MHTEPHET-NPOBANAEPOB U KOHTEHTHbIX
CEepBMCOB Ha PbIHOK. ITO BKAIOYAET B cebs CHUXKeHMe BapbepoB ANA MEKAYHAPOAHbIX
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06/1a4HbIX NPOBaNAEPOB U CETEN A0CTAaBKM KOHTEHTA, B TOM YnCae OTMeHy TpeboBaHui o
MaKOPUTAPHOM A0N€e MECTHOTO y4acTua, YTOObl NOBbICUTb KOHKYPEHLMIO U OTKPbITb PbIHOK.

6. Pa3Butue Touek o6meHa uHTepHeT-Tpadukom (IXP).
MpaButenbcTBy KasaxcTaHa cneayeT peannsoBaTb NOAUTUKY, cnocobcTyoyto 6bonee
WMpoKomy yyactuto B IXP, 4yTobbl MOBLICUTL YCTOMYNBOCTb CETEM, CHU3UTb 3a4EPKKN U
YMEHbLMUTb PAacxodbl Ha TPAH3MT. ITO BKAKOYAET B cebs co3gaHme yCoBUIA ANA NOAKNOYEHUA
BCEX UHTEPHET-NPOBANAEPOB, KOHTEHTHbIX CEPBMCOB M NPeANpPUATUIA K TO4KaM obMeHa Ha
OCHOBE HENTPANbHOM, NPO3PAYHON U KOHKYPEHTHOM cpeabl. MprMBaTU3aLma Uau
rocy4apCTBeHHO-4YacTHOe NAPTHEPCTBO B yNpaBAEeHUM rocygapcTBeHHbIMU IXP moxeT
cnocobcTBoBaTb Honee WMPOKOMY BHeApeHUI0. Kpome Toro, MHBECTULMU B UHDPACTPYKTYPY,
TaKYlO0 Kak HENTpPasibHble K onepaTtopam AaTa-LeHTPbl, MOMOTYT YYy4YlWNTb IOKaIbHbIM 0bMmeH
TPaPMKOM U CHU3UTb 3aBUCUMOCTb OT AOPOrOCTOALLENO MEXKAYHAPOLHOro TpaH3uUTa.

7. NpepoTepalleHUe OTKAOUYEHUN NMHTEPHETa U TOCYAapPCTBEHHOTO KOHTPOA Hapg,
KOHTEHTOM.
MHMUMMpPOBaAHHbIE FOCYAAPCTBOM OTKAKOUYEHNA MHTEPHETA UMENN CEPbE3HbIE SKOHOMUYECKNE
M coumnanbHble nocneactema. [ns obecnevyeHna ctTabuabHOCTM NPaBUTENLCTBO AOKHO
OTMEHUTb 06A3aTenbCTBa, TPEDbYOLLME OT MHTEPHET-NPOBAaNAEPOB MapLLPyTU3aLmMn TpaduKa
yepes EAMHBIN W03 A0CTYNA K MHTEPHETY, KOTOPbI PaboTaeT KaK LLeHTPaM30BaHHbIN
MEXaHM3M KOHTpoAA. BmecTo aToro KasaxctaHy cnefyet NPpUHATb NOAUTUKY,
NoAAeP*KUBAKOLLLYIO OTKPbITbIN U rN0b6asibHO CBA3AHHbIN MHTEPHET, MO3BO/IAOWMNA BU3Hecy,
CMW u rpaxkaaHckomy obuecty GyHKUMOHMpPOBATL 6e3 nepeboes.
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3AKJIIOYEHUE

B AaHHOM OTY4€Te NpoaHanM3MpoBaH NaHAwadT unmppoBon cBsA3M KasaxcTaHa: BbISBAEHDI
noTeHUnanbHble MHOPACTPYKTYPHbIE 3aBUCMMOCTHU, BANAHWUE FrOCYAapCTBEHHOM NOAUTUKM Ha
KaQuecTBO MHTEPHETA, a TaKXKe BO3MOKHble NyTWN peLLleHnA BbliBAEHHbIX Npobiem.

Lndposan nHodpacTpykTypa B KasaxcTaHe B L,e/IOM 40CTaTOYHO pa3BuTa, O4HAKO
onpegenéHHble Nnpobiembl COXpPaHATCA. YA no pepopMmnpoBaHMO TENEKOM-PbIHKA U
YBE/IMYEHUIO KOHKYPEHUMM Aann pe3ybTaTbl, HO ANA Aa/IbHENLIEro CHUXEHUA PbIHOYHOM
KOHLLEHTpaUUM NpeacTonT ewwé MHOro paboTol. «KasaxTenekom», OCHOBHOM onepaTtop, no-
NpeXKHeMy UrpaeT KAKYEBYHO PO/b KaK BO BHYTPEHHEN, TaK U B MEXAYHapPOAHOMN CBA3M CTPaHbI.

MogKntoveHne KasaxctaHa K rnobanbHOMY MHTEPHETY B 3HAYUTE/IbHOM CTENEeHM 3aBUCUT
oT Poccum, 4To MOXKET cTaTb Npobaemolt B cnyvae yxyaweHUa reonoanTUYeckmMx OTHOLWEH WM
MeXKay AByMSA CTpaHamu. NpaBUTENbCTBO yiKe NpeanpUHUMAET LWarv no CHUXKEHUIO 3TOM
3aBMCMMOCTM, B YaCTHOCTU — Yepe3 NPOEKTbl MO CO34aHMI0 HOBbIX MapLUPyTOB B CTOPOHY EBponbl.
3TN MHMLUMNATUBDI, KaK OXKNOAETCH, NOBbLICAT YCTOMUYMBOCTb MHTEPHETA Kak B caMoM KasaxcTaHe,
Tak My ero cocegen B LleHTpanbHoM A3snum, Bkntoyan KolprbidctaH, TagKMKUCTAH M Y36eKUcTaH.

Tenekom-cekTop KasaxcTtaHa OCTaéTcsA BbICOKO KOHUEHTPUPOBAHHbIM. OH B OCHOBHOM
KoHTponupyetca «Kasaxtesekomom» (BKAto4YadA ero goyepHioo komnanuio Keell) n VEON
(snapetowtert Beeline n TNS-Plus). XoTa Takne onepaTopsbl, Kak « TpaHCTENEKOM» U
«KasTpaHCKOM», TOXKe MMeloT onpesenéHHoe BAMAHUE, B LLe/IOM BbICOKAA KOHLLEHTpAUMA Ha
pbIHKE BbI3blBaeT 06eCNOKOEeHHOCTb. [1pM HanYMmM Bcero AByX AOMUHUPYHOLLMX UTPOKOB
KOHKYPEHLMA OCTAETCA C1aboi. ITO MOXKET NPMUBECTU K POCTY LLEeH HA UHTEPHET U CHUMKEHUIO
KauyecTBa yCAyr, NOCKO/IbKY y NoTpebutenei ocTaérca Mano anbTepPHATMBHbIX BAPMAHTOB.
FocypapcTBy cneayeT NoowpATb BbIXO4, HOBbIX ONEPaTOPOB Ha PbIHOK — Yepes Ha/IoroBble /IbroThbl
n cybcnamm, utobbl chopMMpPOBaTL 340P0BYHO U KOHKYPEHTHYHO 3KOCUCTEMY.

Kpome Toro, pocCMMCKMM KOHTEHT NONb3YEeTCA HONbLIMM CMPOCOM Y Ka3aXxCTaHCKUX
nosb3oBaTesiel, YTo 3aKpennseT NnoTpebHOCTb B HAAEXKHOM cBA3K ¢ Poccueit. Pa3sntme mectHoro
KOHTEHTa CO BPEMEHEM MOXKET YBE/NIMUYNTb ero noTpebieHne BHYTPU CTPaHbl U MOBLICUTb 400
NIOKanbHOro TpadukKa.

HoBble NpoeKTbl N0 obecneyeHno MHTEpPHET-CBA3KM Yepe3 Kacnuniickoe mope npu3BaHbl
€034aTb a/ibTepPHATUBHbIE MapLpyTbl B EBpony. MHBECTULMK B TPAH3UTHYIO INHUIO «EBpOona —
BocTouHan A3ma» NOMOryT CHU3UTb 3aBUCMMOCTb OT POCCUM M MOTYT OKa3aTbCA 3KOHOMUYECKM
BbIFOAHbIMM 417 Ka3aXCTAHCKMX ONepaTopoB, KOTOPbIE CMOTYT NOAyYaTb A0XOA OT
MeXAYHapOoAHOro TpaH3nTa. MapannenbHo NPaBUTENbCTBO NPOBOANT UCMbITAHWA CNYTHUKOBOM
CBA3WN Ha HM3KOM opbuTe, paccmaTpmBas e€ Kak KpaTKOCPOYHOE pelleHne, O4HAKO TaKoe
NoAKNOYEHME HE MOXKET ObITb MONHOLEHHOM 3aMeHOoM Ha3eMHOM MHPPACTPYKTYpe C TOYKMK
3peHUA KayecTBa U HaAEXKHOCTMU.

locypapcTBeHHbIe BMeLLATe1bCTBA NOCAEAHUX 1ET HAHEC/IU YPOH A0BEPUIO K UHTEPHETY U
ero Hagé*KHoctn. Mcnonb3oBaHMe KOpHEBbLIX cepTudUKaToB Ans 0bxoaa WMdpoBaHUA CaliToB
nogBsepraeT pMCcKy nonb3osatenen B KazaxctaHe. OTKNOYEHUA UHTEPHETA U KECTKAA LeH3ypa
KOHTEHTa HaHOCAT yLep6b KasaxcTaHCKOMY 06LLECTBY, SKOHOMMUKE M rNobanbHOM MHTEPHET-
nHbpacTpykType. KpalHe BaXKHO, YTObObI NpaBUTENbCTBO KaszaxcTaHa noanepXuBano OTKPbITbIN,
rnobanbHO CBA3aHHbIN, 6€30MacHbIN U HAAEXKHbIA MHTEPHET, obecneynBas ero 4OCTYNHOCTb U
paboTOCNOCOBHOCTL A1 BCEX rpayKaaH CTPaHbI.
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[TPUJIOKEHHUE

OL[eHKa BJIMAHHUA HAd HHTEPHET

Tabauya 3 AHann3 NPOrpammbl KOPHEBbLIX cepTUdUMKATOB KasaxcTaHa C UCMob30BaHMEM
MHCTPYMEHTapmnAa oueHKN BANAHNUA Ha UHTEPHET
Kputnueckoe cBoicTeo

[JocTynHas nHdpacTpykTypa c 06wmm He 3aTpoHyTO
NPOTOKONOM
OTKpbITan apxUTeKTypa He 3aTpoHyTO

B3aMMO3aMeHAEMbIX U
nepencnosibayembiX KOMNOHEHTOB

[eueHTpanmsoBaHHOe ynpasaeHue u He 3aTpoHyTO
efivHanA pacnpeaenéHHas cuctema

MapLIpyTM3aLMm

FnobanbHble naeHTUdMKaTopbl obwero | He 3aTpoHyTO
Ha3HayeHun

TexHONOrMYEeCKN HeWTpanbHas ceTb He 3aTpoHyTO

oblero HazHayeHus

Lenun Ycnosua

OTKpbITOCTb JIErkmin n He 3aTpoHyTO
HeorpaHWYeHHbIN
aoctyn

OTKpbITOCTb MpoTtoKkon wudposaHua TLS obecneumsaet
HeorpaHunyeHHoe 6e30nacHOCTb MHTEPHET-TpadUKa gna
MCNoNb30BaHUE U rpa)kaaH, 3aWwmiLan gaHHble Npu nepegayve
pa3BEpTbIBaHMA MeXay caiTom 1 6pay3epom nosib3oBaTens.

WHTEpPHET-TexHo/Iormi| Mcnonb3oBaHne NPaBnTEIbCTBEHHOIO
KopHeBoro ceptuduKkata KasaxcraHa genaet
nonb3osaTenen yassumbimm ana MITM-aTak,
nogpbiBasa paboTty aToro NnpotoKoa. B
pe3ynbTaTe N0Ab30BaTENN MHTEPHETA B
KasaxcTtaHe He MoryT NO/IHOLEHHO
ncnonb3osaTtb TLS, B 0Tan4mne OT 60NbLIMHCTBA
nonb3oBaTesiel B APYrmx CTpaHax.
OTKpbITOCTb CoBmecTHas He 3aTpoHyTO

pa3paboTka,
ynpasneHue un
perynvpoBaHue
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FnobanbHana
CBA3b

be3rpaHnyHas
OOCTYNHOCTb
pecypcos

KopHeBol cepTnduKat npaBmuTenbCTBa
KasaxctaHa nossoadaet nposoantb MITM-
aTaKK, KOTopble MOTyT UCNO/1b30BaTbCA AJ1A
610KMPOBKM A0CTYNa K onpeaenéHHOMY
KOHTEeHTY. B oTninume ot gpyrux ctpaH, rae
610KMPOBKA NPOUCXOAMUT HA YPOBHE CalNTOB C
npo3payvyHbIMM mexaHusmamm, MITM
nossonfaet punbTpoBaTb N 6NOKNMPOBATL
AaHHble HA bonee AeTanM3MPOBAHHOM YPOBHE,
BK/IIOYAA OTAEeNbHble GparMeHTbl TEKCTA UK
nHbopmaymmn. TakKe 13-3a peakLmnn
6pay3epoB nosb3oBaTenu B KazaxctaHe moryTt
CTA/ZIKMBATbLCA C OWMOKAaMM NPU OTKPbLITUM
CaWTOB, YTO AeNaeT HEKOTopble pecypcbl
Hef0CTYNHbIMWU, HECMOTPA Ha KX rnobanbHyO
OTKPbITOCTb.

FnobanbHaAa
CBA3b

JoctynHaa EMKOCTb
ceTtu

He 3aTpoHyTO

Be3onacHocTb

KoHpuaeHumanbHocC
Tb AQHHbIX,
YCTPOWCTB U
NPUNOXKEHWN

MITM-aTakn NO3BONAIOT NepexBaTbiBaTb
3aWwWndpoBaHHbIN TpaduK, pasmelLan
aTakytouwero (B 4aHHOM cnyYyae —
rocy4apCTBEHHbIM OpraH) Mexay ABymsa
TOUYKaMM Nepesayvn gaHHbIX. ITO HapyLwaeT
obelaHHyo KOHbMAeHUNanbHOCTb TLS.
[ononHnUTEeNbHO 6Ee30MacHOCTb NOAb30BaTeNEeMN
nog, yrpo3oi, TaK Kak nepexBayeHHble gaHHble
MOryT 6bITb UCNONb30BaHbl TPETbUMM
CTOPOHaMM — MPECTYNHUKaMN Uan
WMHOCTPaHHbIMM rocygapcreamun. CoobuieHma o
LUNMOHCKOM aTake, noaaepxaHHon Kutaem,
NNWb NOAYEPKMNBALOT STOT PUCK.

BesonacHocTb

LlenocTHOCTb
nHpopmaumm,
NPUIOXKEHUN N
cepBucoB

MITM-aTakn nogpbiBatoT npoTokon TLS,
OCTaBANAA AaHHble B TPaH3UTe
He3aLWMNLWEHHbIMM OT NepexsaTa U USMEeHEeHUN.
Monb3oBaTenn He MOryT HbITb YyBEPEHbDI, HE
6bI1M 1N UX faHHbIE NOAMEHEHbI UK
MoaMPULMPOBAHDI.
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Josepue

Hapgé»KHocCTb,
YCTOMYMBOCTb U
OOCTYNHOCTb

Mocne ycTaHOBKM KOPHEBOTO cepTudUKaTa
NoNb30BaTENMN HE MOTYT y3HaTb, YTO MX
coeguHeHmne 6onblue He ABnseTcA
6e3onacHbIM. Bpay3epbl NPoA0/KaOT
NOKa3blBaTb CUMBOJIbI «3aMKa» M HaANUCb
«3alUMLLEHO», CO3/1aBas JIOXKHOE YYBCTBO
6e30MacHOCTM. ITO PACXOKAEHUE MEXKAY
OXMUAAHUAMM N PEaNbHOCTbIO NOAPbIBAET
[lOBEPUE U MPOTUBOPEYUT LEIAM
HaLMOHaIbHOrO NpoekTa «ocTynHbIN
nHTepHeT» 121,

Josepue

MNopOTYUETHOCTL

MITM-aTakn nAvweHbl NO40TYETHOCTH:

nonb3oBaTe/iIn HEe MOTYT Y3HATb, NepeXBa4vyeHbl

/Y UX A@HHbIE M C KaKOM Lenbto. Takxke
OTCYTCTBYET MeXaHW3M noAayu xanob, ecnm
KOHOUAEHUNANbHOCTb Oblf1a HapyLeHa Uan

6bin OorpaHunyeH gocrtyn. OTO CHUMKaeT aosepune

K MHTEPHETY U LMOPOBLIM TEXHOOTMAM B
LenoM.

Josepue

KoHpuaeHumanbHoC
Tb

locypapcteeHHble MITM-aTtakm moryt
NCNoNb30BaTbCA ANA HabaoaeHMA 3a
nonb3oBaTenamn. KOHGMAEHUNANBHOCTD —

K/HO4YEBOM KOMMOHEHT A0BEPUA K MHTEPHETY.
Korga nonb3oBaTenin He KOHTPOIMPYIOT, KOMY

M KOr4a OHW NepenatoT YyBCTBUTE/IbHYIO
MHPOPMaLMIO, OHU TepPAIT JoBeEpPUE K
undpoBoii cpeae.
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121 HaynpoeKT «JOoCTyNHbIM MHTEPHET»: Ka3axcTaHLes obecneyaT 4OCTYNOM K MHTEPHETY CO CKOPOCTbo He meHee 100
M6uT/c. OdunumanbHbI MHGOPMALMOHHDBIN pecypc Npembep-MnHUCTPa Pecnybankmn KasaxcraH.
https://primeminister.kz/ru/news/natsproekt-dostupnyy-internet-kazakhstantsev-obespechat-dostupom-k-internetu-
so-skorostyu-ne-menee-100-mbits-23858
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YcronuruBOCTh UHTepHeTA B LleHTpasbHOU A3un: KazaxcTtan — sinzep B

peruone

MokasaTtenm ycroitunsoctn uHTepHerta (Internet Resilience Index, IRI) oTchexusatoTtca u
aHanu3MpyloTca opraHunsaumeit Internet Society uepes nnatdpopmy Pulse 1?2, O6wWwmit MHAEKC
YCTOMYMBOCTU CKIaAbIBAETCA M3 YETbIPEX KNHOUEBbIX KOMMNOHEHTOB:

be3onacHocTb

YcToMumMBOCTb K
npeaHamepeHHbIM U
cny4yaiiHbim c6osm
6narogaps
BHEAPEHUIO
TEXHONOTUIN N IyYLLUX
NPaKTUK

Puc. 21. YeTblpe KOMMNOHEHTa MHAEKCA YCTOMUYMBOCTM UHTEPHETA

Mo cocToAHMIO Ha OKTAGPb 2023 roaa 06wt MHAEKC ycToMunmBoCTU MHTepHeTa (IRI) B
LleHTpanbHOM A3unm coctanneT 42 % (cm. puc. 1), 4To HUXKe cpefHero nokasartensa no Asmm
(47 %) n aBnseTca camblM HU3KUM cpeam cocegHux cybpervoHos: KOxkHan Asua — 49 %,
3anagHaa Asna — 45 %, BoctouHaa A3na — 56 %, KOro-BoctouHaa Asua — 44 %.

Puc. 22. Obwasn ycToM4MBOCTb MHTEPHETA B LleHTpanbHOM A3nKn 3aHUMaeT nocnegHee
MecTO cpean NATU cybpernoHoB A3nn No UHAEKCY YCTOMYMBOCTU UHTepHeTa Pulse. MCTOUYHMK:
Internet Society Pulse

PaccmaTtpuBas Kaxkayto cTpaHy B cybpervoHe (cm. puc. 23), Mbl BUAMM LUMPOKKIA pa3bpoc
nokasarenem ycronumsoctu — ot 48 % B KasaxcraHe a0 29 % B TagKUKMCTaHe.

122 Internet Resilience Index, https://pulse.internetsociety.org/resilience [lata obpalueHuns 14 mapta 2025 r.
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Puc. 23. IHAEeKC yCTOMYMBOCTM MHTEPHETA MO KaxaoM cTpaHe LleHTpanbHoM A3un.
NcTouHuK: Internet Society Pulse

Ecnu cpaBHUTbL NOKa3aTeM Mo KaxKA4oMy U3 YETbIPEX HAaNPaBAEHWUI ANA CTPAH PErMOHa,
MOXHO YBUAETb, YTO YPOBEHb YCTOMYMBOCTM TaZAKMKMCTAHA OCTAETCA CUCTEMATUYECKN HU3KMM BO
Bcex obnacTax. B apyrmx ctpaHax 6biam npegnpuHATbI PasiMyHble YCUAMA AN NOBbIWEHUS
YyCTOMYMBOCTU, 0cObeHHO B 061acTy 6€30NacHOCTU, KOTOopas ABAAETCA BeAYLMM Hanpas/ieHnem
ans KasaxcrtaHa (58 %), KbiprbiactaHa (61 %) v Y3bekuctaHa (61 %).

KasaxctaH ob6nagaet Hanbosnee pa3sBUTON MHTEPHET-IKOCUCTEMOWN U 3aHUMAET NepBoe
MECTO MO TPEM M3 YeTbIpEX HanpaBAeHU MHAEKCA YCTOMYMBOCTM MHTEPHETA cpeau NATU CTPaH
pervoHa. Ero o6uwmin nokasatensb IRl coctaBnaet 48 %, 4To Bbllle cybpernoHanbHOro cpeaHero
3HayeHuA (42 %) 1 conocTaBMMO CO CpeaHUM NoKasaTtenem no Asmn (47 %).

be3onacHOCTb MapLIpyTU3aLUU

NHTepHeT-mapLIpyTM3auma yA3BMMA K OLUMOKaM M 3axBaTy MapLpyTos. [osaTomy BarKHO
OTCNEXMBATb «TUrMEHY» MapLupyTusmpyemont nHdpactpyktypbl. MANRS Observatory 123
npegocTtasaseT 0630p cocToaHUsA 6e30MacHOCTU MapLLPYTM3aLLMM KaK Ha YPOBHE OTAENbHbIX
ceTen, Tak U B LeNoM Ha ypoBHe cTpaH. MANRS Tak»Ke paccunTbiBaeT OLLEHKY, Y4UTbIBaA
K/tOYEBbIE MOKa3aTeNn, TakMe Kak KonmMdecTBo 3adUKCUPOBAHHbBIX MHUNAEHTOB, NPOLEHT IP-
NpPOCTPaHCTBa, 3apeructpmpoBaHHoro B IRR (Internet Routing Registries), npoueHT IP-
NPOCTPAHCTBA, 3aWnLEHHOro Yepes RPKI, n npoueHT Banngaunm nponcxoxKaeHma mapLpyra
(ROV) 124, BbinosHAEMOM ceTeBbIMM OnepaTopamu.

Puc. 24. bonee 96 % IP-npedurKkcoB B KazaxcTaHe 3aperncTpupoBaHbl B peectpax
MapwpyTusaummn nHtepHeta (Internet Routing Registries). 35 % IP-npedunKcoB TaKkKe umeroT
AeNCTBUTENbHYIO pernctpaumio B cucteme RPKI

123 MANRS Observatory, https://observatory.manrs.org/#/overview [laTta obpalueHuns 31 aHsapa 2025 r.
124 RPKI ROV Deployment Reaches Major Milestone, Doug Madory and Job Snijders.
https://www.kentik.com/blog/rpki-rov-deployment-reaches-major-milestone/ [lata o6patuieHns 31 aHsaps 2025 r.
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Ob6cepsatopmsa MANRS Takke npegoctaBaseT rnobanbHbIN MHAEKC FOTOBHOCTU, pPa3buTbIi
Ha NATb KaTeropui, NpeacTasAstowmx coboi 0b6s3aTenbHbI Habop AENCTBMIA ANA COOTBETCTBUS
TpeboBaHnam MANRS.

Haw aHann3 noKasbIBaEeT, YTO /IMLb O4YeHb Hebosbluas YacTb IPv4-npedurkcos KasaxcraHa
3aperunctpupoBaHa B cucteme RPKI, Bcneactsue vero atm npedumKcbl OCTAKOTCA YA3BUMbIMU K
3axBaTy mapuwpyTtoB. PassépTtbiBaHne RPKI B KasaxctaHe (12 %) 3HaUMTE/IbHO OTCTAET OT
rnobanbHOro ypoBHaA, KOoTopbiii B 2024 roay npesbicun 50 %.

Y710 Kacaetca IPv6, To 78 % aKTMBHbIX NpedunKcos 3apernctpuposaHbl B RPKI, ogHako aToT
nokasaTenb BBOAMUT B 3ab/1y»KaeHMe, MOCKONbKY B KazaxcTaHe KpaliHe HU3KUIA ypOBEHb
BHeApeHUsA IPv6 — Tonbko 18 % 3apernctpmpoBaHHbIx IPv6-npedmkcos akTMBHbI B BGP.

Puc. 25. KazaxcTaH nmeeT BbICOKME MOoKasaTe/I FOTOBHOCTU MO BCEM KAaTeropuam, 3a
ncknrodveHmem RPKI

Puc. 26. MpoueHT npedunKcos, akTUBHbIX B BGP, KoTopble 3aperncTpmupoBaHbl B CUCTEME
RPKI

DNS: JlokanbHOe npUCyTCTBHUE KOpHEeBbIX DNS cepBepoB

HapékHaa paboTa nHopacTpykTypbl DNS 3aBUCUT OT Hannuma KopHesbix DNS-cepBepos,
KOTOpble ABNAIOTCA TOYKAaMM BXOAa B CUCTEMY AOMEHHbIX MMEH. B Ka3zaxcTaHe pa3BépHyYTO AeBATb
penaunk KopHeBbix DNS-cepBepos, Bkatodas cepsepbl D, E, F, |, Ku L. Cepsep F-root umeet tpu
pennuku, pasmelwéHHblx Cloudflare B ActaHe, Masnogape n Anmatel. Cepep K-root umeet gse
pennuku, pacnonoxeHHolx B Cemee 1 MNasnogape. Octaswinecsa penankun pasmelteHol B Cemee, B
ToyKke obmeHa Tpadmkom KazNIX. HecmoTps Ha BbICOKYHO KOHLLEHTPALMIO KOPHEBbLIX CEPBEPOB B
oaHom mecte (Cemeir/KazNIX), pa3sépTbiBaHne KopHesbix DNS-cepBepoB B KasaxcTaHe
OLLeHUBAeTCA KaK 40CTaTOYHOe.
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DNS: UHdpacTyKkTypa loMeHa BepXHero ypoBHs .kz

[ocTynHocTb Be6-caltToB, 3aKaHUMBaOWMXCA Ha .kz, 3aBUcKUT oT paboTbl DNS-cepBepos,
YyNpaBAsoWMX JOMEHOM BEPXHErO YPOBHSA .kz. 9TOT aHa/IM3 NOKA3bIBAET, YTO B LLE/IOM 3TU
cepBepbl COOTBETCTBYIOT IYULUMM MPAKTUKaM. Tpema pasnnyHbiMM cepBepamm ynpasasioT 4Ba
pa3Hbix npoBanaepa (KAZNIC n PCH), paboTatowme B TpEx pa3Hbix cetax (AS51833, AS206768 n
AS42). Bce cepBepbl NOAAEPHKUBAIOT NOAKNOYEHME KaK No IPv4, Tak 1 no IPv6, 1 ncnonbsytot
pacnpegenéHHble anycast-agpeca. Takum obpasom, cboi Ha OAHOM M3 3TUX Y3/10B HE AO/IKEH
NOB/AUATb Ha AOCTYNHOCTb CAalTOB B 30He .kz.
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AKpPOHUMBI

AIS — AreHTCTBO MHPOPMAUUM K ceTen KasaxcTaHa

APDC — LleHTp 06paboTKn AaHHbIX A3MaTCKO-TUXOOKEeaHCKOro perMoHa
APNIC — A3naTtcko-TUXOOKeaHCKMU ceTeBo MHPOPMALMOHHDBIN LEHTP
AS — ABTOHOMHAA cMCTEMA

ASN — Homep aBTOHOMHOW CUCTEMDbI

ASTEL — Accoumauma onepaTtopoB TeNIEKOMMYHUKaLLUIM

AWS — Amazon Web Services

BGP — lMpoTokon norpaHu4yHoro wo3a (Border Gateway Protocol)
CAPIF — ®opym nupuHra n mexkcoegmHeHui LleHTpanbHom Asnn
DATIX — CeTb 06meHa AaHHbIMM

DNS — Cuctema OMEHHbIX UMEH

DPI — 'ny6oKnit aHan13 nakeTos

FDI — lMpAMble NHOCTPaHHbIe NHBECTULLUMK

FTTx — BosiokoHHasA cBA3b A0 To4Ku (Fiber to the x)

GB — lurabant

GNI — BanoBoit HauMOHaNbHbIN A0X0A4,

HTTPS — Be3onacHblli NPOTOKO Nepeaaydm runepTekcra

IP — NHTepHeT-npoTOKOA

IRI — MHAaeKc ycToMYMBOCTU MHTEPHETA

IRR — PeecTtp mapuwpyTnsaumm nHTepHeTa

ISP — WUHTepHeT-npoBanaep

ITU — MeKayHapoaHbIA CO03 3N1eKTPOCBA3N

IXP — Touka obmeHa UHTepHeT-Tpadukom

JSC — AKumoHepHoe obulectso (Joint Stock Company)

KAZNIC — KasaxcTaHCKuin ceTeBoit MHGOPMALMOHHbBIN LLEHTP

LEO — CnyTHMKM Ha HWU3KOM OKOJI03eMHOM opbuTe

LINX — JToHAOHCKas TouKa obmeHa UHTepHeT-TpaduKom

LLP — ToBapuLLecTBO C OFPaHUYEHHON OTBETCTBEHHOCTbIO

MANRS — CornacoBaHHble HOpMbl 0becnedyeHma 6e30NacHOCTU MapLpyTM3aLmn
MDDIA — MuHUCTEPCTBO UMPPOBOro pasBUTUA, MHHOBALIMIA U a3POKOCMUYECKOM
NPOMbIWAEHHOCTM Ka3axcTaHa

MISD — MuHUCTepPCTBO MHGOPMALMM U KOMMYHMKaLMIM KasaxcTaHa
MITM — ATtaKa TMna «malumHa nocepeaunHe» (Man-In-The-Middle)
MMTS — MexayropoaHaa mexayHapogHas tenepoHHan cTaHumA
MTS — MobunbHaa TeIeKOMMYHUKALUMOHHasA cnykba

NRO — OpraHusayma pacnpeneneHua MHTepHeT-pecypcos

NSC — KomuteT HauMoHanbHOM 6e3onacHoCTH

OONI — OTKpbiTan obcepBaTopus ceTeBbix MHTepdepeHuuii (Open Observatory of Network
Interference)

OVH — OVHcloud (¢paHuy3cKkas KomnaHMA 061a4HbIX BbIMMCAEHWI)
PCH — LeHTp 06paboTku naketoB

POP — Touka npucytcteus (Point of Presence)

RIPE NCC — PervoHanbHbI MHTEpPHET-perncTp ana Esponsbl

RIS — Cnyxxb6a nHpopmauum o maplupytmsaumm
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ROV — Banunpgaumsa nponcxoxaeHma mapwpyta (Route Origin Validation)
RPKI — NHdpacTpyKTypa OTKPbITbIX KAOYER ANna mapLipyTusaymm
SMS — Cny»kb6a KOPOTKMX COOOLLLEHWNI

STS — lNocyaapcTBeHHaa TeXHUYeCKas cnyKba KasaxctaHa

TEA — TpaHceBpoOnencKko-a3maTCcknii kKabenb

TITR — TpaHCKACNUIACKUIA MeXAYHAPOAHbIA TPAHCNOPTHbIMA MapLpyT
TLS — MNpoToKoA TPpaHCNOPTHOro YpoBHA 6€30MNacHOCTH

UGIA — EAWHbIN WAKO3 AO0CTYNa B UHTEPHET

UN — OpraHuszaumnsa O6begmMHEHHbIX Hauuni

VK — «BKoHTaKTe» (poccuinckas coumanbHasa ceTb)

VPN — BupTyanbHaa 4yacTHasA ceTb

VSAT — TepmunHan masion anepTypbl (CNyTHUKOBas CBA3b)
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