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Abstract
The study Kazakhstan-China Cooperation in the Field of Digitalization: Achievements and
Prospects examines the positive and negative aspects of cooperation between China and

Kazakhstan in the field of digitalization.

Relevance: Cooperation with China in the field of digitalization is relevant for Kazakhstan,
especially in the context of turbulence caused by serious geopolitical changes; this
cooperation needs to be monitored and evaluated in order to develop prospects and

mitigate possible risks.

Objective: To study the latest achievements of Kazakhstan-China cooperation in digital
sphere, identify the strengths and weaknesses of this cooperation, and formulate

recommendations for its mutually beneficial development.

Methods: For the purposes of the study, a desk research format was used using the Digital

Stack methodology.

Results: The achievements of Kazakhstan-China digital cooperation in recent years are

described, successes and risks are analyzed, and recommendations are formulated.

Conclusions: China continues to actively participate in projects to build physical and data
infrastructure in Kazakhstan, occupies a significant share of the consumer and business
electronics market, shows strong growth in the application and content market, and

significantly influences Kazakhstan'’s Internet governance.

Introduction
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Cooperation between Kazakhstan and China in the sphere of digital technologies and
the development of digital infrastructure—both physical and data-related—emerged
at the turn of the 20th and 21st centuries and has continued to evolve dynamically.
Beyond the overarching framework of collaboration within the Belt and Road
Initiative (BRI) and the Digital Silk Road (DSR)—both actively supported by the two
governments—numerous memoranda have been signed between IT companies,
including Kazakhstan’s state-owned Kazakhtelecom and Chinese corporations such
as Huawei, China Telecom, and others, both public and private.

The growth of Kazakh-Chinese cooperation in the IT sector contributes, on the one
hand, to the expansion of digitalization and to overcoming barriers to further digital
development, particularly in terms of physical and data infrastructure. Furthermore,
current turbulence in the global political landscape compels Kazakhstan to seek cost-
effective technological solutions with shorter logistical routes. In this regard,
cooperation with China and Chinese technology companies appears to be both a
natural and logical choice. On the other hand, the growing dominance of Chinese
vendors of hardware, software, and digital applications has raised valid concerns
among Kazakhstani experts regarding the risk of digital dependency on China.

This study examines the achievements, opportunities, risks, and potential threats
associated with the evolving digital cooperation between the Republic of Kazakhstan
and the People’s Republic of China. The analysis covers the period up to August 2025.
Literature review

Digital cooperation between China and Kazakhstan, as well as Central Asian
countries, has repeatedly become the subject of research. Several scientific papers
should be noted, in particular, the work “Prospects for Chinese-Kazakh Economic
Cooperation in the Post-Covid Period"!, which notes international cooperation in
building DSR: “China and Kazakhstan need to create a joint innovation community,

deepen innovation and scientific and technological cooperation, build an integrated

1 Zhang Wanting, Problems of Modern Economy, No. 3 (79), 2021 UDC 339.92; BBK 65.011 pp: 139-
142
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model of innovative cooperation in the field of production, teaching and research,
focused on the needs of both sides. It is necessary to actively develop big data
technology, artificial intelligence and “intelligence +" industries, and actively develop
the industrial Internet” 2.

In the study “The Digital Silk Road as a Form of Conjugation of the Eurasian Economic
Union and the One Belt, One Road Project”3, the authors indicate the main areas of
development of cooperation between the EAEU countries and China for the
successful construction of the DSR: this is an increase in the level of digital integration
of the EAEU member countries in order to reduce the digital inequality between them,
improving the digital infrastructure of the EAEU member countries and developing
new proprietary ICT technologies, expanding research and development in the field
of modern next-generation technologies, including Big Data, cloud technologies,
smart cities and Al. The authors also draw attention to the problems of training
personnel for the knowledge-intensive industry, the need to use the common
resources of the Eurasian market, and the need for institutional changes -
harmonization of the legislation of the participating countries in the field of
regulation of the digital economy, cybersecurity, etc.#

In the work “Regional Integration Projects and New Technologies: Digital Silk Road” >,
the author emphasizes the existing gap in the technological development of China
and most BRI countries; as a result, China occupies a leading position in building
digital infrastructure. Central Asian countries are taking advantage of the

opportunities provided by cooperation within the DSR for digitalization.®

2Zhang, Wanting. “Prospects for Chinese-Kazakh Economic Cooperation in the Post-

Covid Period.” Problems of Modern Economy, no. 3 (79), 2021: 139-142.
3 Zhang Wanting, Selishcheva T.A., Dyatlov S.A., Problems of Modern Economy, N 1 (77), 2021 UDC
339.92: BBK 65.011 pp: 14-20

4Zhang, Wanting, T. A. Selishcheva, and S. A. Dyatlov. “The Digital Silk Road as a Form
of Conjugation of the Eurasian Economic Union and the One Belt, One Road Project.”
Problems of Modern Economy, no. 1 (77), 2021: 14-20.

> Tsvetkova N.N., Eastern Analytics, No. 1, 2019 ISSN 2227-5568

¢ Tsvetkova, N. N. “Regional Integration Projects and New Technologies: Digital Silk

Road.” Eastern Analytics, no. 1, 2019.
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In the study “Cooperation between Kazakhstan, Russia and China in the
Development of the Digital Silk Road: New Challenges and Prospects” 7, the author
analyzes the opportunities that open up for the BRI countries as a result of the
implementation of the DSR, which is especially relevant in the context of trade wars
and sanctions. Kazakhstan needs cooperation with neighboring countries within the
framework of various agreements - BRI, SCO, EAEU, CSTO, to build the DSR and
interaction in the field of cybersecurity, trade development and training of personnel
for digitalization. The development of the DSR creates a sustainable environment for
effective cooperation between countries.®

In addition to the aforementioned scientific works, there are other materials devoted
to the analysis of the innovative component of the BRI, for example, “Formation of
the Foundations of the “Digital Silk Road” ?, "The Role of China as the Main Conductor
of Digitalization in the Context of the Formation of Technological Sovereignty of the
SCO Countries" 19, and many others.

In addition to scientific articles, the topic of digital cooperation between Kazakhstan
and China is regularly updated at official meetings of the leadership of the two
countries in various formats, is reflected in numerous declarations, memoranda and

other documents of international meetings, and is already deeply embedded in

7 Beisenbayev O.T., Proceedings of the 7th International Conference “East Asia: Past, Present,
Future”, Institute of Far Eastern Studies of the Russian Academy of Sciences, 2020 UDC 908(5-012)
BBK 26.89(55) B78

8 Beisenbayev, O. T. “Sotrudnichestvo Kazakhstana, Rossii i Kitaya v razvitii
Tsifrovogo Shelkovogo Puti: novye vyzovy i perspektivy” [Cooperation between
Kazakhstan, Russia, and China in the Development of the Digital Silk Road: New
Challenges and Prospects]. In Proceedings of the 7th International Conference “East
Asia: Past, Present, Future”. Moscow: Institute of Far Eastern Studies RAS, 2020
°Liu, Yizhu, and E. F. Avdokushin. “Formirovanie osnov ‘Tsifrovogo Shelkovogo Puti
[Formation of the Foundations of the “Digital Silk Road"]. The World of the New
Economy 13, no. 3 (2019): 62-71.

' Fadeeva, I. A. “Rol’ Kitaya kak osnovnogo provodnika tsifrovizatsii v kontekste
formirovaniya tekhnologicheskogo suvereniteta stran ShOS” [The Role of China as
the Main Conductor of Digitalization in the Context of the Formation of
Technological Sovereignty of the SCO Countries]. Fundamental Research, no. 11
(2024): 40-47.

mn
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program documents on the development of digitalization in Kazakhstan. Also, this

topic is often covered in media.

Methodology

The research applies the Digital Technology Stack methodology ', under which

cooperation between Kazakhstan and China in the digital domain is analyzed across

five primary layers:

Infrastructure layer: both physical infrastructure (fiber-optic communication
lines, mobile internet stations, technical support centers, etc.) and digital
infrastructure (data processing and storage centers, supercomputers, Al
solutions, cloud services, etc.).

Device layer: user devices such as smartphones, tablets, laptops, desktop
computers, communication equipment, various smart devices, 10T tools,
webcams, etc.

Application layer: digital platforms and applications such as marketplaces,
social networks, messengers, etc.

Content layer: analysis of publications in digital media related to Kazakh-
Chinese cooperation in the digital domain, including their tonality, reach, and
dissemination.

Internet governance layer: agreements signed between China and Kazakhstan
on digital cooperation, as well as Chinese educational and informational
initiatives that influence internet regulation and set future trends in internet

governance in Kazakhstan.

Each layer of the digital stack is analyzed using open-source data derived from

international agreements, company reports, press releases, and expert discussions

"*“China and Digital Information Stack in the Global South” by Bryce Barros, Nathan

Kohlenberg and Etienne Soula 2022 The Alliance for Securing Democracy
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and opinions in media. The study is desk-based and relies exclusively on publicly
available information, without recourse to focus groups or expert interviews.
Infrastructure layer

The infrastructure layer is considered the base layer in the digital technology stack.
An accessible and developed digital infrastructure determines the possibilities for
digitalization, and makes other layers to a certain extent dependent on the
development of the infrastructure layer. For the purposes of the study, it seems
possible to combine the physical infrastructure and data infrastructure into a single
layer in the analysis, since the main actors, both from the Kazakh and Chinese sides,
adhere to a similar approach and consider the development of Kazakhstan's digital
infrastructure as a single process.

This approach is largely determined by the geographical features of Kazakhstan and
the difficulties associated with them - long distances, low population density,
underdevelopment of the existing digital infrastructure network, and related
economic problems, such as long payback periods and the associated
unattractiveness of investments in infrastructure projects. In addition, traditionally,
most fiber-optic cable routes connecting Kazakhstan and other Central Asian
countries to the global Internet pass through Russian territory, which imposes its
own restrictions on the development of Kazakhstan’s digital infrastructure. This
applies to both the limitations on the volume of transmitted traffic and the scaling
capabilities, which are determined by the performance of data processing and
storage centers.

Trans-Caspian fiber-optic communication line

The main project for the development of digital infrastructure in Kazakhstan is
currently the work on laying the Trans-Caspian fiber-optic communication line (FOCL),
which will connect the digital communication lines of Kazakhstan and other Central
Asian countries with the global Internet through the South Caucasus countries. This

project is also one of the key ones for the organization of the Middle Corridor,
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connecting China with Europe bypassing the territory of Russia, and itself, in turn, is
part of the East-West Digital Highway.'?

It should be noted that the Trans-Caspian FOCL project was first considered in the
mid-2000s; back in 2008 in Baku, at the Bakutel-2008 international exhibition and
conference, was adopted the “Baku Declaration on the Transnational Eurasian
Information Highway”, which envisaged the possibility of laying a FOCL along the
bottom of the Caspian Sea'3. However, at that time, a number of factors prevented
the detailed development and implementation of this project. The large-scale project
to build the Trans-Caspian FOCL was launched in 2019,'* after the signing of the
Interstate Agreement of March 19, 2019 between Azerbaijan and Kazakhstan'™. In
2022, it became known that the Trans-Caspian FOCL would be built by two telecom
operators: Kazakhstan's Kazakhtelecom JSC and Azerbaijan’s AzerTelecom
International. In the summer of 2023, these structures signed documents on the
establishment of a joint venture for the construction and operation of the line, which
was expected to become a full-fledged part of the large-scale DSR project, ensuring
data transit between Europe and Asia, and would also give Kazakhstan the
opportunity to reserve existing routes and create an international digital hub on its
territory.'® Started in 2022, the FOCL project began to be declared as part of the DSR,
which in turn is a digital part of the Chinese global BRI. Related infrastructure projects,
including the construction of the largest data processing centers (DPC) in Central Asia,
in particular, the Freedom Cloud data center in the special economic zone “Alatau
Innovation Technology Park”, which will become an alternative transit point for data

transmission between Europe and China through the territory of Kazakhstan, as well

12The Silk Road Reimagined: Connecting Hong Kong and Kazakhstan's Tech

Ecosystems, Jackee Wong, Astana Hub
'3 Azerbaijan State News Agency Ali Abbasov, 07.01.2009

“Journalist's Investigations Center, Dmitri Shishkin, 18.09.2024

'> Resolution of the Government of the Republic of Kazakhstan dated March 19,
2019 No. 119

' International Information Agency Kazinform, Digital Silk Way will connect Asia and
Europe along the bottom of the Caspian Sea, 23.08.2023
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as the promising largest Tier IV data center in Central Asia in Astana, the construction
of which was the subject of a memorandum signed in July 2025 between
Kazakhstan’'s Akashi Data Center and the Chinese telecom giant China Mobile, are
also part of the DSR.

In May 2025, it became known that the technical partner and contractor for the direct
laying of the 380-kilometer cable between Aktau in Kazakhstan and Sumgait in
Azerbaijan becomes HMN Technologies Co., Ltd., previously known as Huawei
Marine Networks. The cable laying work is estimated at approximately 45-60 million
USD, more precise data on the cost of the project is not publicly available.”

HMN Technologies Co., Ltd'8, is a provider of submarine cable services based in
Tianjin, China. The company specializes in turnkey submarine cable system services
incorporating system design, installation, training and maintenance of submarine
cables and provides equipment for network operators. The cable itself will most likely
be supplied to HMN Technologies by its partner company Hengtong Optic-Electric Co
Ltd.™ based in Suzhou, China, which provides fiber optic communication products in
China and internationally. The fact that the cable being laid will most likely be of
Chinese manufacture was emphasized in an interview by Alibek Indykbayev, member
of the board of JSC Kazakhtelecom and general director of the corporate business
division: “As for the cable itself, which is over 300 kilometers long, there are several
manufacturers on the world market... | cannot name specific companies, but in terms
of logistics, if we consider the land route, Chinese manufacturers will have an

advantage."?®

"7 BES.media portal, Prokladkoy-transkaspiyskoy-vols-za-45-mlin-dollarov-
zaymyotsya-kitayskaya-kompaniya-hmn-tech, 30.05.2025

'® HMN Technologies Co., Limited.

'“ Hengtong Optic-Electric Co Ltd

20 Kursiv Media Agency, Alibek Indykbayev, The Trans-Caspian fiber-optic
communication line will be operational as early as 2026, 26.10.2023
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In August 2025, information appeared in open sources that work on laying the FOCL
had begun.?' The Trans-Caspian FOCL construction project is the largest digital
infrastructure project involving Chinese technology companies in Kazakhstan.
Implementation of this project has given impetus to the construction of the largest
data centers in Kazakhstan and Central Asia. However, this is not the only
infrastructure project in which Chinese partners are involved.

Huawei projects in Kazakhstan

Projects to develop wireless Internet access for rural residents, develop 5G networks,
cloud technologies and artificial intelligence continue to be relevant areas for
Kazakh-Chinese cooperation in the field of digital infrastructure. Huawei
Technologies is the leader in the implementation of these technologies and the
creation of the corresponding infrastructure.

At the annual Huawei Technologies Partner Conference in April 2025, the company
declared the launch of a project announced in 2023 to implement its cloud
technologies for Kazakhstan's national railway carrier Kazakhstan Temir Zholy
(KTZ);%> Huawei has introduced SD-WAN technology, which has replaced outdated
communications equipment and improved the speed and security of data
transmission.?? Digitalization of railway infrastructure is one of the priorities for the
development of Kazakhstan's transit potential, and cooperation with a leading
Chinese technology company is an important factor in the modernization of the
railway transportation industry.

Another important infrastructure project of Huawei in Kazakhstan is the
implementation of Fixed Wireless Access (FWA) technology for digitalization and

increasing the speed of mobile data transmission in rural areas. In 2021, Huawei

2! Caspian Life Portal, Bagdat Mussin, From shore to shore: Kazakhstan and

Azerbaijan launch joint project in the Caspian Sea, 06.08.2025

22 Huawei Technologies Co., Ltd. Huawei Partners Conference 2025: New Horizons for Digitalization
and Growth in Kazakhstan

2 Huawei Technologies Co., Ltd. KTZ and Huawei: How Kazakhstan's Railways Are Digitally
Transforming
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announced the launch of FWA in rural areas and suburbs of Shymkent; in 2025, in
partnership with Auyl Telecom (a subsidiary of Kazakhtelecom JSC), Huawei began
the testing in the Almaty region.?* As part of the technology testing, more than 200
households were connected, and by the end of 2025 the company plans to increase
the number of connected households to 10,000 in 100 settlements.

Huawei Technologies continues to cooperate with Kazakhstani companies providing
mobile Internet access services. All major Kazakhstani mobile companies use Huawei
equipment and technologies. For example, according to Beeline, “by May 2025, the
average speed of Beeline mobile Internet in Almaty increased by 11% compared to
April and by more than 40% compared to February 2024. Overall, an annual speed
increase reached t018.2% in the first half of 2025.”2> This was achieved by the
modernization of more than 300 base stations using Huawei Massive MIMO
technology. In addition, Huawei modernizes and services the equipment of
Kazakhtelecom JSC, as well as mobile operators Kcell/Activ and Tele2, so in 2024,
contracts for equipment maintenance and modernization amounted to about 5.7
billion tenge.?®

The company plans to conduct a pilot project to demonstrate Huawei's 10G
broadband network in Astana, 2’ development of Wi-Fi 7 technology, and
participation in the construction of national data centers capable of supporting
machine learning tasks and working with big data at the level of state

infrastructure.?8

¢ International news agency "DKnews.kz" High-speed internet comes to
Kazakhstan's villages, 21.01.2025

> Zakon.kz portal, Beeline and Huawei: A Partnership That Speeds Up Mobile
Communications in Almaty - Speeds Increased by Over 40%, 22.07.2025

% Factcheck.kz, Million-Dollar Contracts: Huawei Selected in Kazakhstan Without
Competitive Bid, 10.12.2024

7 International news agency "DKnews.kz" Huawei and Astana Innovations launch a

new phase of digital transformation in Kazakhstan, 16.06.2025
28 Huawei Technologies Co., Ltd.
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Thus, Chinese technology companies are actively involved in the construction of
Kazakhstan's digital infrastructure, thereby contributing to the strengthening of
Kazakh-Chinese cooperation in the field of digitalization. Chinese companies act not
only as contractors in the implementation of Kazakh infrastructure projects, but are
also active participants in joint projects and collaborations with government agencies
and quasi-state companies in Kazakhstan.

Device layer

The device level covers consumer electronics that have Internet access functions,
including communication, control, and content transfer. This category includes user
devises and gadgets, telecommunications equipment, and IoT devices. This also
includes control and video surveillance systems, access control systems, and a wide
range of automotive electronics, including geo-positioning and traffic control
systems.

Consumer Electronics and Smartphones

In general, the dynamics of the consumer electronics market in Kazakhstan is stable,
asis the stable prevalence of Chinese manufacturers in this market. And, if, according
to Kapital.kz,?° the share of Chinese-made smartphones is about 35-40%, then in the
video surveillance systems market the share of Chinese vendors can reach more
than 50%, and for user telecommunications equipment (modems, Wi-Fi amplifiers,
fiberoptic adapters, etc.) up to 80%. This trend has been going on for a long time, and
the only change that could affect the market dynamics in 2025 is the legislatively
approved requirement to register IMElI codes of smartphones imported into
Kazakhstan.3° However, this innovation has not yet had a significant impact on the
share of Chinese smartphones on the Kazakhstani market.

Devices for Smart cities

» Business Information Center Kapital.kz, Which smartphones are popular among
Kazakhstanis? 14.01.2025

% Order of the Acting Minister of Digital Development, Innovation and Aerospace
Industry of the Republic of Kazakhstan dated January 13, 2025 No. 8/HK
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As for video surveillance systems and other smart city elements, this sector is
currently developing rapidly. Thus, the Kazakhstani company Sergek received the
prestigious Digital Almaty Award 2025 for the implementation of an intelligent video
surveillance and analytics system for ensuring public safety Sergek VMS. This system
is used by police in 14 cities of Kazakhstan to improve public safety, solve crimes,
monitor emergency situations and other tasks; the system uses Al-based video
analytics tools, including facial recognition. These technologies significantly speed up
the response of security services and help in conducting operational investigations.3'
It should be noted that the Sergek company uses cameras manufactured by the
Chinese company Dahua (Zhejiang Dahua Technology Co., Ltd) in its system.

In Almaty, as part of the implementation of the Safe City program, a unified video
monitoring system project was launched in 2022, which has become the largest
urban video analytics system in the country. Itis planned that by the end of 2025, the
number of centralized cameras will reach 70,000 (currently 45,000), of which 9,000
video cameras with a video analytics function, currently 1,165 cameras with a facial
recognition system are operating in Almaty3?. These are mainly Chinese-made
cameras from Hikvision and Dahua, which have long been actively used by law
enforcement agencies in Kazakhstan.?3

Modern technologies for monitoring traffic conditions and public safety are also
being actively introduced in the regions of Kazakhstan. Chinese vendors play an
active role in this process, cameras from Hikvision, Dahua and other Chinese
manufacturers provide high quality and reliability at a relatively low price, which is

an important competitive advantage. In general, according to Kazinform, about 1,36

3 International news agency "DKnews.kz", Digital Almaty Awards 2025: Sergek VMS
Recognized as the Best Al System, 14.01.2025

32Vlast Media Portal, Tamara Vaal, More than 7,800 cameras with facial recognition
functionality will be installed in Almaty by the end of 2025, 13.12.2024

33 Azattyq.kz, Kazakhstani edition of Radio Liberty/Radio Free Europe, Joldas
Orisbay, Astana's video surveillance system will be modernized with the
introduction of Al, 27.02.2025
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million cameras are operating in Kazakhstan, 310,000 of which are connected to
various police command centers.3*

Internet of Things (loT)Devices

Chinese loT companies are successfully promoting Al-based solutions for industry,
automotive systems, fintech solutions, and many more.3> For example, Xiaomi is
actively implementing its key operating strategy “double focus on scale and
profitability” in Kazakhstan. In 2023 was launched the strategy Smart Ecosystem
Human-Car-Home, which includes scaling the Xiaomi AloT platform to all loT devices;
Xiaomi launched its own car brand, and integrated all automotive, home and
personal smart devices into a single network.3® Such comprehensive solutions create
serious competitive advantages and contribute to strengthening the leadership of
Chinese IT companies in the loT market in Kazakhstan.

Thus, Chinese technology companies have firmly established themselves in the
Kazakhstan market as vendors of electronic equipment, and continue to strengthen
their positions, including the market of consumer electronics and loT systems;
relatively low prices with fairly high quality, convenient logistics and the availability
of service centers make Chinese electronics accessible to Kazakhstani buyers. New
technologies, especially automotive electronics using Al, are becoming increasingly
popular in the Kazakhstan market, and this further strengthens the position of
Chinese vendors offering comprehensive solutions. The presence of Chinese
companies at the device layer in Kazakhstan stays constant.

Application layer

3 "Kazinform” News Agency, Diana Bizhanova, Kazakhstan implements Al-powered
video monitoring system, 20.11.2024

% South China Morning Post, Mia Nurmamat, Belt and robot: Chinese start-up to
open first robotics facility in Central Asia, 05.02.2025

% Alfa.kz portal of Multimedia Club LTD, Xiaomi's net profit for 2023 increased by
126.3%, 21.03.2024




@ CENTRAL ASIAN
POLICY STUDIES
The application layer includes Chinese-developed software and applications that are
present in the Kazakhstani Internet space and are used by Kazakhstani users for both
personal and commercial purposes.

TikTok Social Network

Chinese social network TikTok has become the most popular social network in
Kazakhstan, with the number of active TikTok users in the country reaching 10 million
in 2024; about 60% of Kazakhstani users are young people aged 16 to 24.%’

TikTok has an official representative office in Kazakhstan, opened in 2023.
Kazakhstan's legislation regulating the activities of digital platforms and online
advertising requires that owners of online platforms, the average daily access to
which during the month is more than 100,000 users located in the Kazakhstani
territory, appoint their legal representative to interact with regulators in accordance
with the legal requirements of Kazakhstan.3® TikTok's representative office in
Kazakhstan actively cooperates with authorized bodies; in the Q1 2025 alone, more
than 1,4 million videos were removed in Kazakhstan for violating Community
Guidelines. The company emphasizes that 99% of them were removed proactively,
before users complained about inappropriate content. For the whole of 2024, about
6,5 million videos were removed on TikTok in Kazakhstan. The main reason for
removing videos is the spread of hate speech, pornography, calls for suicide, and
other inappropriate content. TikTok indicates that 87% of the total volume of
removed content was removed through automatic moderation technologies.*
Thus, TikTok officially admits that it censors content using automatic moderation
technologies. There is no publicly available information on the number of contested

cases of content removal and the consequences of resolving such disputes. In

¥ Check-point.kz Kazakhstani online information portal, Kazakhstani youth choose
TikTok, 06.08.2024

% Law of the Republic of Kazakhstan dated July 10, 2023 No. 18-VIII 3PK About
online platforms and online advertising

*¥ TikTok website, TikTok Community Safety: The platform removed 1.4 million
videos in Kazakhstan in the first quarter of 2025, 17.07.2025
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general, censoring content using automated moderation systems is a controversial
concept, but the use of such moderation is supported by TikTok globally: in the Q1
2025, more than 211 million videos were removed from TikTok worldwide due to
violation of community rules, and about 99% of video content was removed
proactively. However, despite the work of the Kazakhstan representative office of
TikTok, and the presence of systems for moderating unwanted content, the Kazakh
authorities from time to time announce the possibility of banning the platform in
Kazakhstan.0

Kazakhstan is a country where public debates about blocking or restricting the use
of TikTok regularly arise in the public space. Thus, in the winter of 2025, Majilis
Deputy Zhanarbek Ashimzhanov proposed restricting access to TikTok for minors in
Kazakhstan;*' earlier, in the fall of 2024, Senate Deputy Gennady Shipovskikh made
a similar call.*> However, TikTok is not restricted or blocked in Kazakhstan, unlike
most neighboring countries.*

Temu (Pinduoduo) Marketplace

The Chinese marketplace Temu, which is an online store of the e-commerce
company PDD Holdings (Pinduoduo), is actively operating in Kazakhstan. Temu,
legally, is an international company registered in the Cayman Islands, but is
positioned as a company trading Chinese goods directly from China. In China itself,

the company operates through the internal marketplace Pinduoduo?4.

4 Central Asian Bureau for Analytical Reporting, a project of the Institute For War &
Peace Reporting, Fariza Ospan, Kazakhstan Discusses TikTok Blocking. What Is The
Risk For Other Social Media? 08.05.2024

“ Tengrinews.kz information portal, Aruzhan Daribay, "Like an atomic bomb." A
deputy proposed restricting TikTok in Kazakhstan, 19.02.2025

“ Tengrinews.kz information portal, Azamat Syzdykbayev, A deputy has demanded
that TikTok be blocked in Kazakhstan, 03.10.2024

“ Tengrinews.kz information portal, Which countries have banned TikTok?
20.01.2025

44 Forbes Media LLC, Conor Murray, What to Know About Temu, 17.02.2023
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According to Netpeak Kazakhstan, the Temu app averaged 130,000 to 150,000
downloads per month during Q1 2025.4 In order to make purchases on the
marketplace, Kazakhstani users must provide their personal data - region, residential
address, telephone number, full name, and Individual Identification Number (IIN).4¢
According to the Personal Data Processing Policy, in addition to this data, user must
also provide an email address.*” When installing a mobile application, it requests
many permissions, including access to the camera, microphone, contacts and other
functions of the device, including geolocation, device data, IP address and interaction
with other users. If the user refuses to provide data, the marketplace is unavailable
(No Data No Service). In accordance with the Payment Policy, the marketplace does
not collect bank card data and uses a third-party secure service Robokassa, which
does not transfer bank card data to the online store or third parties.

The company’s business model is based on advertising in social media. Temu
encourages the creation of its communities in social networks; users who repost ads
receive certain privileges in additional discounts, participation in competitions, and
attract new users with their “success stories with Temu”. The marketplace buys large
volumes of advertising traffic in social networks to occupy the highest positions in
the search results of Google, Yandex and other search engines in Kazakhstan. Such
an aggressive approach to advertising the marketplace, coupled with low prices of
the products sold, creates certain competitive advantages, and is the subject of
criticism from Kazakhstani e-commerce experts. Temu uses the same approach in all
markets where the marketplace is present, including the US and Europe.*,

The quality of the products and the use of intellectual property also leave a lot of
questions. According to the US-China Economic and Security Review Commission

(USCQ), “Temu’s lack of affiliation with established brands has brought concerns of

#Tribune.kz, a website of Central Asian Advertising Association, What mobile apps
did Kazakhstanis install in the first quarter of 2025, 17.07.2025
4 Website of Temu marketplace

47 Privacy Policy of Temu marketplace
8 Profit Online news portal, Temu - on topic or not? 14.02.2025
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product quality as well as accusations of copyright infringement.” The marketplace
does not check the quality and compliance of the products sold, uses forced labor in
supply chains, and neglects the security of customer data.*

Temu's operations in Kazakhstan have also been criticized for being unregulated and
lacking an official representative. The website temu.com.kz is registered to a private
individual and can be removed at any time;>° 92 more sites are registered on the
server's IP address.”' In addition, the site is not registered and does not pay taxes.
There are no publicly available statistics on the marketplace’s sales volumes in
Kazakhstan, but judging by the aggressive advertising and app download statistics,
Temu is one of the most popular marketplaces. The low price of the goods presented
on the marketplace plays a major role and attracts Kazakhstani consumers; they
often do not pay attention to problems with the security of personal data, counterfeit
use of brands and overly aggressive advertising.

Thus, Chinese influence at the application layer in Kazakhstan is growing, despite the
existing problems. The most popular public apps are TikTok and Temu, whose
audiences are constantly growing and have already made them leaders in the social
media and e-commerce app market. It should be noted that Chinese app market
leaders, such as WeChat, Baidu, QQ, etc, almost not represented in Kazakhstan.
Content layer

The content layer covers the promotion of messages and narratives in the digital
environment by the Chinese government and state-affiliated and state-supported
media outlets, with the aim of improving China’s image around the world.

Traditional media

4 |ssue brief by the research staff of US-China Economic and Security Review
Commission, Nicholas Kaufman, Shein, Temu, and Chinese e-Commerce: Data
Risks, Sourcing Violations, and Trade Loopholes, 14.04.2023

*Whols domain check portal, Whois Record for Temu.com.kz

> DomainTools Reverse IP Lookup, 213.130.74.19 Reverse IP Lookup
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There are Chinese media outlets in Kazakhstan, including news agencies, TV channels
and print media covering events in China and bilateral relations. However, their
number and coverage are relatively limited. For example, some TV channels (CGTN,
CCTV and others) are included in cable operators’ broadcasting networks, but are not
included in basic packages. News agencies, such as Xinhua, have offices in
Kazakhstan and mainly cover events that take place within the framework of Kazakh-
Chinese cooperation and domestic Chinese topics.

Chinese media attach great importance to collaboration with local media, and are
often participants in joint media projects. For example, in June 2025, the Xinhua
agency initiated and held the China-Central Asia News Agency Forum, in which
participated representatives of the state-owned media agencies from Central Asia.
Speaking at the forum, Fu Hua, Director General of Xinhua News Agency, said, “China
and Central Asian news agencies have the responsibility to spread the Central Asia-
China Spirit and jointly tell the stories of China-Central Asia cooperation, promote
China-Central Asia people-to-people exchanges and mutual learning between
civilizations, advance innovation and cooperation in media technology, deepen
exchanges and cooperation between news agencies, and contribute to promoting
the building of a community with a shared future for China and Central Asia.”>? The
CGTN (China Global Television Network) television channel and the Kazakhstani
state-owned Silk Way television channel, launched a joint long-term project in 2024
to strengthen friendship and cooperation between the countries.>® As part of this
joint project, a number of events will be organized in 2025, including televised

debates, joint news broadcasts, joint press tours, etc.>* In addition to the Silk Way TV

2 Xinhua News Agency, The China-Central Asia News Agency Forum was held in
Astana, 22.06.2022

>3 Television and Radio Complex of the Presidential Administration of the Republic
of Kazakhstan, Silk Way TV and China Global Television Network (CGTN) have
launched a joint project, 01.07.2024

> International Information Agency "Kazinform", Muratbek Makulbekov, Silk Way
and CGTN: International TV project to air in Kazakhstan and China, 16.06.2025
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channel, the collaboration also includes the Kazakh Atameken Business TV channel,
which belongs to the Atameken National Chamber of Entrepreneurs. Thus, in
addition to state-owned media, Kazakh private TV channels are also ready to
collaborate with Chinese media and promote the agenda of Kazakh-Chinese
cooperation.®

Social Media

The presence of Chinese media in social networks and Telegram channels in
Kazakhstan is relatively small. For example, the Xinhua agency has a profile on
Facebook, but only about 14,000 subscribers, which is a small number for a news
portal. The content promoted by the account includes news, photos and videos, and
contains information about cooperation between China and countries included in
the BRI initiative.>®

Among Telegram channels, it is worth noting the work of the Kazakhstani channel AB
Silk Way, which has about 4,000 subscribers. The channel belongs to the Atameken
Business TV channel. The channel initially, in 2023, had about 50% of the content in
Russian, and 50% in Kazakh, currently almost 100% of the channel's content is in
Kazakh. The channel provides positive information about China, including both
economic and cultural news, and is aimed at creating a positive image of China for
the Kazakh-speaking audience.>’

An example of an analytical Telegram channel is the channel of the Kazakh sinologist
Adil Kaukenov about China in Central Asia and around the world, “Notes of a Kazakh
Sinologist”. *® The channel has about 5,000 subscribers. The channel publishes
analytical materials on a wide range of topics of Kazakh-Chinese cooperation. The

owner of the channel, Sinologist Adil Kaukenov, is the head of the Scientific and

> Media Holding Atameken Business, Sayan Abayev, The best Chinese programs
and films are shown in Kazakhstan, 03.07.2024
% Xinhua News Facebook account

>7 Atameken Business Telegram Channel
58 Adil Kaukenov Telegram Channel
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Educational Center “Belt and Road”, opened under the auspices of the Institute of
Philosophy, Political Science and Religious Studies. The publications are in Russian.
Currently, the number of publications about China and news related to Chinese
initiatives is increasing, and their tone is invariably positive. The growth of content
on Kazakh-Chinese cooperation is recorded both in traditional and social media. This
indicates an increase in interest in information about China, and leads to positive
changes in the perception of Kazakh-Chinese cooperation in Kazakh society.
Internet Governance layer

The Internet Governance layer examines international agreements related to the
digitalization of Kazakhstan with the participation of Chinese partners, as well as
initiatives of the largest Chinese technology companies that influence the legal
environment and form, or significantly influence, the rules of the game for the
development of internet in Kazakhstan. In addition, this layer also considers Kazakh-
Chinese initiatives in the educational sphere, concerning the improvement of the
quality of human capital in Kazakhstan, which is necessary for further digitalization.
Second China-Central Asia Summit

The second China-Central Asia Summit, held on June 17, 2025 in Astana, brought
together the leaders of China and the five Central Asian states, built on the
agreements reached during the first meeting in Xi'an, China, in May 2023. The
summit aimed to deepen economic, security and cultural cooperation, and
institutionalize and strengthen the China-Central Asia mechanism as a platform for
mutually beneficial economic cooperation and regional stability.>?

During the summit, the speech of Chairman Xi Jinping also voiced the prospects for
digital cooperation between the Central Asian countries and China: “We are ready to
share development experience and the latest technological achievements with the
Central Asian states, promote digital infrastructure communications, expand

cooperation in the field of artificial intelligence, and cultivate productive forces of a

¥ News Central Asia, Report - Second China-Central Asia Summit, 18.06.2025




@ CENTRAL ASIAN
POLICY STUDIES
new quality.” ®© Thus, China confirms its participation in the digitalization of
Kazakhstan and expresses its readiness to cooperate in this area in the future.

At the summit, a wide range of documents were signed on cooperation between
Kazakhstan and China in various economic spheres. In particular, a Memorandum
was signed between Samruk-Kazyna JSC and Huawei Kazakhstan on cooperation in
the field of digital transformation of energy and cybersecurity. The memorandum
includes a number of key areas of cooperation, including the development and
implementation of digital platforms and cloud solutions, the creation and
development of 5G networks and smart cities, support for educational initiatives
aimed at developing skills in the field of digital technologies.®' Also, a Memorandum
of Understanding was signed between the Ministry of Energy and Huawei
Technologies Kazakhstan, aimed at the digital transformation of the energy sector
and strengthening its cybersecurity. The document provides for the implementation
of joint innovative projects on digitalization in the oil and gas, mining and electric
power industries of Kazakhstan, using Al and big data technologies to improve
energy efficiency, environmental friendliness and reliability of the energy system.52
Adopted at the Summit the Astana Declaration also includes provisions important
for Internet governance. This concerns both strengthening cybersecurity in the face
of new threats, and the regular exchange of information for support the
development of a peaceful, open, secure, cooperative and orderly cyberspace within
the framework of the Global Data Security Initiative.%3

Speaking at the summit, President of Kazakhstan K-Zh. Tokayev emphasized

Kazakhstan's interest in implementing joint projects with China in the field of artificial

% CGTN web portal, Xi Jinping's keynote speech at the 2nd China-Central Asia

Summit, 17.06.2025

" Huawei Technologies Co., Ltd, Huawei and Samruk-Kazyna signed a memorandum of
understanding on digital transformation, 19.06.2025

62 |CT Magazine, The Ministry of Energy of Kazakhstan and Huawei signed a
memorandum on digitalization of the energy sector, 25.06.2025

6 Xinhua News Agency, Astana Declaration of the Second Central Asia-China
Summit, 18.06.2025
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intelligence: “China’s impressive achievements in the development of cosmonautics
and quantum technologies have confirmed its status as a global technological power.
Therefore, Kazakhstan is interested in implementing joint projects in the field of
artificial intelligence, biotechnology, quantum computing, as well as in the creation
of research centers and technologies.” The President also announced the opening of
the Alem Al artificial intelligence center in Astana in the fall of 2025 on the basis of
Astana Hub, and invited foreign partners to cooperate: “We propose using the Astana
Hub platform to promote smart innovations within the framework of the Central
Asia-China format. All foreign partners could also take part in this promising
project.”®4

China’s Digital Education Initiatives

Chinese educational initiatives can be roughly divided into two main categories. First,
these are Chinese state educational initiatives, including Confucius Institutes, Lu Ban
Workshops, and the activities of Kazakh branches of Chinese universities in
Kazakhstan. Secondly, there are schools, trainings and workshops initiated by
Chinese tech companies such as Huawei and TikTok, which help users and experts
to effectively use these companies’ products.

Currently, there are five Confucius Institutes in Kazakhstan: Astana (based on the
Eurasian National University), Aimaty (based on the Kazakh National University and
the Kazakh University of International Relations and World Languages), Karaganda
(based on the Karaganda State Technical University) and Aktobe (based on the
Aktobe State Pedagogical Institute). Students who attend classes at Confucius
Institutes have the opportunity to participate in exchange programs with Chinese
universities and subsequently get jobs in Chinese companies, including technology
companies.

Lu Ban's workshops are educational institutions at universities where students gain

practical knowledge in the technical field by working with Chinese machines on

8 |nternational Information Agency "Kazinform", Karina Kuschanova, Kazakhstan is
interested in joint Al projects with China, 17.06.2025
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Chinese equipment. The first Lu Ban workshop opened in 2023 at the East
Kazakhstan Technical University in Ust-Kamenogorsk, and specializes in training
specialists in the repair and maintenance of Chinese electric vehicles, hybrid vehicles,
and the use of artificial intelligence in car control and traffic management.®> Lu Ban’s
second workshop will be opened in Astana at the Eurasian National University in fall
2025. It is planned that the main focus of the workshop will be the development of
human resources in the field of digital technologies and Al.®®

Chinese universities are opening their branches in collaboration with Kazakh
universities. The first example of such collaboration is the opening of a branch of the
Northwestern Polytechnical University of China at the Kazakh National University in
2023; the branch trains students from Kazakhstan and Central Asia in bachelor’s and
master's programs in engineering, electronic science and technology, IT, etc.®’ In
2024, a branch of Beijing Language and Culture University (BLCU) opened in Astana
in cooperation with Astana International University (AlU). In 2025, the Atyrau
University of Oil and Gas officially opened the Chinese Jingshi Institute (specializing
in petroleum engineering technologies), which trains highly qualified specialists in oil
and gas.%8

Chinese technology companies are also actively involved in training Kazakhstani
personnel for the IT sector. For example, Huawei Technologies is developing a
network of ICT Academies throughout Kazakhstan to train students in technical

specialties and support domestic personnel, as part of the state strategy to train

% International Academy of Cultural and Economic Cooperation "New Silk Road", Lu
Ban's workshop in Kazakhstan

% Website of Eurasian National University, Lu Ban Workshop to be established at
ENU, 22.11.2024

67 State Electronic Government Portal eGov, A branch of the Chinese University will
open at KazNU, 18.05.2023

¢ Website of Atyrau Oil and Gas University, Strategic agreement with Liaoning
University of Petroleum and Chemical Technology
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100,000 Kazakhstani IT specialists by 2025.%° In addition to Huawei ICT Academies,
the company is also developing other educational projects. For example, since 2008,
the Seeds of the Future program for the development of young talents has been
operating around the world. In Kazakhstan, in 2021, 30 students from 7 leading
universities in the country participated in it.”°

TikTok is also actively involved in educational and outreach activities in Kazakhstan.
TikTok has opened a Startup Academy at the Astana Hub platform, where it plans to
train users and entrepreneurs who want to use TikTok to develop their startups.”’ In
2022, TikTok organized the TikTok Film Academy competition, in which users tried to
participate in the filming of short feature films,”2 the Learn on TikTok competition,
where contestants make short popular science films, and other similar
competitions.”?

In addition to educational events, Chinese IT companies actively organize their own
IT events, for example, the annual Huawei Partner Conference in 2025 brought
together more than 200 IT industry specialists and business partners.’* Huawei,
Hikvision, CITIC Group, TikTok and other Chinese companies act as co-sponsors of
major IT events in Kazakhstan, such as Digital Bridge, which brings together a large
number of IT specialists not only from Kazakhstan, but also from the entire Central
Asian region.

Thus, cooperation with China in the digital sphere has a serious impact on Internet

governance in Kazakhstan. Taking into account all the memorandums already

% Huawei Technologies Co., Ltd. Kazakhstani students won three prizes at the
Huawei ICT Competition 2024-2025 international finals in China, 27.05.2025

" Tengrinews.kz information portal, New directions for digital development offered
by Huawei in Kazakhstan, 03.11.2021

7t Astana Hub, TikTok Startup Academy

2 Blue Screen Technological Media Portal, TikTok launches a competition with the
support of leading Kazakh filmmakers, 09.11.2022

73 Profit Online news portal, TikTok launches "Learn on TikTok Kazakhstan" initiative,

25.05.2022
"4 Huawei Technologies Co., Ltd. Huawei Partners Conference 2025
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concluded, it is clear that the influence of Chinese technologies and Chinese
approaches to digitalization, including Al regulations, will increase. The conclusion of
memorandums and agreements forms the technological environment and
contributes to changes in legislation and law enforcement practices. The large
number of students and young professionals who have received technical education
through Chinese educational initiatives also influence the technological environment
of Kazakhstan, bringing and integrating Chinese approaches and standards.
Conclusion

Kazakh-Chinese cooperation in the digital environment is developing at record high
rates at all layers of the Digital Stack. Chinese companies are actively involved in the
construction of Kazakhstan's digital infrastructure, Chinese vendors are steadily
increasing sales of consumer and business electronics, Chinese applications are
actively used by Kazakhstani users, the amount of positive content related to China
is increasing, and a favorable environment is being created for the development of
the Internet using Chinese technologies, including Al, cloud services and big data
tools.

Such deep involvement of Chinese companies in the digitalization of Kazakhstan is
due not only to a large number of intergovernmental agreements and a favorable
business climate for Chinese companies in Kazakhstan. The new geopolitical reality,
including the consequences of COVID 19 pandemic, the war in Ukraine and the
Middle East, serious obstacles to international shipping, make the Middle Corridor
increasingly important for world trade. China's role in the development of this
corridor has always been key, as has Kazakhstan's participation in its implementation.
In addition, disruptions to the international supply chain caused by geopolitical
changes have played into the hands of Chinese high-tech equipment manufacturers,
since China'’s logistics to Central Asian countries and Kazakhstan are not affected by
these changes. The cost of Chinese technological solutions was previously relatively
low, but now the prices of competitors - companies from the USA and Europe - have

increased even more due to difficulties with logistics. Thus, this situation benefits
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both Kazakhstan, which can relatively inexpensively expand its digital infrastructure
and ensure digitalization, and Chinese companies, which do not experience
competitive pressure from other manufacturers. All these factors contribute to
further strengthening of cooperation between Kazakhstan and China in the field of
digitalization.

However, this situation, in addition to obvious advantages, also carries certain risks
and threats. As for the risks for the infrastructure and the device layers, Kazakhstan
does not have its own production of electronic components and optical fiber, does
not produce or localize on its territory the production of full-cycle electronic devices,
does not produce microchips and other electronic devices necessary for
digitalization. This seriously limits the participation of Kazakhstani companies in
electronic equipment supplies for digitalization needs. Those Kazakhstani companies
that produce computers in Kazakhstan (LogiCom, ALSI, etc.) actually carry out large-
unit assembly from completely imported components, and are dependent on the
supply of these components; the vendors of these components are predominantly
Chinese companies, which further increases the dependence of the Kazakhstani
market on Chinese suppliers.”

In terms of the layer of programs and applications, Kazakhstan has shown some
progress. Thus, in the UN E-Government Rating in 20247 the country took 24th place,
moving up 4 positions compared to the previous 2022 ranking.”” This rating focuses
more on software for government services eGov and related platforms, and it does
not cover the broad consumer market. Kazakhstani IT company BTS Digital, the

affiliate of mining company ERG, has developed its own messenger, Aitu, but it is not

7> Russia and China in Central Asia’s Technology Stack: An analysis of Kazakhstan,
Kyrgyzstan and Uzbekistan by

Dylan Welch, 05.06.2025

76 UN E-Government Survey 2024 Accelerating Digital Transformation for
Sustainable Development

77 State Electronic Government Portal eGov, Kazakhstan ranked 24th in the UN e-
government global ranking, 18.09.2024
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popular among users. The Kazakh authorities are now forcing state bodies to use
this messenger, citing its “high level of security.””® It is obvious that Kazakhstani users
prefer widely known products that allow global communication and have a large
number of services, but in Kazakhstan there are objectively no opportunities for the
development and distribution of such products. Therefore, dependence on
international platforms, including Russian and Chinese ones, remains.

At the content level, the prevalence of positive news and messages can also play a
cruel joke on Kazakhstani consumers. The absence of criticism quietly turns into a
ban on criticism: many reports of poor quality or design flaws in Chinese machines,
equipment, components, etc. are kept under wraps. The desire to create a positive
image of China and to muffle critical statements, which is de facto state policy in
Kazakhstan, unties hands for the use of repression against critics, using the available
tools, including initiating cases for disseminating false information.

All these factors cannot but have a negative impact on Internet governance. The
established dominance of China at the levels of infrastructure, devices and
applications, and rapid growth at the level of content, critically affect the digital
environment and dictate changes that adapt the digital environment to Chinese
requirements. Legislative restrictions imposed on freedom of expression lead to self-
censorship, de facto existing censorship strengthens restrictions, which leads to less
freedom and limits development. Thus, to the already existing negative factors -
geographical remoteness, weak infrastructure, no access to the sea, low population
density, and, as a result, a small domestic market - are added artificial restrictions on
freedom of speech, expression, and exchange of information, hindering the
development of an industry that is developing dynamically in other regions of the
world. The associated technological lag and increasing dependence on Chinese
suppliers lead to dependence in the sphere of Internet governance, which can be

overcome by broad diversification of the market of equipment and software vendors,

8 Tengrinews.kz information portal, Alina Shashkina, The Kazakh government will
switch to a national messenger, 11.08.2025
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which will not allow any one country to become the main supplier of technological
solutions. And, if a multi-vector approach is applied in Kazakhstan's foreign policy,
the same approach should be applied to the country’s technological development.
Good-neighborly relations and developing technological cooperation between
Kazakhstan and China should not lead to Kazakhstan’s technological dependence on
China.

Recommendations

For Infrastructure and Device Layers

It is essential to continue collaborating with Chinese and other international partners
to strengthen and develop Kazakhstan's digital infrastructure, shifting focus to
domestic production of electronic components for Kazakhstan’s digitalization needs.
Strategic areas of domestic production should include the creation of high-cycle
silicon processing plants for the production of domestic semiconductor products, the
production of fiber-optic cables, and the acquisition of licenses for the production of
electronic equipment in Kazakhstan, which will ultimately allow us to avoid
technological dependence on foreign manufacturers.

For Application Layer

It is necessary to continue developing and implementing domestic software, both for
general civilian and specialized tasks, and to utilize existing international experience,
including Chinese experience, to promote domestic applications both domestically
and abroad.

For Content Layer

Continue and deepen efforts to disseminate information about technological
advances, emphasizing domestic developments, success stories, and the promotion
of Kazakhstani digital products, including those using Al technologies. Promoting
Kazakhstan's technological achievements should become one of Kazakhstani soft
power tools, fostering a positive image of the country and attracting investment into
the economy.

For Internet Governance Layer
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It is necessary to continue efforts to improve the quality of human capital for
digitalization and create conditions for internet development. This includes creating
special tax regimes for manufacturers of hardware and software, ensuring maximum
favorable conditions for domestic manufacturers in public procurement of hardware
and software, as well as requirements to protect the rights and interests of citizens,
including the right to privacy and the protection of personal and biometric data when

using programs and gadgets. The harmonious development of the Internet industry

should become one of the priorities of the country's state policy.
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Aida Kumarbayeva, Nazarbayev University

Abstract

This report examines the scope, dynamics, and implications of technological and digital
cooperation between China and Central Asian states, with a particular focus on
Kazakhstan, Uzbekistan, and Kyrgyzstan. Framed within the development of China’s
Digital Silk Road under the Belt and Road Initiative, the study explores how digital
partnerships have expanded across key sectors, including telecommunications
infrastructure, e-governance, smart city systems, and emerging technologies such as
artificial intelligence.

Adopting a qualitative methodology combining documentary analysis, content analysis,
and comparative case studies, the research identifies both the opportunities and
challenges associated with this cooperation. On the one hand, Chinese investments and
technologies provide Central Asian countries with cost-effective solutions to accelerate
digital transformation, enhance connectivity, and modernize governance. On the other
hand, these partnerships raise significant concerns related to data security, technological
dependency, regulatory capacity, and digital sovereignty.

The findings highlight uneven levels of digital development across the region, with
Kazakhstan emerging as a frontrunner, Uzbekistan demonstrating rapid advancement
alongside growing reliance on Chinese infrastructure, and Kyrgyzstan progressing more
gradually. The report concludes that while digital cooperation offers substantial
developmental benefits, its long-term sustainability will depend on the ability of Central
Asian states to strengthen institutional frameworks, diversify technological partnerships,
and ensure that digital transformation aligns with broader societal and governance
objectives.
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Methodology

This study will adopt a qualitative research approach to explore the nature, scope,
and implications of technological and digital cooperation between China and
Central Asian countries. It will rely on documentary analysis of official policy
papers, cooperation agreements, national digital strategies, and reports.

To examine the narratives, priorities, and framing of cooperation, the research
will employ content analysis of media reports, speeches, and public
communications.

Additionally, a comparative case study method will be used to analyze Kazakhstan,
Uzbekistan and Kyrgyzstan as primary examples, given their more advanced
digital engagements with China.

To evaluate the impact of cooperation, the study will apply a result-chain model,
linking inputs to outputs, outcomes, and potential long-term impacts.

The study will also incorporate a semi-structured interview with an expert in the
field of digital cooperation between China and Central Asia. This interview will
provide valuable, in-depth insights into the motivations, challenges, and
perspectives surrounding technological and digital cooperation, complementing
the documentary and media analyses.

Introduction

In recent years, Chinese technology has made significant inroads into digital and
technological sectors throughout Central Asia. The launch of the Belt and Road
Initiative (BRI) by President Xi Jinping in 2013 marked a pivotal moment in the
relationship between China and Central Asia. In 2015, the Digital Silk Road (DSR)
was introduced as a vital component of the BRI, emphasizing the development of
a shared digital future.

Central Asian countries, including Kazakhstan, Kyrgyzstan, and Uzbekistan, have
increasingly relied on Chinese ICT companies to build extensive digital
infrastructure projects, such as Safe City initiatives that use facial recognition,
biometric technologies, and centralized management systems. At the same time,
these governments have launched national digitalization strategies aimed at
modernizing their economies and improving governance frameworks. Notable
examples are Kazakhstan's 2023-2029 digital transformation strategy,
Uzbekistan’s "Digital Uzbekistan 2030," and Kyrgyzstan’s "Digital Kyrgyzstan 2024-
2028" program. These efforts, alongside China's growing digital influence, provide
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a crucial context for investigating the interplay of technology, governance, and
international cooperation in Central Asia.

This research aims to investigate the scope, dynamics, and impacts of
technological and digital collaboration between China and Central Asian states.
The specific objectives are to identify key areas of digital and technological
partnership and analyze the motivating opportunities and challenges of such
cooperation.

Literature Review

The advancing technological and digital collaboration between China and Central
Asia has increasingly become a focus of academic research, highlighting a
multifaceted relationship influenced by economic, political, and security
considerations. Researchers stress the intricate nature of this dynamic and
explore how China’s strategic digital goals align with the needs and developmental
challenges of Central Asian countries.

A key element of China’s digital involvement in the region is the Digital Silk Road
(DSR), which forms part of the wider Belt and Road Initiative (BRI). Yang and Jiang
(2015) identify the roots of the DSR in China’s awareness of the economic and
political opportunities presented by the digital domain. Expanding on this, Ly
(2020) contends that the DSR embodies China's goal to influence global
technological standards, especially in fields like 5G, artificial intelligence (Al), and
e-commerce platforms.

Building on these theoretical discussions, empirical studies provide insights into
the goals and execution of the Digital Silk Road (DSR). The World Bank (2020) notes
that the DSR aims to expand broadband access, implement 5G technology, update
broadcasting infrastructure, and develop large-scale data centers. These
initiatives are designed to strengthen regional digital capabilities and promote
synchronized digital development strategies. Knight (2014) supports this
perspective by highlighting the DSR’s potential to reduce economic inequalities
and stimulate growth. He suggests that creating an integrated digital ecosystem
could help Central Asian nations resolve conflicts and establish conditions
conducive to economic collaboration. However, he warns that realizing this
potential requires coordinated, people-focused planning that develops digital
skills and guarantees fair access.

Other researchers emphasize the political and security aspects of digital
collaboration. Sukhanin (2021) examines the bilateral ties between China and
Central Asian countries, especially Kazakhstan and Uzbekistan, concentrating on
surveillance technologies and cybersecurity. His study highlights the political and
security implications of digital cooperation, drawing attention to the crucial role
played by Chinese ICT companies in extending China’s digital presence
throughout the region.
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Complementing the security-focused viewpoint, other studies emphasize
digitalization’s potential to promote regional collaboration. Kassenova and
Duprey (2021) view digital technologies as instruments to strengthen multilateral
efforts addressing cross-border issues like climate change and migration. This
aligns with Gabarré (2020), who supports establishing a common digital space in
Central Asia through institutional, legal, regulatory, and investment measures. He
highlights the crucial role of public-private partnerships, shared infrastructure,
and international cooperation in bridging connectivity gaps and enhancing overall
welfare.

From a developmental perspective, the conceptual shift from digitalization to
digital transformation is essential to understanding the trajectory of China-
Central Asia cooperation. While digitalization has focused on improving business
operations, digital transformation represents a broader paradigm characterized
by disruptive technologies such as Al, the Internet of Things (loT), and expansive
digital networks.

The region is presently in the initial phase of this digital transformation. According
to Zakiyeva (2021), Central Asian nations vary in their speed of digital progress,
with Kazakhstan standing out as a regional frontrunner, while countries like
Kyrgyzstan and Uzbekistan continue to develop their basic digital infrastructure.
Disruptive technologies are altering competitiveness, governance, and economic
development, and the extent to which states can capitalize on these changes
depends not only on infrastructure but also on institutional capabilities and the
quality of human capital.

The COVID-19 pandemic has further accelerated this transition, opening up new
areas for cooperation. Liyun (2022) observes that collaboration has expanded
beyond economic and energy sectors to include digital health, epidemic control,
the mutual recognition of health codes, and joint public health research. Similarly,
the International Monetary Fund and World Bank emphasize that regional
integration through shared digital platforms and cross-border data sharing is
essential for tackling global challenges and promoting sustainable development.
Tazhiyev (2021) highlights that these approaches could help Central Asian
countries overcome stagnation and advance in economic, political, and
sociocultural fields by enabling more intelligent governance and improved service
delivery.

Building on emerging trends, Rezapour (2025) offers important perspectives on
China’s comprehensive digital strategy, especially regarding artificial intelligence
(Al). She points out China’s goal to achieve global leadership by combining Al with
other transformative technologies and integrating them into its overseas
investments. Zakiyeva (2021) emphasizes that improving digital connectivity is
essential for boosting competitiveness and fostering inclusive growth. The Digital
Silk Road'’s five strategic objectives—resolving industrial overcapacity, supporting
the global expansion of Chinese technology companies, promoting the
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international use of the renminbi, developing China-centered infrastructure, and
advancing globalization driven by cyberspace—illustrate China's broader
ambitions to lead global digital development. Cheney (2019) further highlights this
cooperation as not only a diplomatic instrument but also a domestic strategy for
China to secure its status as a top technological power.

China’s increasing focus on digital partnerships mirrors its broader industrial shift.
Tukumov (2023) points to the alighnment between Chinese investments and global
trends in Al, electric vehicles, and mobile technologies. He observes that domestic
industrial growth, fueled by supportive policies and tax incentives, has
strengthened China'’s international role, especially through high-tech exports like
Al-powered solutions and vehicles gaining global traction.

However, the implementation of digital transformation strategies in the region is
not without tension. The DSR is expected to manifest differently across national
contexts, depending on infrastructure, political will, and existing digital
ecosystems (Radjabovich 2025). Understanding the DSR, therefore, requires a
nuanced analysis of how Chinese investments intersect with local needs,
regulatory frameworks, and development priorities.

Concerns about data governance and state surveillance further complicate this
picture. Bokhoronov and Bekturganov (2023) examine Chinese technology
companies in Kazakhstan and Uzbekistan, highlighting risks arising from these
firms’ access to sensitive user data and questioning the regulatory capacity of host
countries. Their findings underscore the need for stronger oversight at national,
regional, and international levels to safeguard privacy and uphold digital rights.
These concerns resonate with Gussarova's (2021) critique of Kazakhstan’s
digitalization strategy. She argues that it places disproportionate emphasis on ICT
performance metrics—such as e-government indices and Smart City rankings—
while neglecting societal, cultural, and ethical dimensions of transformation.
Moreover, Kazakhstan's reliance on foreign technology and expertise, particularly
from China, limits its autonomy in shaping long-term digital policies aligned with
public interests.

At the governance level, Yang and Ping (2021) emphasize that for the DSR to
advance effectively, China and Kazakhstan must jointly establish standards in
areas such as e-commerce payments, customs electronic ports, tax regulation,
and data flow security. Yet both countries still lack clear and unified coordination
mechanisms in these domains, which creates obstacles to cross-border trade and
investment. Liyun (2022) similarly observes that the pace of regulatory
development in the digital economy lags behind the rapid globalization of digital
activities, creating a structural imbalance between technological innovation and
institutional adaptation.

Finally, Gao (2022) cautions that while the DSR holds considerable promise, it
must navigate the contested terrain of digital geopolitics, where issues of data
privacy, technological sovereignty, and dependence on China remain unresolved.
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Taken together, the scholarly debate underscores that the trajectory of China-
Central Asia digital cooperation will hinge not only on infrastructure investments
and market expansion but also on the ability of both sides to develop robust
institutional frameworks, safeguard digital rights, and ensure that digital
transformation serves broader developmental and societal goals.

Institutional, legal, and capacity readiness prerequisites for digital
and technological cooperation in central Asia

The growing emphasis on the digitalization of national economies and public
administration systems in Central Asian countries has created a strategic
opportunity for China to strengthen its position within these markets. This
development aligns closely with Beijing's broader geopolitical and economic
ambitions, particularly in securing roles for Chinese technology companies in the
region. Xi Jinping, China's current leader, had already begun articulating these
priorities when he launched the Belt and Road Initiative (BRI) at Nazarbayev
University in Astana, Kazakhstan, in September 2013 (Vlast.kz 2023).

Within this broader framework, the Digital Silk Road (DSR) emerged in 2015 as the
BRI's dedicated digital component (International Institute for Strategic Studies
2022). Officially introduced by Xi Jinping at the first Belt and Road Forum in 2017,
the DSR was presented as a cooperative platform designed to advance digital
infrastructure, encompassing big data technologies, cloud computing, cross-
border e-commerce, and smart city projects. The initiative has been welcomed by
Central Asian leaders, many of whom view it as a source of essential investment
for upgrading digital capabilities and modernizing information technology sectors.
Over the last decade, governments in the region have introduced ambitious
national strategies to accelerate digital transformation. Kazakhstan'’s first major
digitalization plan, Information Kazakhstan, was launched in 2013, followed by the
more comprehensive “Digital Kazakhstan” initiative in 2018. Kyrgyzstan adopted
its Digital Transformation plan in 2019, while Uzbekistan unveiled its national
digital strategy, “Digital Uzbekistan - 2030,” in 2020. These programs have
contributed to significant increases in internet penetration and mobile
connectivity, while also laying the foundation for diversified, technology-driven
economies. They envision the deployment of advanced technologies such as fifth
generation (5G) telecommunications networks and artificial intelligence (Al) to
support smart applications in sectors ranging from e-commerce and logistics to
public services. In urban centers such as Almaty, Bishkek, and Tashkent, an
emerging ecosystem of startups—particularly in Fintech, Edtech, and
Healthtech—is benefiting from government-backed innovation hubs, incubation
centers, and targeted entrepreneurship support programs (Bokhoronov,
Bekturganov 2023).

Kazakhstan's digital transformation agenda has recently been codified in the
“Concept of Digital Transformation, Development of the Information and
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Communication Technology Industry, and Cybersecurity for 2023-2029,”
approved by the government on March 28, 2023. This strategic document sets out
the vision, guiding principles, and target metrics for advancing digitalization,
expanding the ICT industry, and strengthening cybersecurity. (Adilet 2023).
Kazakhstan's approach to digital development is wunderpinned by a
comprehensive legislative framework. Key laws include the Law “On
Informatization,” (Adilet 2015) the Law “On Personal Data and Their Protection,
(Adilet 2013), and the Law “On Fingerprint and Genomic Registration. (Adilet 2016).
The Law on Personal Data, enacted in 2013 and modeled closely on the European
Union’s General Data Protection Regulation (GDPR), grants individuals a range of
privacy rights. A 2016 amendment (Adilet 2016) introduced strict data localization
provisions, requiring that databases containing personal data of Kazakh citizens
be stored on servers physically located within the country. Similarly, the Law on
Informatization (2015) mandates that personal data processing be carried out
domestically.

Concerns around data privacy, surveillance, and information security have
become increasingly salient in Kazakhstan's digital transformation discourse.
Public debate has grown more active around issues of potential government
overreach, censorship, and the balance between national security and individual
rights. Recognizing these sensitivities, on March 20, 2023, the President signed a
decree approving the Information Doctrine, which sets out a framework for
developing the information sphere in ways that enhance transparency, foster
competitiveness, and promote content security (Akorda 2023).

In Uzbekistan, the “Digital Uzbekistan - 2030" Strategy forms part of the broader
“New Uzbekistan” development agenda. This strategy seeks to accelerate the
country’s digital transformation by expanding high-speed broadband coverage,
developing a robust national digital services ecosystem, and integrating ICT
solutions into both public and private sectors. Key priorities include fostering
innovation, supporting digital entrepreneurship, and modernizing governance
systems to improve transparency and efficiency. The Uzbek government has
placed particular emphasis on e-government initiatives, which aim to streamline
public administration and improve citizens’ access to government services
(Strategy.uz 2023).

A Presidential Decree has set the “Digital Government” and “Digital Region”
programs for 2023-2024 in motion. These programs comprise 300 major projects:
112 aimed at digitizing public administration processes, 51 targeting digitalization
in industrial sectors, and 137 dedicated to advancing regional digital
transformation (Khakimov 2024).

Uzbekistan’s digitalization is supported by key laws and regulations, including the
2019 Law "On Personal Data" (cis-legislation 2019) with 2021 data localization
requirements, Cabinet Resolution No. 570 (2022) on personal data processing,
Presidential Decree UP-76 (2023) setting digital development priorities like e-
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government and Al, and Resolution PP-162 (2023) focused on expanding digital
services and infrastructure. Together, these create a solid legal and strategic
foundation for Uzbekistan’s digital transformation (DLA Piper 2025).

Kyrgyzstan's path to digitalization is guided by long-term strategic visions,
including the National Development Strategy for 2018-2040 and the Concept of
Digital Transformation “Digital Kyrgyzstan 2024-2028." These documents outline
a national commitment to integrating digital technologies into economic and
social systems, with a focus on expanding ICT infrastructure, optimizing state
administrative processes, and fostering an enabling environment for digital
entrepreneurship. The government’s policy seeks to ensure that the benefits of
technological progress extend to citizens and businesses alike, promoting
inclusive growth and reducing the digital divide (Digitalgov.kg 2024).

From a legal standpoint, Kyrgyzstan's Law on Personal Data, enacted in 2008,
stipulates that state consent must be obtained before personal data is collected,
while corporations must secure state approval before transferring such data
abroad. Transfers are prohibited to countries that do not provide an “adequate
level of protection,” although the law does not clearly define the criteria for
adequacy. This creates some uncertainty for cross-border data flows, potentially
complicating international business operations and cloud service provision (DLA
Piper 2025).

Taken together, the digitalization strategies of Kazakhstan, Uzbekistan, and
Kyrgyzstan illustrate a common regional trajectory toward deeper integration of
digital technologies in governance, commerce, and daily life. While each country
has tailored its policies to its specific political and economic contexts, all three are
investing heavily in infrastructure, regulatory frameworks, and human capital to
position themselves as competitive players in the global digital economy. The
Digital Silk Road offers a platform for these ambitions to intersect with China’s
technological outreach, fostering both opportunities and challenges.
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Figure 1 - Digital Silk Road: From BRI to National Strategies in Central Asia
Source: Compiled by the author

Building on the legislative and institutional foundations, the level of digital
development in Central Asia can be further illustrated through international
indexes. The UN E-Government Development Index, which includes several key
components, highlights the progress achieved by Kazakhstan, Uzbekistan, and
Kyrgyzstan in comparison with global and regional benchmarks. In terms of the
Telecommunication Infrastructure Index, Kazakhstan performs strongest with a
score of 0.9235, significantly above both the Asian average of 0.7740 and the
global average of 0.6896. Kyrgyzstan (0.8815) and Uzbekistan (0.8769) also
surpass these averages, though they remain slightly behind Kazakhstan, pointing
to remaining challenges in areas such as broadband penetration and equitable
digital access (World Bank 2024).
2024 Telecommunication Infrastructure Index
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Figure 2 - Telecommunication Infrastructure Index (World Bank, 2024)

Kazakhstan again takes the lead in the Technology Index, scoring 0.7500, which is
well above both the world average of 0.55 and the Asian average of 0.60. This
strong performance reflects a more advanced adoption of emerging technologies,
higher R&D capabilities, and a more vibrant innovation ecosystem. Uzbekistan
follows with 0.6875, also above global and regional averages, underscoring steady
progress in digital adoption, startup development, and joint research platforms.
Kyrgyzstan, however, trails at 0.5625, only slightly above the global average but
falling short of the Asian benchmark, indicating the need for stronger investment
in technological infrastructure and innovation capacity (World Bank 2024).
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2024 Technology
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Figure 3 - Technology index (World Bank, 2024)

In the Institutional Development Index, Kazakhstan achieves a perfect score of
1.0000, the highest possible, which highlights the country’s robust policies,
governance structures, and comprehensive regulatory support for digital
transformation. Uzbekistan and Kyrgyzstan both score 0.9200, performing
strongly and surpassing global and Asian averages. These results demonstrate
significant progress in developing institutional and legal frameworks for ICT and
e-government across the region (World Bank 2024).

2024 Institutional Framework

-®- World Average == Asia Average}

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Kazakhstan
Kyrgyzstan
Uzbekistan

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Figure 4 - Institutional Framework Index (World Bank, 2024)
Additional international benchmarks confirm Kazakhstan's leading position in
digital development. The International Telecommunication Union’s ICT
Development Index assigns Kazakhstan a score of 90, followed by Uzbekistan at
86.5 and Kyrgyzstan at 85.9, suggesting a relatively high level of ICT adoption
across all three countries (ICT Development Index 2025). Huawei's Global
Digitalization Index places Kazakhstan in 58th position with a score of 33.2, while
Uzbekistan ranks 60th with 32.7; Kyrgyzstan is not included in this index (HGDI
2024). Meanwhile, in the IMD World Digital Competitiveness Ranking 2024,
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Kazakhstan is ranked 34th out of 67 countries, whereas Uzbekistan and
Kyrgyzstan are not represented (IMD 2024).

These comparative findings show that Kazakhstan consistently leads the region in
digital development, establishing itself as the digital frontrunner. Meanwhile,
Uzbekistan is closing the gap by implementing focused reforms, and although
Kyrgyzstan remains behind, it is steadily enhancing its digital capabilities.
China-Central Asia digital and technological cooperation: Case studies
of Kazakhstan, Uzbekistan and Kyrgyzstan

China and Central Asian states, particularly Kazakhstan, Uzbekistan, and
Kyrgyzstan, have significantly expanded cooperation in digitalization and
advanced technologies in recent years, creating a complex web of institutional
agreements, corporate partnerships, and infrastructure projects that tie the
region’s digital future increasingly to Chinese technology. This collaboration has
unfolded simultaneously at government-to-government, corporate, and societal
levels, blending strategic ambitions with commercial interests, and reflecting
broader geopolitical dynamics under the Digital Silk Road framework.

The digital and technological cooperation is a broad concept itself that requires
clarification and classification. The analysis shows that the direction of the digital
can be classified as digital infrastructure and connectivity, cooperation in e-
governance and cloud system development, cooperation in smart city and
surveillance systems development, innovation, research and education, as well as
cooperation in capacity building and skills training.

Kazakhstan has been at the forefront of these trends, signing a series of
memoranda and framework agreements that illustrate the scope of its
cooperation with China. For example, a Memorandum of Cooperation between
Kazakhstan's Ministry of Digital Development, Innovation, and Aerospace Industry
and China’s Ministry of Industry and Information Technology underscores both
sides’ shared commitment to advancing digital infrastructure and industrial
technologies. Complementing this, the same Kazakh ministry signed a
memorandum with the China International Development Cooperation Agency to
promote high-technology projects, further institutionalizing Dbilateral
collaboration in innovation. Financial and regulatory dimensions have deepened
as well: the National Bank of Kazakhstan and the People’s Bank of China
concluded a memorandum of understanding on digital currency, highlighting
interest in financial digitalization and cross-border fintech integration. At the
same time, a memorandum between the Bureau of National Statistics of
Kazakhstan and the National Bureau of Statistics of China established a
framework for cooperation in statistical data exchange and digital governance of
information systems.

The corporate sector reflects similar momentum. For instance, Samruk-Kazyna
JSC and Huawei Technologies Kazakhstan signed a memorandum on digital
transformation, telecommunication infrastructure development, and ICT
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deployment, while the Akimat of Astana partnered with Huawei on a pilot project
to deploy a 10G network using 50G PON technology. Huawei's central role in
Kazakhstan's digital ecosystem is further evidenced by its participation in higher
education and science: the Al-Farabi Kazakh National University and
Northwestern Polytechnical University (China) signed a memorandum to establish
a joint satellite ground station with $300,000 of investment. In the commercial
sphere, ALATAYALTYN JSC and UnionTech Software Technology Co., Ltd. created
a joint venture through a framework agreement, while ALATAYALTYN also joined
the Committee on Digital Economy and Digital Trade of the China WTO Society
(CWTO) to launch a joint digital platform for smart city initiatives in both countries
(Inform 2025).

At the political level, Kazakhstan has consistently stressed the strategic
importance of digital cooperation with China. For example, during his 2023 Xi'an
visit, President Tokayev met with Huawei President Liang Hua, after which Huawei
announced investments in broadband research and plans to position Kazakhstan
as a regional digital hub. Cooperation with KTJ to accelerate railway digitalization
was also emphasized. Huawei now operates in Kazakhstan through all three of its
global divisions—Carrier, Consumer, and Enterprise—and its involvement spans
major initiatives such as Digital Kazakhstan, Safe City, and Smart Home, as well as
LTE and 5G rollout (Global Times 2023). In 2022, Kazakhstan’s Ministry of Digital
Development signed an MoU with Huawei during the Digital Bridge Forum to
establish a digital hub for advanced technologies. Huawei has participated in over
250 Digital Kazakhstan projects, including broadband expansion with more than
1,000 base stations. Dahua Technology, which opened a Kazakhstan office in 2017,
has similarly broadened its focus beyond surveillance into 10T and networking,
contributing to nationwide projects such as Sergek, developed with Korkem
Telecom (Bokhoronov, 2023).

The central element of partnership between China and Kazakhstan lies in physical
connectivity. Kazakhstan maintains terrestrial fiber-optic links to China through
border crossings at Altynkol and Zharkent near Khorgos, with another at Dostyk,
where a new rail connection is scheduled for completion by the end of 2025
(RailFraight.com 2018). These terrestrial links are reinforced by Chinese corporate
projects, most notably Huawei’'s contract to implement “smart railways” for
Kazakhstan Temir Zholy (KTJ), including modern fiber-optic infrastructure that
enables Kazakhstan's railways to adopt advanced digital solutions (Huawei.com
2025). The importance of cooperation reached a new level during the Fifth China-
Central Asia Foreign Ministers’ Meeting in Chengdu in 2024, where Kazakhstan
pledged to expand cooperation in highways, railways, aviation, shipping, ports,
logistics, multimodal transport, and optical cable deployment (NewCentralAsia
2024).

Another sphere of cooperation between Kazakhstan and China is
telecommunication. Transtelecom JSC has partnered with Chinese enterprises to
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modernize networks and deploy solutions such as SD-WAN (RailNews 2024). All
three major Kazakh telecom operators rely heavily on Chinese suppliers. Since the
early 2000s, Huawei has assisted in LTE deployment and rural wireless access,
with its infrastructure forming the backbone of peripheral access networks (Welch
2025).

Beyond telecommunications, Chinese companies have shaped Kazakhstan's
cloud and data infrastructure. Huawei dominates in storage and cloud services
for the national railway, while Lenovo provides solutions for government
institutions and financial entities. In 2019, Inspur Weihai Overseas Service signed
an agreement with Kazakhstan National Railways Telecommunications Company
to jointly develop data centers under the Digital Kazakhstan initiative (Welch 2025).
Lenovo has highlighted its role in cooperation with cloud providers and open data
storage center, while signaling further investment (Trend.az 2023). Huawei,
meanwhile, emphasizes cloud and data infrastructure as a strategic priority,
showcasing its CloudEngine switches and iMaster NCE platforms for intelligent
network management (Bokhoronov, Bekturganov 2023).

PRC firms are likewise central to Kazakhstan’s smart city and surveillance
initiatives. Safe City programs integrate IoT and Al systems to enhance traffic
management and crime prevention but raise concerns over espionage, data
security, and technological dependence. Kazakhstan'’s first pilot was launched in
Agkol in 2019 (Astanatimes 2019), using Dahua and Hikvision cameras supplied
under the Digital Silk Road. Sergek, the country’s leading smart city provider, has
publicly acknowledged reliance on Dahua hardware (Civicldeas 2022).

In the technological sector, Kazakhstan and China have strengthened their
partnership through a series of strategic agreements in energy, technology, and
infrastructure. These include PowerChina’s plans to localize technologies, create
a research and development center, and establish a decarbonization fund; China
Southern Power Grid's cooperation with Kazakh partners on HVDC transmission,
digital energy, and pumped-hydro storage; QazaqGaz's financing deal with China
Construction Bank to expand national gas infrastructure; and Sinopec's
technological partnership with Kazakhstan to advance petrochemical processing
and develop high-value products (AstanaTimes 2025).

Kazakhstan’'s ambitions were further highlighted at the “Digital Silk Road - 2025”
forum, which also underscored growing interest in tourism digitalization. In June
2024, Kazakh Tourism signed a memorandum with the Chinese platform Zowoyoo
to promote Kazakhstan’s tourism potential in China, allowing local operators,
hotels, and cultural facilities to showcase their services not only on Zowoyoo but
also across Douyin and Xiaohongshu (Kazakhtourism 2025).

The July 2025 launch of the Khan Tengri Innovation Hub in Shanghai's Zhangjiang
Hi-Tech Park marked a significant development, representing the first specialized
platform designed to integrate the technological potential of Central Eurasian
countries with China’s innovation ecosystem. Spearheaded by Kazakhstan's
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Growth Vision Pro with support from the Ministry of Digital Development, Astana
Hub, and Uzbekistan's IT Park, the hub seeks to strengthen cross-border
technology transfer in digitalization, high technology, and R&D; enable Central
Asian startups to access the Chinese market; and provide Chinese companies with
a“softlanding” in Eurasia, Europe, the Middle East, and North Africa via the Middle
Corridor. The hub also promotes joint R&D projects, venture capital flows, and
greater awareness of Central Eurasia within China (gov.kz 2025).

If Kazakhstan represents a hub for regional digital integration, Uzbekistan
illustrates high level of dependency on Chinese digital infrastructure. Reports
revealed that China was the top foreign investor in Uzbekistan in 2024,
contributing 27.9 percent of total foreign investments and loans (Belt and Road
Portal 2025). On October 16, 2023, during the 3rd Belt and Road Forum for
International Cooperation in Beijing, Uzbekistan’s Ministry of Digital Technologies
and China's Ministry of Industry and Information Technology signed a
memorandum of cooperation to deepen digital ties. The agreement outlined
collaboration in infrastructure interconnection, communication networks, 5G
development, cybersecurity, and broader ICT initiatives. In parallel, the Computer
Network Information Center (CNIC) and the Central Asia Drug Discovery and
Development Center—both under the Chinese Academy of Sciences—formalized
a partnership with Uzbekistan's Science and Technology Information Center to
establish the Silk Road scientific data community on ScienceDB and the Central
Asia node of the Common Science and Technology Resource Identification (CSTR)
system. While ScienceDB serves as a global platform for sharing scientific data,
CSTR assigns unique identifiers to technology resources, promoting open science
and cross-border research collaboration (Tekir 2025).

Key milestones in Uzbekistan-China digital cooperation include the 1999
intergovernmental agreement on post and telecommunications and the 2005
agreement on communications and information technologies. Building on this
framework, JSC Uzbektelecom signed a series of contracts with major Chinese
partners: a 2006 deal with China Telecom on transit and leased channels, a 2015
agreement with China Unicom on international telecommunications services, and
recent partnerships in 2023 with Tencent. Additionally, LLC UZINFOCOM and H3C
Technologies Co. Ltd. issued a Joint Venture Declaration to expand collaboration
in ICT (thegulfobserver.com 2025).

Chinese influence is particularly strong in Uzbekistan’s surveillance infrastructure
through the Safe Cities program. Huawei first piloted a “safe tourism” project in
Bukhara, which included a command center, FRT-equipped cameras, an LTE
network, and a dedicated data center (uza.uz 2018). This partnership continues
with CITIC Group and COSTAR Group started to implement the Safe Cities project
in Uzbekistan (Thediplomat 2019). Smart city initiatives further highlight
expanding cooperation, as demonstrated by Uzbekistan’s 2023 partnership with
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China’s SuperMap Software Co. Ltd. to launch the GIS Innovation project in
Tashkent (SpotUz 2023).

Chinese firms have also engaged with regional authorities on digital systems for
transport, energy, and utilities. Meanwhile, international developers have
proposed large-scale smart city projects, including a multi-billion-dollar plan
integrating governance, healthcare, education, and technology hubs.
E-government initiatives have also been prominent. For instance, project
with Huawei was completed to establish a data center for the “E-Government”
system at a cost of USD 58.4 million (thegulfobserver.com 2025).

Uzbek-Chinese cooperation has expanded into smart industries and
manufacturing. In 2023, China and Uzbekistan signed 41 agreements covering
projects such as biotechnology clusters, agro-industrial parks, and PRC-backed
electric vehicle (EV) production (President.Uz 2023). Since then, Uzbekistan has
attracted significant Chinese investment in pharmaceuticals (daryo.uz 2024),
semiconductors, EVs, and hardware, including China's MingYuan technology park
in Jizzakh (InterFax 2024) and a microchip facility in Chirchik (InvestinUzbesita
2023).

Transport and logistics digitalization has advanced through PRC partnerships as
well. In 2023, China Machinery Engineering Corporation signed an agreement with
Uzbekistan’s State Committee on Roads to install a “smart highway” system along
the A380 corridor (GlobaCtfo 2024).

In terms of cooperation in Al, Shanghai-based Al company LinkWise has teamed
up with Uzbekistan’s Ministry of Digital Technologies and two Chinese firms to
establish a Modular Intelligent Computing Center (MICC) in Central Asia. The
project, implemented jointly with China Electronic Technology Development Co.
and Shanghai Oriental Credits Industrial Development Co., aims to create a
flexible, deployable “Al brain” that will supply the computing power needed to
advance Uzbekistan's digital government, smart city initiatives, and industrial
modernization (citynewscervice 2025).

Educational cooperation plays a crucial role in shaping the future of both
countries, as internationally trained youth form the foundation of long-term
development. In 2023, the Tashkent University of Information Technologies (TUIT)
named after Muhammad al-Khwarizmi signed memoranda with Xi‘an University,
Northwestern Polytechnical University, the China Institute of Communications, and
ZTE University to promote human resource development and academic exchanges.
Additionally, together with Huawei and ZTE, TUIT established a Digital Education
Lab and the Huawei Academy of Information and Network Technologies. Within
the “Seeds for the Future” program, over 50 students gained internship
experience at Huawei's headquarters in China (thegulfobserver.com 2025).

If Uzbekistan reflects deep technological dependence, Kyrgyzstan's case
illustrates a more emerging but still growing reliance on PRC firms. The country's
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2024-2028 Digital Transformation Plan prioritizes fiber-optic expansion,
integrating deployment with transport, energy, and other infrastructure projects.
During the Fifth China-Central Asia Foreign Ministers’ Meeting in Chengdu in
December 2024, Kyrgyzstan and China pledged deeper cooperation in
connectivity, particularly in transport and optical cable development (fmprc.gov
2024).

Beyond connectivity, Kyrgyzstan has pursued cooperation with China in data
infrastructure. In 2023, Kyrgyzstan signed an agreement with the China-based
Center for Promotion of the Industrial Internet of the Silk Road (CPIISP), created
to advance the Digital Silk Road across SCO member states (qazinform 2023). The
agreement includes projects to build data centers, establish a semiconductor
fabrication plant, and develop digital government archives and services. These
initiatives are further supported by Chinese technology firms already active in
Kyrgyzstan, for example China's IZP Technologies to set up trading center in
Kyrgyzstan (Chinadaily 2015).

Smart city projects represent another area of Kyrgyz-Chinese cooperation. Since
2018, Kyrgyzstan has explored initiatives with Chinese partners, with Hikvision
and Dahua installing extensive camera systems in Bishkek. Shenzhen Sunwin
Intelligent Co. also secured a contract to deliver surveillance hardware and
software nationwide (24kg 2022).

The scope of collaboration has broadened into technology, investment, and
capacity-building. For example, at the 2024 SCO summit in Astana, Xi Jinping and
President Sadyr Japarov pledged closer collaboration in biotechnology, e-
commerce, manufacturing, and e-governance. In 2025, Kyrgyzstan and China
signed a joint statement in Beijing to deepen their comprehensive strategic
partnership, outlining cooperation in the digital economy, artificial intelligence,
and modernization of judicial information system. While many projects remain at
the planning stage, they signal growing collaboration in digital governance and e-
commerce (Welch 2025).

Finally, cooperation in technology is supported by training, exchange, and
promotional activities. For inctance, in 2024, Huawei organized a commercial
roadshow in Bishkek that included training on IP networks, data storage, and IT
platforms (Huawei 2024).

It should be noted that there is less information available in open sources about
digital and technological cooperation between Kyrgyzstan and China.

Expert perspectives on opportunities, risks, challenges, and future
trends of China-Central Asia digital and technological cooperation

To assess the opportunities, risks, challenges, and future trends of China-Central
Asia digital and technological cooperation, this report incorporates insights from
expert interviews and secondary sources.
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Research Associate Oyuna Baldakova, the key expert interviewed for this report,
emphasized that digital and technological cooperation is an expansive field that
demands clear identification of its opportunities and risks. According to her, much
depends on the specific level of cooperation and the type of companies engaged
- whether they are private firms (like Alibaba) or semi-private firms (like Huawei).
She underlined that the main opportunity lies in the development of digitalization
at relatively low cost, since China provides affordable technological products and
services. This dynamic creates opportunities for Central Asian states to accelerate
digital development at a low price.

Despite these opportunities, challenges are evident. Baldakova stressed that data
security is one of the most critical concerns: ensuring that data is properly stored,
protected, and processed is essential in this cooperation. Without safeguards, the
risk of breaches remains high.

In terms of risks, Baldakova identified dependency as a central concern. While
Kazakhstan, for instance, has financial capacity to diversify and potentially replace
Chinese digital tools with Western alternatives, the heavy reliance on Chinese
technology creates long-term vulnerabilities. Cybersecurity also constitutes a key
risk, given the potential exposure of critical infrastructure to external influence.
To mitigate these risks, she stressed the importance of diversification as well as
greater involvement of civil society. Citizens, she argued, should have a voice in
assessing the implications of surveillance technologies, face recognition systems,
and other sensitive tools imported from China, since not all members of society
accept these developments without concern.

Looking ahead to future trends, Baldakova identified artificial intelligence (Al) as
the central area of development. She argued that Al will become the defining field
of technological cooperation (Baldakova, online interview, 3rd of September 2025).
Another perspective was provided by Timur Turlov, who highlighted the
opportunities for developing partnerships in e-commerce and the digital
economy. He explained that joint investments in fiber optics, 5G networks, and
satellite communications could substantially strengthen the technological
foundations underpinning the digital aspirations of both China and Central Asian
states. The digital economy, he argued, represents a natural area of collaboration,
with the potential to generate significant value.

Turlov also pointed out that cooperation in areas such as electric vehicles,
renewable energy, and artificial intelligence could yield transformative benefits in
the future (timurturlov.com 2025).

Aidar Kurmashev, from Kazakhstan Institute for Strategic Studies added that the
region faces a shortage of qualified human resources in IT, telecommunications,
and artificial intelligence. Without targeted investment in education and the
scientific base, he warned, partnerships with China risk remaining superficial,
providing technology but not sustainable local expertise (KISI 2025).
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This point was echoed by Jamal Ali, who highlighted that one of the region’s
persistent structural challenges is limited internet access, especially in rural and
remote areas. The digital divide between urban and rural regions is not only
economic but also infrastructural, exacerbating inequalities in connectivity and
digital opportunities (Caspian-alpine 2024).

These expert views are consistent with wider reports. Kazakhstan's extensive
adoption of Chinese surveillance systems highlights both its technological
dependence and the associated security risks. In Kyrgyzstan, the personal device
market reflects structural weaknesses such as large-scale smuggling of
smartphones and other electronics, heavy dependence on Chinese-made
hardware, and government initiatives to collaborate with PRC firms in local
production. These dynamics intensify concerns over surveillance backdoors, weak
regulations, and significant tax losses.

Concerns about security breaches are not hypothetical. A notable case reported
by Le Monde revealed that between 2012 and 2017, data from the African Union
headquarters in Ethiopia—constructed by China—was systematically transferred
to servers in Shanghai. This episode illustrates the potential for PRC tech firms to
serve as channels for state-led cyber espionage in developing countries (Tekir
2025).

Beyond security, there are political risks associated with the diffusion of Chinese-
style governance models. Scholars have warned about the danger of importing
elements of “digital authoritarianism.” In 2016, Sebastian Heilmann coined the
term “digital Leninism” to describe China's integration of advanced technologies
into its authoritarian governance system. He argued that this approach
represents a form of authoritarianism enhanced by big data and IT infrastructure,
enabling extensive surveillance and censorship while reinforcing state control.
Such dynamics, if transferred to Central Asia through technological cooperation,
risk shaping governance models in ways that undermine democratic institutions
and open digital ecosystems (Heilmann 2016).

In this context, experts emphasize the importance of constructing a sustainable
balance based on national priorities, technological reliability, and open
multilateral engagement. As Zhadyra Asetkyzy (bag.kz 2025) summarized,
countries of Central Asia must remain vigilant in ensuring that cooperation with
China aligns with their own long-term strategic and societal interests rather than
leading to dependence or authoritarian drift.

The next table presents the results-chain model of China-Central Asia digital and
technological cooperation based on the above discussion and analysis.

Table 1 - Result-chain modeling of China-Central Asia digital and
technological cooperation

\ Result chain \ Description
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Inputs Bilateral agreements, investment pledges, partnerships with
external technology providers across infrastructure,
governance, industry, and education.

Activities Development of digital networks, 5G rollout, data centers,
cloud systems, smart city and e-gov platforms, innovation
hubs, and training programs.

Outputs Operational fiber-optic corridors, 5G and cloud platforms,
national data centers, industrial and research facilities,
skilled ICT workforce.

Outcomes Improved connectivity, logistics, and governance; enhanced
human capital; modernization of industries and support for
innovative ecosystems.

Impacts Positive: Regional integration reduced digital divide,
efficient governance and logistics, wider access to advanced
technologies.

Negative: Dependence on external providers, cybersecurity
risks, threats to digital sovereignty, limited supplier
diversification, skills aligned mainly with foreign platforms.
Note: complied by author. Framework adapted from The Road to Results (Morra
Imas & Rist 2009). The “Impact” column highlights possible long-term effects of
cooperation. Because these impacts take time to develop and are shaped by
multiple factors, they are not easily measurable in the short term. The entries
are therefore based on a balanced analysis of existing literature and expert
opinion, presenting both potential benefits and risks rather than definitive
forecasts.

Policy recommendations

The rapid expansion of digital infrastructure, data systems, and technological
cooperation in Central Asia creates both opportunities and vulnerabilities. To
maximize benefits while mitigating risks, several policy directions should be
prioritized:

Diversify technology partnerships. Promote diversification by engaging multiple
international and domestic providers to reduce overdependence on a single
country’s technology and standards.

Strengthen cybersecurity and data protection. Reinforce national frameworks for
data governance, regular cybersecurity audits, and privacy safeguards,
particularly in relation to cloud, Al, and surveillance systems.

Enhance human, technological, and infrastructure capacity. Invest in capacity-
building to improve human resources, technological competencies, and
infrastructure readiness for sustainable digital cooperation.
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Foster regional digital resilience. Encourage collaborative approaches among
Central Asian states to strengthen interoperability, safeguard critical systems, and
ensure balanced engagement with major technology providers.

Conclusion

Technological and digital collaboration between China and Central Asian
countries has become a dynamic area of regional engagement under the Digital
Silk Road framework, warranting clear categorization due to its broad scope.
Kazakhstan, Uzbekistan, and Kyrgyzstan demonstrate varying degrees of
integration but share a common reliance on Chinese infrastructure, expertise, and
investment. This cooperation has yielded practical benefits such as improved
connectivity, expanded cloud and data infrastructure, modernized
telecommunications, and a rise in smart city projects. Additionally, it has fostered
capacity building, research partnerships, and the emergence of new industries
including electric vehicles, biotechnology, and digital agriculture.

However, this growing dependence involves risks and tensions. Heavy reliance on
Chinese suppliers in sensitive domains like data infrastructure, surveillance, and
cloud platforms raises concerns about sovereignty, cybersecurity, and long-term
technological independence. Central Asia’s limited domestic expertise in IT and
telecommunications, paired with weak regulatory frameworks, intensifies
vulnerability and may deepen structural reliance on China. The widespread use of
surveillance technologies and the potential spread of “digital authoritarian”
models also pose threats to civil liberties and transparent governance.

Looking forward, cooperation will be influenced by trends like Al expansion, e-
governance integration, cross-border digital finance, and regional hub
development linking Central Asia with wider Eurasia. Central Asian nations must
balance opportunities offered by Chinese partnerships—such as affordable
technology, swift modernization, and global market access—with the strategic
need to protect national interests, diversify technology sources, and embrace
multilateral cooperation.

The future of China-Central Asia digital ties hinges on transforming engagement
into a platform for sustainable, inclusive growth rather than unilateral
dependence, requiring good governance, investment in education and innovation,
and transparent civil society dialogue. Properly managed, this partnership can
help create a digitally empowered Central Asia that benefits from connectivity and
innovation while safeguarding sovereignty and resilience.
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Watching the Watchers: China’s Facial
Recognition Technology and the Rise of Digital
Authoritarianism in Central Asia

Yessimova Aida

Abstract
This study investigates the impact of Chinese surveillance technologies in

Kazakhstan, Kyrgyzstan, and Uzbekistan. It explores how these technologies,
deployed by companies like Huawei, Hikvision, and Dahua, influence local security
practices and governance, while raising concerns about privacy, data sovereignty,
and political control. Using a mixed-methods approach with a survey and content
analysis, the research reveals that while many respondents support surveillance for
crime reduction and public safety, significant concerns persist regarding privacy
invasion and foreign data access. The study highlights the legacy of Soviet-era
surveillance practices, growing skepticism among younger populations, and the
geopolitical implications of China's increasing influence. The paper concludes with
recommendations for stricter regulatory frameworks, transparency in data handling,
and the development of local alternatives to reduce reliance on foreign surveillance
technologies.

INTRODUCTION

Central Asia, as a strategically important region at the crossroads of East and
West, has become a focal point of growing interest from China, particularly
within the framework of its "Digital Silk Road" initiative and its expanding
economic and political influence through modern technologies. One of the most
noticeable aspects of China's influence is the export of surveillance technologies,
including video surveillance systems, which are being actively implemented
across Central Asia. In recent years, China, through its technological giants such
as Huawei, Hikvision, and Dahua, has not only provided high-tech solutions for
"smart cities" but also significantly enhanced its role in regional security and
citizen monitoring (Haronian, 2024; Yau, 2022). This expansion is increasingly
framed within the counter-terrorism and security cooperation narrative of the
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Shanghai Cooperation Organization (SCO), aligning with regional efforts to
monitor "the three evil forces" of terrorism, extremism, and separatism.

The deployment of Chinese surveillance technologies in Central Asia is a critical
component of the region's growing dependence on Chinese technologies,
raising concerns about the political and economic sovereignty of the Central
Asian states. The use of technologies like facial recognition-enabled
surveillance cameras in countries such as Kazakhstan, Kyrgyzstan, Uzbekistan,
and Tajikistan poses a significant threat to civil liberties and human rights
(Figure 1). As illustrated in the 'Double Dependency' map, these Chinese-led
projects are superimposed onto the regional SORM architecture, reflecting a
layering of new technological tools over historical surveillance frameworks.
These technologies, while purported to ensure public safety, also serve as tools
for political control, particularly in authoritarian regimes (Dall'Agnola, 2025;
Marat & Sutton, 2021).
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The purpose of this research is to analyze how Chinese video surveillance
technologies are shaping security practices and governance in Central Asia.
Special attention will be given to how these technologies are transforming
governance practices in the region, increasing dependence on China, and
introducing new risks to national security and citizen privacy. Furthermore, this

study evaluates the potential for local civil society to advocate for digital rights
and transparency in the face of these technological shifts.

This study will focus on the following main questions:

e How are Chinese video surveillance technologies being
implemented in Central Asian countries, and what are the
implications for local security systems?

e How do local governments and citizens perceive the use of
Chinese surveillance technologies, and what does this mean for civil
rights and freedoms?

e Whatrole does civil society play in advocating for digital literacy and the
protection of digital rights within the region?

e What are the economic and political consequences for Central Asian
states as they continue their collaboration with Chinese companies in
the field of security technologies?

This research draws on a wide range of sources, including government
documents, reports from international organizations, and expert and civil
society opinions, providing a deeper understanding of China’'s growing
influence in the region and its role in shaping the future of Central Asia.

Literature Review

The growing influence of Chinese surveillance technologies in Central Asia has
become a critical area of study, particularly in relation to governance, security,
and civil liberties. As the region continues to adopt these technologies, there is
a growing concern over the balance between enhancing public safety and
protecting individual privacy. The literature on this topic addresses both the
geopolitical implications of Chinese technological exports and the local
perceptions of these systems. Scholars such as Yau (2022) explore how Chinese
surveillance systems are viewed as a continuation of Soviet-era control
mechanisms, while others like Harold (2020) situate these technologies within
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broader geopolitical strategies under the Belt and Road Initiative. Yau's work is
particularly essential as it represents a necessary inclusion of independent
Chinese expertise alongside Western and Central Asian views to create a more
balanced body of knowledge. Comparative analyses by Sridhar (2020) offer
insights into the competition between China and Russia in exporting
surveillance models to the region, highlighting the complex political dynamics at
play. Additionally, Dall’Agnola (2025) focuses on the public perception of these
technologies in Central Asia, framing them as a form of “technocolonialism”.
Marat and Sutton (2021) provide an overview of the role of smart city
technologies in reshaping urban governance, noting the risks of political control
and data misuse. These works provide a strong foundation for understanding
the broader context in which Chinese surveillance technologies are being
implemented in Central Asia, but they also leave significant gaps, particularly
regarding the local impact of these systems on political power structures and
individual freedoms. My research will build upon and expand these studies by
providing a more detailed analysis of how these technologies are perceived and
utilized in the region, and their implications for civil liberties and governance in
Kazakhstan, Kyrgyzstan, and Uzbekistan.

Yau's (2022) paper examines the increasing export of Chinese governance
models to Central Asia, focusing on the role of Chinese surveillance
technologies, including video surveillance systems, which are framed as tools
to enhance public safety. The paper argues that these technologies serve not
only to improve security but also to extend China's "digital control" over the
region. As Yau (2022, p. 32) states, "China's surveillance systems not only
enhance security but also extend Beijing's digital control across Central Asia."
The paper discusses how these surveillance systems are adopted by Central
Asian governments under the guise of improving urban safety, while
highlighting the human rights concerns and potential political manipulation
inherent in their use, particularly in authoritarian contexts. This paper is highly
relevant to my research as it provides a foundational understanding of how
Chinese surveillance technologies are reshaping governance and security
practices in the region. It directly ties into my focus on political control and civil
liberties, providing insights into how these technologies may be leveraged by
governments for authoritarian control rather than merely improving safety.
Yau's framing of surveillance systems as instruments of digital authoritarianism
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resonates with my research, as it aligns with my interest in exploring how these
systems may be used to consolidate power.

However, Yau's paper has some limitations, particularly in its lack of exploration
of public perceptions of Chinese surveillance technologies in Central Asia. While
it addresses the political and human rights implications from a government
perspective, it largely overlooks how local populations view these systems.
There is little engagement with how ordinary citizens in Kazakhstan, Kyrgyzstan,
and Uzbekistan perceive the growing presence of Chinese surveillance
technology in their cities, and whether these technologies are seen as a tool for
security or an invasion of privacy. This gap is critical to my research, as | plan to
address this issue by conducting surveys and interviews to capture local
reactions to these surveillance technologies and better understand the public’'s
concerns about privacy and foreign influence.

Additionally, while Yau effectively discusses the political implications of Chinese
surveillance technologies, a more nuanced analysis could consider the internal
governance needs of Central Asian countries. The adoption of these
technologies is not solely driven by external political pressure from China but
may also reflect local governance challenges, such as improving urban security
or addressing rising crime rates. By exploring both the external influence and
the internal governance needs of these countries, my research will offer a more
comprehensive understanding of the motivations behind the adoption of
Chinese surveillance systems.

Overall, Yau's paper provides an important theoretical foundation for my
research by connecting Chinese surveillance technologies to broader political
and security dynamics in Central Asia. However, its focus on governmental
perspectives and its lack of attention to public perceptions and local governance
dynamics leave room for further investigation. My research aims to fill these
gaps by examining how Central Asians perceive these technologies and
exploring the political implications of surveillance on local governance and civil
liberties in the region.

Harold's (2020) book, Digital Authoritarianism and the Belt and Road Initiative:
China's Technological Influence in Central Asia, explores how China's
technological exports, particularly surveillance systems, align with its broader
geopolitical strategy under the Belt and Road Initiative (BRI). The author argues
that these technologies not only serve economic and infrastructural needs but
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also consolidate China’s influence in Central Asia by promoting "digital
authoritarianism." As Harold (2020, p. 57) notes, "In Central Asia, the Belt and
Road Initiative is as much about technological dominance as it is about trade
routes." To understand the "dark side" of this dominance, one must look at the
consequences of social credit and facial recognition in China itself, where such
systems have been used to prevent civil society activists and "untrustworthy"
individuals from purchasing high-speed train tickets. This practical application

of digital surveillance demonstrates a level of political control that many in
Central Asia may not immediately realize.

While Harold's work offers valuable insights into the geopolitical dynamics of
China’s influence, it lacks a detailed exploration of the practical implementation
of Chinese surveillance systems in the region. The book focuses on the broader
strategic and economic implications of technological exports but does not
address the on-the-ground realities of how these technologies are deployed,
operated, and perceived within individual Central Asian countries. My research
will address this gap by examining the deployment of surveillance systems in
specific countries such as Kazakhstan, Kyrgyzstan, and Uzbekistan, and
exploring local perceptions of these technologies. By bridging the gap between
geopolitical strategy and local implementation, my study will add depth to the
understanding of Chinese technological influence in the region.

Sridhar's (2020) paper, Cooperation or Competition: China and Russia’s
Surveillance Models in Central Asia, offers a detailed comparison between the
surveillance systems of China and Russia in the context of Central Asia. The
paper highlights the growing competition between the two powers, both of
which are seeking to expand their influence in the region through the adoption
of modern surveillance technologies. Sridhar emphasizes that while China’s
surveillance systems are often framed as efficient solutions to urban safety and
security, Russia’s surveillance model is rooted in its legal frameworks designed
to maintain strict control over its citizens. As Sridhar (2020, p. 112) states, "While
China’s surveillance systems promise efficiency, Russia’s legal frameworks aim

to control, creating a delicate balance in Central Asia," this efficiency is
increasingly questioned by the lack of evidence that crime has significantly
fallen since their introduction. The paper is an integral in providing a
comparative analysis of China and Russia's approaches to surveillance
technologies, offering a framework for understanding their roles in shaping

governance and security practices in Central Asia. In fact, while petty crime may
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be low in China, the country has seen a wave of ultra-violent "revenge on
society" (xianzhong) attacks that these pervasive camera networks have failed
to prevent (China Digital Times, 2024). This suggests that the "efficiency"
narrative often serves as a rhetorical tool for governance rather than a proven
solution for public safety. Furthermore, Sridhar misses the opportunity to delve
into the internal factors driving Central Asian governments toward these
solutions, such as economic incentives. Indeed, Sridhar's analysis is particularly
valuable for contextualizing China's growing dominance in the region’s
surveillance market, which has increasingly gained traction with the expansion
of the Belt and Road Initiative (BRI). By looking at both Chinese and
Russian influences, Sridhar helps broaden the lens through which we view the

geopolitical implications of these technologies, including their effect on regional
sovereignty and the broader balance of power in Central Asia.

However, the paper presents several limitations. While it offers an insightful
comparison of China’s efficiency-driven surveillance model and Russia’s control-
oriented approach, it lacks a detailed exploration of the specific technologies
being deployed and their impact on local political contexts. Sridhar provides a
broad overview of the competing models, but he does not dive deeply into the
technological specifics such as the use of facial recognition, biometric data, or
advanced surveillance software - key technologies that play a pivotal role in the
region’s security infrastructure today. For example, China's Hikvision and
Dahua have been instrumental in deploying video surveillance systems, while
facial recognition and Al-driven data analysis are becoming increasingly
common in urban areas. These technologies have profound implications not
only for public safety but for privacy rights, freedom of expression, and
personal autonomy - concerns that are not fully explored in Sridhar’s analysis.

Additionally, the paper does not fully address the local political dynamics in
which these technologies are implemented. In particular, it overlooks how local
governments in countries like Kazakhstan, Kyrgyzstan, and Uzbekistan perceive
and adopt these surveillance technologies. While Sridhar discusses the
competition between China and Russia, he misses an opportunity to delve into
the internal factors driving Central Asian governments to turn to Chinese
surveillance solutions, often due to economic incentives or security concerns.
For example, governments may see Chinese technology as more affordable or
effective at addressing urban security issues like rising crime rates. This
presents a gap that my research will fill by examining local decision- making
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processes and how these technologies are justified in each country’s specific
political and social context.

Sridhar's paper also assumes a somewhat binary dynamic between Chinese
efficiency and Russian control, but this oversimplification overlooks the
complexities within Central Asian countries, where local political
considerations and geopolitical pressures from both China and Russia often
coexist. Local authorities may adopt Chinese surveillance technologies not only
because of geopolitical allegiance but due to practical considerations about
cost-effectiveness, technological compatibility, and regulatory challenges. In
this way, Sridhar's analysis does not fully explore how local actors in Central
Asia navigate the competing pressures from both China and Russia. My
research will address these gaps by providing detailed case studies of how
Chinese surveillance technologies, particularly facial recognition systems and
Al-powered monitoring, are being implemented in specific Central Asian cities.
It will also explore the local political contexts in which these systems are
adopted, focusing on the governance motivations behind these decisions and
the public’s reaction to the growing presence of foreign surveillance technology.
This will offer a more nuanced view of the technology adoption process and its
implications for local autonomy and civil rights.

Dall’Agnola’s (2025) paper, From OIld to New Colonial Dependencies: Public
Perceptions of Chinese Surveillance Cameras in Central Asia, explores how
Chinese surveillance technologies are perceived by the public in Central Asia,
arguing that they represent both a continuation of Soviet-era monitoring
practices and a new form of Chinese "technocolonialism." The paper
investigates how residents in Kazakhstan, Kyrgyzstan, and Uzbekistan view the
growing presence of Chinese technology in their cities, particularly the
widespread installation of surveillance cameras by Chinese companies like
Hikvision, Dahua, and Huawei. DallAgnola uses interviews and surveys to
analyze public perceptions, framing these technologies as a continuation of the
authoritarian control mechanisms that were common during the Soviet era, yet
now shaped by Chinese interests. As DalllAgnola (2025, p. 18) asserts,
"Surveillance cameras, once a tool of Soviet control, have now become
instruments of China’s quiet dominance."

One of the paper's key strengths is its exploration of the historical context of
surveillance in Central Asia, highlighting how Soviet surveillance practices have
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influenced the public's view of state monitoring systems. Dall’Agnola argues that,
for many residents, Chinese surveillance systems represent a seamless transition
from the Soviet era to a new form of external control—one that is not only about
maintaining security but also about asserting digital dominance. This framing helps
explain why many Central Asians view the increasing presence of Chinese
surveillance cameras with a sense of unease, associating it with foreign influence
and the loss of sovereignty. The argument that these technologies represent
"technocolonialism" is particularly relevant to my research, as it aligns with my
focus on the geopolitical implications of Chinese surveillance in the region. The
paper’s use of interviews and surveys provides important qualitative data on how
ordinary citizens perceive these technologies. Yet, there is also a significant gap
regarding the role of local civil society in advocating for digital rights and
transparency. The surveys, conducted across Central Asian cities, reveal mixed
opinions: some see the cameras as beneficial for public safety, while others view
them as an invasion of privacy or a mechanism for control. This nuanced approach
is valuable because it directly addresses the public’s views on Chinese surveillance
systems, a crucial element missing in many studies that focus more on
government narratives or geopolitical strategy.

However, while Dall'Agnola’s paper offers valuable insights into public
perceptions, it lacks a more in-depth analysis of the political consequences
these surveillance technologies have on local governance and authoritarian
control. Although the paper discusses how these systems are perceived by the
public, it does not fully explore how they are being used by Central Asian
governments to strengthen political control and suppress dissent. Given that
many Central Asian countries are authoritarian or have hybrid political systems,
the deployment of Chinese surveillance technologies could be a double-edged
sword: they provide public safety, but also become tools for the monitoring and
suppression of oppositional voices. Dall’Agnola mentions state surveillance but
does not analyze the political power structures in which these technologies are
embedded.

For example, in Kazakhstan, the introduction of smart city technologies with
facial recognition could not only aid in crime prevention but could also be used for
political surveillance during protests or opposition movements. Kyrgyzstan and
Uzbekistan also face similar dynamics, where Chinese technology could be a tool
for monitoring political dissent while presenting itself as a solution to urban crime.
My research will fill this gap by examining the political motivations behind the
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adoption of Chinese surveillance systems and how these systems affect civil
liberties and freedom of expression in Central Asia.

Additionally, Dall’Agnola’s focus on public perception does not delve deeply into
the legal frameworks surrounding these surveillance technologies. For example,
who controls the data generated by Chinese cameras? Is the data shared with
Chinese authorities? These questions are critical for understanding the
sovereignty implications of surveillance technologies, but the paper does not
fully engage with the legal challenges or the political implications of data
security. My research will address this issue by exploring the legal and ethical
dimensions of using foreign surveillance technologies in a sovereign state,
specifically focusing on data protection, privacy laws, and foreign access to
sensitive information.

Hence, while Dall’Agnola’s paper provides essential insights into the public’s
perception of Chinese surveillance technologies in Central Asia, it does not
explore the full political and governance implications of these systems. My
research will complement this work by investigating the impact of these
technologies on authoritarian practices, political control, and civil rights, offering
a deeper understanding of the broader geopolitical and local governance
consequences.

Marat and Sutton's (2021) paper, Technological Solutions for Complex
Problems: Emerging Electronic Surveillance Regimes in Eurasian Cities,
explores the growing role of electronic surveillance in urban areas, with a
particular focus on the implementation of smart city projects in Central Asia.
The authors examine the technological, political, and economic dimensions of
these surveillance systems, providing a comprehensive view of how such
technologies are reshaping urban governance. They note that while these
systems contribute to improving urban safety, they also raise concerns about
political control and the potential misuse of data. As Marat and Sutton (2021, p.
252) succinctly state, "In Eurasian cities, smart surveillance systems are more
about political control than about solving crime." The paper offers a broad
overview of the rise of smart city technologies, emphasizing how surveillance
tools like CCTV, facial recognition, and big data analytics are being integrated
into urban infrastructure in cities across Central Asia. The authors argue that,
while these technologies improve safety and crime prevention, they also
introduce new risks, particularly when they fall under the control of
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authoritarian governments that may use them to monitor and suppress
opposition. This argument is especially pertinent to my research, as it highlights
the tension between public safety and civil liberties, a key theme in my study of
Chinese surveillance technologies in the region. The paper will be instrumental

in framing the technological aspects of my research, particularly regarding how
these systems interact with governance practices and political control.

Marat and Sutton also discuss how the introduction of smart city technologies
can redefine power dynamics within urban spaces, shifting power from local
populations to those in charge of surveillance systems. This shift, the authors
argue, can lead to the erosion of privacy and a concentration of power in the
hands of those who control the surveillance infrastructure. This issue is directly
relevant to my study of Chinese surveillance systems, particularly in cities
where Chinese companies like Hikvision and Dahua have a growing presence.
These companies are not only providing surveillance technologies but are also
involved in data management, raising concerns about data sovereignty and the
control of personal information.

However, while Marat and Sutton provide an excellent overview of how smart
surveillance is being implemented in Eurasian cities, the paper lacks a deeper
dive into the specific technologies being used in these projects, especially those
provided by Chinese companies. The authors mention that these systems
improve safety and governance but do not explore how specific surveillance
tools, like facial recognition and Al-driven monitoring systems, affect
individual freedoms and privacy. For instance, while CCTV systems are
discussed, the paper does not detail how the data collected through these
systems is used or the risks of misuse, particularly in authoritarian contexts
where data could be used to track political dissent or monitor citizens'’ activities.

My research will fill this gap by providing a detailed examination of how Chinese
surveillance technologies such as facial recognition and biometric data
collection are being deployed in Central Asian cities, particularly in Kazakhstan,
Kyrgyzstan, and Uzbekistan. Additionally, | will explore the impact of these
technologies on personal freedoms and civil liberties, focusing on how these
technologies are perceived by the public and how they influence local
governance structures. By focusing on the specific types of surveillance
technologies used and their practical implications, my research will offer a
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more comprehensive understanding of the balance between security and
freedom in smart city projects across Central Asia.

So, Marat and Sutton'’s paper provides a valuable overview of the political and
technological dimensions of smart surveillance systems in Eurasian cities,
especially within Central Asia. However, it lacks an in-depth analysis of the
specific technologies and their impact on citizens' lives. My research will build
on their work by offering detailed case studies of how Chinese surveillance
systems affect civil liberties and the political control of local governments in the
region.

In summary, the literature on Chinese surveillance technologies in Central Asia
provides valuable insights into both the geopolitical and local dimensions of
these systems. Scholars have explored the political motivations behind the
adoption of Chinese surveillance tools, highlighting concerns about
authoritarian control and the erosion of civil liberties. While works by Yau (2022),
Harold (2020), and Sridhar (2020) provide a robust understanding of the
broader implications of China's technological dominance, much of the research
overlooks the specific technologies deployed and their impact on the daily lives
of citizens. Additionally, the public perception of these systems remains
underexplored, despite its critical importance in understanding the acceptance
or resistance to foreign surveillance. Dall'Agnola (2025) and Marat and Sutton
(2021) contribute to this gap by addressing public perceptions and urban
governance, yet they do not fully delve into how these technologies influence
local governance structures and the political control they exert. My research
aims to fill these gaps by offering a comprehensive analysis of how Chinese
surveillance technologies are perceived by local populations and how they
shape governance and political power dynamics in Central Asia. Through this, |
seek to provide a more nuanced understanding of the implications of Chinese
surveillance systems in the region, particularly in terms of privacy, freedom,
and sovereignty.

METHODOLOGY
The growing influence of Chinese surveillance technologies in Central Asia,
discussed in the literature review, points to significant gaps in understanding
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both the implementation of these technologies and their public perception in
the region. The literature indicates that Chinese surveillance technologies,
particularly video surveillance systems (e.g., from Huawei, Hikvision, and
Dahua), are increasingly seen as tools for enhancing state security. However,
there is limited understanding of how these systems are perceived by local
populations and the broader political, social, and ethical implications of their
use. This research aims to address these gaps by examining the implementation
of these technologies in Kazakhstan, Kyrgyzstan, and Uzbekistan, while

simultaneously exploring the political, security, and privacy implications from
both governmental and public perspectives.

Given the multidimensional nature of the research questions, a mixed-methods
approach is employed, combining quantitative survey data and qualitative
content analysis. This approach is particularly well-suited to the investigation of
complex phenomena such as surveillance systems, which involve both
objective technological implementations and subjective public perceptions
(Teddlie & Tashakkori, 2009).

The first method employed is a survey aimed at gathering quantitative data on
public perceptions of Chinese surveillance technologies. Surveys are commonly
used in social research to collect data on attitudes, behaviors, and opinions from
a large group of individuals (Fink, 2017). This method was selected because it
allows for the collection of generalizable data on how Central Asian citizens
perceive the growing presence of Chinese surveillance systems in their daily
lives. This survey reached a total sample of 67 respondents across the target
region. While this sample size reflects the specific scope of the study, it is crucial
to contextualize this figure within the regional political climate. Conducting
research on surveillance and Chinese technological influence is a highly
sensitive political issue in Central Asia, often subject to censorship or self-
censorship. Consequently, reaching a large audience publicly is inherently
challenging, as many individuals may be reluctant to express dissenting
opinions or discuss government-led security initiatives due to fear of
repercussions. Therefore, this sample represents a critical cross-section of
urban, tech-savvy populations who are most likely to be impacted by these
technologies.

The survey was designed to address the following questions:
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e How do people feel about the installation of Chinese surveillance

technologies in their cities?

e What concerns do they have about privacy and data security?

e How do they perceive Chinese influence in the region?

The survey included both demographic questions (such as age, gender,
education level, and employment status) and perception-related questions
focused on the presence of Chinese surveillance cameras. Specifically, the
survey sought to measure:

e Respondents’ attitudes toward the effectiveness of surveillance
systems in improving public safety.

e Concerns regarding the privacy implications of these technologies,
particularly foreign access to data.

e Overalltrust in the local government's use of Chinese technology.

The survey was distributed through various online channels, including social
media, email lists, and forums, which enabled access to a diverse group of
respondents across the target countries. This method was chosen to ensure
broad participation and to capture a wide range of opinions from urban
populations who are most likely to be impacted by the technologies.

The quantitative data was analyzed using statistical methods to identify key
trends and patterns in public perceptions. Descriptive statistics, such as
frequency distributions and percentages, were used to summarize
demographic information and to assess the general views on privacy, data
security, and public safety. Cross-country comparisons were made to examine
any significant differences in perceptions across Kazakhstan, Kyrgyzstan, and
Uzbekistan, particularly regarding issues of safety and foreign influence.
Additionally, correlational analysis was conducted to explore whether certain
demographic factors (such as age or education level) influenced individuals'
attitudes toward Chinese surveillance technologies.

Content analysis is the second method used in this research. It is a widely
recognized qualitative method that involves the systematic review of publicly
available documents, policy reports, and media articles related to Chinese
surveillance technologies in Central Asia (Neuendorf, 2017). This method was
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chosen because it allows for a comprehensive examination of the official
narratives surrounding the implementation of these technologies and how they

are justified by local governments and Chinese companies. These narratives are
critical to understanding the political, economic, and social dynamics at play.

The content analysis specifically focuses on documents such as government
publications, corporate communications from Chinese companies, and media
reports on the installation and usage of surveillance systems in Kazakhstan,
Kyrgyzstan, and Uzbekistan. The primary goal is to explore how these
technologies are framed in relation to security enhancement, public safety, and
privacy concerns. This is crucial for understanding how governments and
companies portray the surveillance systems, especially in terms of their
potential to combat crime and enhance urban management, versus the risks
they pose to individual freedoms and national sovereignty (Marat, 2021; Yau,
2022).

In applying content analysis, the following steps were taken:

1. Government documents, policy reports, and media articles from
reputable sources such as government websites, news outlets, and
reports by international organizations were systematically collected.
This ensured the sources were reliable and current.

2. The content was coded thematically to identify recurring themes,
such as security vs. privacy, foreign influence, and public safety. This
helped uncover the dominant narratives surrounding the
deployment of Chinese technologies.

3. Additionally, discourse analysis was used to examine the tone and
framing of these technologies in the public and political spheres.
This helped assess whether the technologies were being presented
as solutions to security problems or as tools of digital
authoritarianism (Dall'Agnola, 2025).

This method was selected because it provides a structured approach to
understanding how these technologies are politically constructed and justified
by key stakeholders, while also offering insights into how local perceptions are
influenced by official narratives.

In general, the combination of the survey and content analysis offers a method
of data triangulation, which helps validate and enrich the research findings by
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comparing data from multiple sources and perspectives (Patton, 2015). By
combining qualitative insights from government and media sources with
quantitative data from the public, the research provides a comprehensive
analysis of the role and impact of Chinese surveillance technologies in Central
Asia. This triangulation allows for a deeper understanding of how policy

frameworks align with public opinion and provides a more holistic view of the
geopolitical, social, and ethical implications of these technologies in the region.

RESULTS AND DISCUSSION

This section integrates the findings from the survey with the broader academic
literature to provide an in-depth analysis of the public perceptions and
implications of Chinese surveillance technologies in Central Asia. By examining
both the quantitative survey results and qualitative open-ended responses, this
discussion explores the themes of privacy, security, and geopolitical influence,
while incorporating the scholarly perspectives on Chinese surveillance in the
region.
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The Trade-off Between Perceived Security and Digital Privacy.

The survey results highlight a complex relationship between the public's
perception of Chinese surveillance technologies and their concerns about
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privacy and security. As seen in the responses, there is significant support for
surveillance technologies as a means to enhance public safety. A majority (67%)
of respondents viewed Chinese surveillance technologies as effective tools for
crime reduction, aligning with the official rhetoric of Central Asian governments,
which often frame these technologies as essential for urban security (Figure 2).
This perception is consistent with findings from Yau (2022), who argues that

Chinese surveillance systems are marketed as tools to combat crime and
maintain public order across Central Asia (Yau, 2022).

However, a substantial proportion of the population (22%) expressed concerns
that these systems are not only tools for security but also mechanisms for
political control, particularly in authoritarian regimes where civil liberties are at
risk (Figure 2). These concerns resonate with the "digital authoritarianism"
thesis proposed by Harold (2020), who discusses how the Chinese state uses
surveillance systems to assert its influence and control in regions like Central
Asia (Harold, 2020).

This division in public opinion is reflective of the broader geopolitical context
surrounding the Belt and Road Initiative (BRI), which has facilitated China’s
growing technological footprint in Central Asia. As Sridhar (2020) points out,
China’s growing dominance in surveillance technologies is framed as part of its
broader economic strategy, providing affordable technological solutions while
ensuring increased dependence on Chinese systems (Sridhar, 2020). In this light,
the use of surveillance systems becomes a double-edged sword—offering
security benefits but also raising significant concerns about data sovereignty
and the erosion of local governance autonomy.

Concerns about Privacy and Data Sovereignty
One of the key findings of the survey was the widespread concern regarding

data privacy and the potential for foreign access to personal data. A majority
(58%) of respondents expressed concerns that China could access the data
collected by surveillance cameras, highlighting the fear of data misuse and
foreign control (Figure 2). These concerns are echoed by Dall'Agnola (2025),
who argues that surveillance technologies deployed by Chinese firms like
Hikvision and Dahua represent a form of "technocolonialism", whereby local
data is vulnerable to manipulation by foreign governments, undermining
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national sovereignty (Dall'Agnola, 2025). The risk of data leakage and the
potential for surveillance systems to be used for political surveillance is a

persistent issue in Central Asia, where local governments often lack stringent
data protection laws (Marat & Sutton, 2021).

In the context of Central Asia’s geopolitical dynamics, these concerns are
further compounded by the growing economic dependence on China. As Marat
(2018) discusses, the Chinese government often ties infrastructure projects—
such as surveillance systems—to larger economic deals under the BRI. This
creates a situation where Central Asian governments, although receiving much-
needed technological upgrades, may inadvertently compromise their
sovereignty by becoming overly reliant on Chinese systems for critical national
infrastructure (Marat, 2018).

The Influence of Soviet Legacy on Public Acceptance
The survey also revealed that many respondents accepted surveillance systems

due to the legacy of Soviet-era collectivism, where the prioritization of state
security often took precedence over individual privacy. This acceptance reflects
a deeply ingrained mindset in Central Asia, where public security was
historically enforced through extensive state surveillance. As Dall’Agnola (2025)
notes, this Soviet legacy has contributed to public acceptance of surveillance
practices, especially in Kazakhstan, Kyrgyzstan, and Uzbekistan, where citizens
are more inclined to tolerate state surveillance in exchange for the perceived
benefits of public order and security (Dall'Agnola, 2025). This historical context
helps explain why many respondents do not view the presence of surveillance
cameras as intrusive, but rather as a necessary tool for maintaining law and
order.

However, this acceptance is not without its limitations. As the survey findings
suggest, there is a growing skepticism, particularly among younger, more
educated respondents, about the long-term implications of such systems.
Many respondents expressed concerns that these technologies could be used
for political control rather than solely for security purposes. This shift in attitude
reflects broader changes in public awareness of privacy rights and a growing
resistance to the erosion of individual freedoms in the digital age.
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Geopolitical Context and Public Opinion

The dual nature of support and concern for Chinese surveillance technologies in
Central Asia is also shaped by the broader geopolitical dynamics of the region.
As Sridhar (2020) observes,Central Asia’'s adoption of Chinese surveillance
technologies is framed as part of the larger competition between China and
Russia for influence in the region. While Russia has historically had more influence
over security-related matters through legal frameworks like SORM (System of
Operative Search Measures), China’s technological superiority in areas like facial
recognition and artificial intelligence has made it the preferred partner for many
Central Asian governments (Sridhar, 2020). This geopolitical competition has
significant implications for local governance, as the adoption of foreign
surveillance technologies could weaken national autonomy and make these
countries more susceptible to external control.

In this context, Yau (2022) highlights the complexity of the region’s dependence
on Chinese technologies, as these systems not only enhance public security but
also deepen China’s influence over national and regional governance (Yau, 2022).
The survey responses echo this concern, with many respondents recognizing the
trade-off between technological advancement and national sovereignty.

Interestingly, recent policy shifts in China itself indicate a growing recognition of
the risks associated with pervasive surveillance. As of March 2025, the Chinese
government issued guidelines stating that facial recognition technology should
not be forced upon individuals when other effective methods are available
(Reuters, 2025). This development suggests that even the primary exporter of
these systems is responding to negative feedback regarding privacy, a point
that should encourage Central Asian policymakers to consider similar
protective frameworks.

Recommendations for Future Implementation of Surveillance Systems
Based on the survey results and existing literature, several key

recommendations emerge for the future implementation of Chinese surveillance
technologies in Central Asia:

e Regulatory Frameworks: There is a clear need for stricter regulations
governing the use of surveillance technologies. Respondents
emphasized the importance of protecting data
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privacy and ensuring that surveillance systems are used transparently
and ethically. As Harold (2020) suggests, robust legal frameworks are

necessary to prevent the misuse of data and to protect civil liberties
while enhancing security (Harold, 2020).

e Transparency and Public Access: Several respondents recommended
that governments provide public access to information about the data
collected by surveillance systems. This would increase public trust in
these technologies and ensure that citizens are aware of the extent of
monitoring.

e Local Technological Development: There is widespread support for
developing local alternatives to foreign surveillance technologies. Many
respondents suggested that Central Asian countries should invest in
their own technological infrastructure, reducing their reliance on
foreign powers like China. This would not only protect national
sovereignty but also ensure that data is securely stored within national
borders.

e International Collaboration on Data Protection: Given the geopolitical
context, it is also recommended that Central Asian countries collaborate
with international bodies to develop stronger data protection
standards. These standards would ensure that personal data is not
misused by foreign governments or corporations and that citizens'
rights are protected.

o Digital Advocacy and Literacy: Central Asian civil society must advocate
for transparency and digital rights, promoting literacy to help citizens
understand the risks associated with pervasive surveillance. This
involvement is crucial to ensure that the deployment of technologies
like facial recognition does not proceed without public oversight and
protection of fundamental freedoms.

The survey results, when viewed in the context of existing literature, highlight
the complex interplay between security, privacy, and geopolitical influence in
the adoption of Chinese surveillance technologies in Central Asia. While there
is substantial support for the use of these technologies to enhance public safety,
concerns about data privacy, foreign influence, and the erosion of national
sovereignty remain significant. The growing dependence on China for
technological infrastructure, as well as the legacy of Soviet-era surveillance
practices, further complicates the region's stance on these issues. Moving
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forward, there is a need for stronger regulatory frameworks, greater
transparency, and a focus on national technological development to ensure

that the benefits of surveillance technologies do not come at the cost of civil
liberties or national autonomy.

Limitations

While this study provides valuable insights into public perceptions of Chinese
surveillance technologies in Central Asia, it is not without its limitations. One
key limitation is the relatively small sample size of 67 respondents, which,
although diverse, may not fully capture the views of the broader population in
the region. The sample was heavily skewed towards younger, urban, and more
educated individuals, particularly in the 18-34 age range. This demographic is
more likely to engage with and be aware of digital technologies, which may not
be representative of rural populations or older individuals who may have
different perspectives on surveillance technologies. Consequently, the findings
may reflect a more tech-savvy viewpoint, leaving out the perspectives of
individuals who have less access to or knowledge of such technologies.

Geographically, the survey responses were primarily from Kazakhstan and
Kyrgyzstan, with minimal participation from Uzbekistan and no respondents
from Turkmenistan and Tajikistan. This geographic limitation restricts the
scope of the study in capturing regional differences in attitudes toward Chinese
surveillance technologies. While Kazakhstan and Kyrgyzstan may have similar
views on surveillance due to their political, cultural, and economic ties,
Uzbekistan and Turkmenistan may have different experiences and concerns,
given their distinct political environments and the level of exposure to Chinese
technologies in these countries.

Additionally, the study relied on self-reported data, which is inherently
susceptible to biases. Respondents may have given socially desirable answers
or inaccurately recalled their experiences, particularly when discussing
sensitive topics such as privacy and government surveillance. Given the
authoritarian political climate in many Central Asian countries, there is a
possibility that respondents underreported their concerns about the invasion
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of privacy or the potential misuse of surveillance systems, either due to fear of
political repercussions or a reluctance to express dissenting opinions.

Another significant limitation is the lack of longitudinal data. The survey was a
one-time snapshot of public opinion, and as such, it cannot track changes in
attitudes over time. Public perceptions may shift as surveillance systems
become more integrated into everyday life, or as the geopolitical landscape in
Central Asia evolves with China's growing influence. Longitudinal research
would provide a better understanding of how attitudes toward surveillance
technology may change as these systems become more widespread and as the
political and security contexts in the region evolve.

Furthermore, the study focused primarily on public opinion and did not explore
the perspectives of government officials, policymakers, or surveillance experts.
Including insights from these groups would provide a more holistic view of the
issue, allowing for a deeper understanding of the political and strategic
motivations behind the adoption of Chinese surveillance technologies.
Governmental perspectives are crucial for understanding the rationale behind
the widespread use of these technologies, as well as the potential implications
for national security, sovereignty, and citizen privacy.

These limitations underscore the need for further research on this topic,
particularly with a larger and more representative sample of respondents, as
well as in-depth interviews with policymakers, technology experts, and other
key stakeholders. Additionally, research that spans a longer period of time and
covers a broader geographic range would help provide a more comprehensive
and nuanced understanding of the growing role of Chinese surveillance
technologies in Central Asia and their implications for privacy, governance, and
international relations in the region.

CONCLUSION

This study has explored the growing influence of Chinese surveillance
technologies in Central Asia, with a particular focus on how these technologies
shape local security practices, governance, and citizens’ perceptions of privacy
and sovereignty. As China’s technological footprint expands in the region,
particularly through the Belt and Road Initiative (BRI), Chinese surveillance
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companies such as Huawei, Hikvision, and Dahua have played a pivotal role in
implementing high-tech solutions that ostensibly enhance urban security.

However, this technological integration raises significant concerns about civil
liberties, data sovereignty, and geopolitical influence.

The findings of this study indicate a complex public opinion landscape. While
many respondents recognize the potential benefits of surveillance systems for
crime reduction and public safety, a notable proportion of the population
expressed concerns about the invasion of privacy and the erosion of national
sovereignty. This tension between the perceived benefits of improved security
and the potential risks associated with foreign control of data highlights the
broader implications of digital authoritarianism discussed in the literature
(Harold, 2020; Yau, 2022). Respondents were particularly concerned about the
possibility that China could access personal data collected by surveillance
systems, fearing data misuse and the loss of control over sensitive national
information.

Moreover, the study found that the legacy of Soviet-era surveillance practices
plays a significant role in the acceptance of state surveillance in Central Asia.
Many respondents did not view the installation of surveillance cameras as
intrusive, reflecting an ingrained tendency to prioritize state security over
individual privacy. However, there was a noticeable shift, especially among
younger, more educated respondents, who voiced concerns about the long-
term political implications of adopting such technologies in authoritarian
regimes. These findings underscore the need to consider both historical
contexts and modern governance challenges when evaluating the adoption of
surveillance systems in the region.

The geopolitical context surrounding the adoption of Chinese surveillance
technologies is also critical. As Central Asian countries continue to deepen their
economic and political ties with China, the region becomes more dependent on
Chinese technologies, which in turn increases China’s strategic influence. This
creates a delicate balance between the economic benefits of technological
investment and the potential loss of national autonomy. As Sridhar (2020) and
Dall'Agnola (2025) suggest, this growing dependence on Chinese technologies
is akin to a form of "technocolonialism", where local governance structures may
become more susceptible to external influence and control.
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Looking ahead, the study highlights several important recommendations for
managing the deployment of Chinese surveillance technologies in the region.
Clear regulatory frameworks and transparency in data collection are critical to
ensuring that surveillance systems do not infringe on individual rights.
Additionally, there is a strong call for technological independence and the
development of local alternatives to reduce reliance on foreign surveillance
systems, ensuring that data sovereignty is maintained. These findings suggest
that while the adoption of modern surveillance technologies can undoubtedly

improve urban security, it is essential that these systems be carefully regulated
to protect civil liberties and maintain national sovereignty.

In conclusion, this study has shed light on the multifaceted relationship
between technological advancement, governance, and civil liberties in Central
Asia. As Chinese surveillance systems continue to shape the security landscape
in the region, it is imperative for policymakers to strike a balance between
leveraging technological advancements for public safety and safeguarding the
fundamental rights of citizens. Further research is needed to explore these
dynamics in greater detail, particularly through longitudinal studies and the
inclusion of governmental perspectives, to better understand the evolving role
of Chinese technologies in Central Asia’s political and social fabric.
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Digital Infrastructure and Sovereignty in Central Asia:
Chinese Investments and State Strategies (2018-2025)

Abstract

This paper provides the first comprehensive analysis of Chinese digital infrastructure
investments in Central Asia through verified project-level data. Documenting $2.97
billion across Kazakhstan and Uzbekistan (2018-2025), we reveal telecommunications
(64%) and surveillance systems (34%) dominate Chinese engagement. We develop a
"stratified digital sovereignty” framework demonstrating how states exercise
differential control across infrastructure layers (physical, protocol, platform, data),
resolving contradictions between technological dependence and innovation success.

Kazakhstan's "strategic hedging" approach limits Chinese investment ($1.05 billion)
while maintaining vendor  diversity, enabling Kaspi.kz's $17.5 billion valuation.
Uzbekistan's "accelerated integration" strategy attracts larger investment ($1.93
billion), expanding its digital economy from 2% to 22% of GDP in four years, while
accepting deeper dependencies including surveillance systems for "political affairs
management.” Despite Chinese infrastructure adoption, local platforms thrive through
strategic positioning and state protection, with both countries producing unicorns.
However, deployment of 1.4 million surveillance cameras without privacy frameworks
raises governance concerns. Technology transfer remains limited, focusing on
operational training rather than knowledge sharing.

The research contributes theoretically by showing sovereignty operates differentially
across technological layers rather than being binary. Empirically, it provides baseline
data challenging inflated investment estimates while documenting transformation.
Policy implications suggest Central Asian states can preserve sovereignty through layer-
specific strategies, Western competitors should focus on platform/service layers where
local knowledge matters, and surveillance governance requires urgent attention. The
shift toward Al infrastructure and CNY-denominated financing signals a critical
juncture where 2025-2027 policy choices will determine whether  Central
Asia maintains technological options or locks into Chinese ecosystems permanently.

Introduction: Digital Transformation and Strategic Adaptation in
Central Asia

The Transformation Paradox

Uzbekistan's digital economy expanded from 2 percent to 22 percent of GDP
between 2020 and 2024, while Kazakhstan's fintech platform Kaspi.kz achieved a
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$17.5 billion valuation on NASDAQ."These achievements emerged through $2.97
billion in Chinese digital infrastructure investments across sixteen documented
projects from 2018-2025 (see Table 1). Internet penetration in Uzbekistan surged
from 46 percent to 86 percent in six years, IT services exports grew twenty-two-
fold to $344 million, and Kazakhstan reached 86 percent internet coverage
alongside 85 percent cashless transaction adoption.2

Sector Kazakhstan Uzbekistan Total Percentage

Telecommunications $1,025M $874.8M $1,899.8M 63.9%

Surveillance Systems $23M* $1,000M $1,023M  34.4%

Al/Data Centers $0 $50M $50M 1.7%
0,

Total $1,048M $1,924.8M $2.972.8M 100%

Table 1. Chinese Digital Infrastructure Investments in Central Asia (2018-2025).

Source: Ministry of Digital Development (2025); Uzbektelecom (2024); Government
Procurement Portal (2022-2025). **Note: Kazakhstan surveillance investment likely
underestimated due to verification challenges.

Yet this modernization creates new dependencies. The deployment of 1.4 million
surveillance cameras—1.3 million in Kazakhstan and 114,000-plus in Uzbekistan—
enables social monitoring with systems designed for "political affairs
management" according to project documentation.? Financial mechanisms
including subsidized loans and CNY-denominated financing raise questions about
sustainability as debt obligations accumulate and markets approach saturation.

Central Asia thus provides a critical laboratory for understanding how developing
states navigate digital transformation within asymmetric relationships, where
infrastructure for economic modernization becomes intertwined with
mechanisms of technological dependence and social control.

The Research Problem: Beyond Simple Narratives

The economic benefits appear substantial. Uzbekistan's transformation brought
millions online, enabling access to e-commerce, digital finance, and education.
Kazakhstan developed one of the world's most successful fintech ecosystems with
near-universal 4G coverage reaching 85 percent of the population.* However,
emerging  constraints  complicate purely  optimistic  assessments.
Telecommunications markets approach limits. Kazakhstan's rural expansion faces
low population density constraints, while Huawei's 70 percent market share limits
competitive space.>Surveillance systems achieve comprehensive coverage but



CENTRAL ASIAN
POLICY STUDIES

require ongoing Chinese technical support, imposing significant maintenance
costs.

Technology transfer has proven limited despite consistent provisions in
agreements. The Kazakhstan-Huawei Innovation Center established in 2019
produced no significant patents during the study period.® Local personnel learned
system management but not development capabilities, as Chinese
companies retained control over critical source code and hardware designs.
Financial sustainability strains emerge as Uzbekistan's $900 million China
Development Bank loan required budget support when telecommunications
revenues proved insufficient, while the shift toward CNY-denominated financing
creates direct exposure to Chinese monetary policy.”

Policy Strategy Convergence and Divergence

Understanding these dynamics requires examining how Chinese export strategies
align with Central Asian development priorities. China's Digital Silk Road
addresses domestic overcapacity, expands market opportunities, and projects
influence through infrastructure provision, enabling technology firms to scale
internationally  while establishing technical standards that create long-
term dependencies.?

Kazakhstan's "Digital Kazakhstan" program welcomed foreign investment
while maintaining autonomy through vendor diversification. The
government maintainsa 49 percent foreign ownership ceiling in
telecommunications to prevent complete control while ensuring investment
quality. Data localization requirements keep user information within national
borders, subject to Kazakhstani law. This multi-vendor approach sees Huawei
commanding 70 percent market share, with Nokia and Ericsson maintaining 20
percent and 10 percent respectively, preserving switching options.®

Uzbekistan's "Digital Uzbekistan 2030" strategy embraces comprehensive
partnership, prioritizing transformation over independence.’® President
Mirziyoyev's administration views Chinese technologies as enabling both
modernization and stability, with surveillance systems serving dual regime
security and development objectives. The country's Chinese-dominant vendor
strategy sees Huawei controlling 85 percent and ZTE 15 percent of
telecommunications infrastructure. These divergent approaches—Kazakhstan's
strategic  hedging versus Uzbekistan's comprehensive integration—
demonstrate that recipient state strategies significantly shape investment
impacts, challenging narratives of passive technological colonization.

Research Questions and Analytical Framework
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This study addresses three interconnected questions. First, how do Chinese digital
infrastructure investments reshape economic structures and technological
capabilities in  Kazakhstan and Uzbekistan, and what evidence
exists regarding benefits and sustainability constraints? Second, what strategies
do Kazakhstan and Uzbekistan employ to maximize benefits while managing
sovereignty concerns, and how do domestic factors explain variation despite
similar Chinese offerings? Third, how can we theoretically understand
relationships between infrastructure dependence, technological sovereignty, and
state agency during rapid digital transformation?

The analysis applies a "stratified digital sovereignty" framework building on
infrastructure and sovereignty scholarship to explain how states exercise
differential control across layers (physical, protocol, platform, data)." This
approach resolves apparent contradictions—innovation flourishing within
dependent contexts—by recognizing that sovereignty operates differently across
technological layers rather than being binary.

Theoretical Contributions and Empirical Approach

The empirical analysis documents $2.97 billion in verified investments, employing
rigorous verification protocols distinguishing between announced projects,
implemented investments, and operational systems. The research combines
investment tracking with outcome measurement, examining transformation
indicators alongside emerging constraints. Kazakhstan's GDP per capita rose from
$9,812 to $13,247 between 2020 and 2024, while Uzbekistan's increased from
$1,724 to $3,093. Digital economy contributions vary significantly, with
Uzbekistan's dramatic expansion to 22 percent of GDP contrasting with
Kazakhstan's steady 3.1 percent, reflecting different development stages
and strategies."?

Policy implications prove significant across stakeholders. Central Asian
governments can preserve sovereignty through layer-specific strategies while
enabling development, though strategic windows may narrow as dependencies
deepen. Chinese companies face sustainability challenges requiring evolution
from hardware sales toward genuine partnership. Western competitors should
focus on platform and service layers where local knowledge provides advantages
rather than matching Chinese infrastructure pricing.' International organizations
can support alternative financing, governance capacity building, and regional
cooperation to strengthen recipient positions.
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Report Structure and Analytical Progression

This report proceeds through seven analytical sections building toward
comprehensive understanding. The literature review positions research within
existing scholarship while identifying gaps requiring new frameworks. The
theoretical section develops the stratified sovereignty framework through
synthesis. The methodology establishes credibility through transparent protocols
and limitation discussions.

The empirical analysis presents findings systematically, documenting investment
patterns, economic benefits, sustainability concerns, and technology transfer
outcomes. The comparative analysis examines divergent strategies between
Kazakhstan and Uzbekistan, demonstrating how domestic factors shape
outcomes. The discussion synthesizes findings to explore broader implications for
understanding digital infrastructure politics within asymmetric relationships.

Understanding these dynamics proves essential as other regions face similar
technology adoption choices, market saturation intensifies, and governance
challenges of dual-use infrastructure become apparent worldwide. The shift
toward Al infrastructure and CNY-denominated financing signals a new phase
where  2025-2027 policy  choices  will determine whether  Central
Asia maintains technological flexibility or locks into specific ecosystems
permanently.

Literature Review

Development Theory and Technology Transfer: From Linear Models to Digital
Complexity

The technology transfer debate reveals fundamental tensions between optimistic
modernization narratives and structural dependency critiques, with digital
infrastructure creating unprecedented analytical challenges. While Rostow (1960)
positioned technology adoption as enabling "take-off" into sustained growth,
dependency theorists fundamentally challenged this linear progression. Cardoso
and Faletto (1979, p. 23) argued that "technological dependency creates a
situation where innovation remains concentrated in core countries while
periphery countries remain permanent importers of obsolete technologies."
Evans' (1979) "dependent development" concept attempted synthesis by
recognizing that peripheral states could achieve growth within dependent
relationships, though his manufacturing focus may not translate to digital
contexts where network effects create different dependency mechanisms.
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Contemporary scholars increasingly document innovation within constraint. Lee
(2013) and Fu et al. (2011) demonstrate through East Asian cases that
technological learning and "creative adaptation" can occur within dependent
relationships, while Kim's (1997) South Korean analysis reveals that successful
upgrading required specific state capacities that may not exist in smaller
economies. Digital infrastructure fundamentally complicates these frameworks.
Plantin et al. (2018, p. 298) theorize the "platformization of infrastructure," where
digital platforms become essential while traditional
infrastructures operate through interfaces enabling new control mechanisms.
Star's (1999, p. 380) concept of "irreversible momentum" through technical
standards and Bratton's (2016) documentation of infrastructure's "dual-use
capabilities" for both economic and surveillance functions reveal characteristics
that neither modernization optimism nor dependency pessimism adequately
captures.

Digital Sovereignty: Competing Paradigms and Central Asian Implications

Digital sovereignty scholarship reveals paradigmatic differences reflecting
structural positions and analytical priorities, with implications for understanding
Central Asian navigation strategies. European frameworks emphasize regulatory
autonomy through governance rather than technological control, exemplified by
GDPR (Pohle & Thiel, 2020). Chinese conceptualizations operate from different

premises, with Hong's (2017, p. 123) "M4&=F£4X" extending sovereignty into digital
realms through technical architectures, while Mueller (2020) critiques this as

fragmenting global connectivity—though his analysis may underestimate the
model's appeal for states seeking control during rapid digitalization.

Global South scholarship provides overlooked alternatives. Avila Pinto's (2018, p.
19) analysis of Brazil's Marco Civil theorizes "strategic autonomy" as continuous
navigation between great powers through regulatory and technical choices. This
dynamic conception supports Couture and Toupin's (2019) sovereignty as
"performance" and Milan and Treré's (2019, p. 321) "data
activism" demonstrating civil society contestation within dependent frameworks.
However, these approaches assume democratic accountability that may not exist
in authoritarian contexts. The paradigmatic divide reflects distinct relationships to
existing infrastructure: Europeans regulate platforms they cannot replace, China
builds alternatives from technological strength, while Global South frameworks
emphasize navigation within constraints—none directly addressing states lacking
both regulatory capacity and technological capabilities.

Belt and Road Initiative: Beyond Debt Trap Debates
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BRI scholarship exhibits methodological disagreements producing contradictory
assessments, with the "debt trap diplomacy" debate exemplifying these tensions.
Brautigam's (2020, p. 2) empirical analysis finds "no evidence of deliberate debt
trap diplomacy" through project-level verification revealing "mutual interests,
miscalculations, and sometimes genuine efforts at debt relief." Carmody et al.
(2022, p. 62) maintain that structural analysis remains essential, as infrastructure
creates "path dependencies constraining future options, even without formal
conditionalities." Singh's (2020) distinction between commercial and concessional
financing demonstrates methodological sophistication, though may
underestimate how technological dependencies operatethrough technical rather
than debt relationships.

Digital Silk Road scholarship increasingly addresses technological specificity.
Hillman (2021) documents evolution from cables to smart cities and Al platforms,
while Tugendhat and Voo (2021, p. 23) find "recipient countries actively shaping
deployments rather than passive acceptance," though within technological and
financing constraints. Greene and Triolo (2020) reveal how technical standards
carry geopolitical implications by shaping trajectories and creating dependencies.
Summers' (2020, p. 810) emphasis on local actors "actively reshaping projects
through negotiation, resistance, and creative adaptation" supports empirical
approaches documenting implementation variations. Neither empirical
verification nor structural analysis adequately explains why similar Chinese
offerings produce different outcomes, suggesting need for frameworks
integrating constraints with implementation analysis.

Surveillance Technology: Determinism versus Contextual Adaptation

Surveillance scholarship reveals competing explanations for digital monitoring
expansion, with implications for understanding Chinese technology impacts.
Zuboff's (2019) "surveillance capitalism" analyzes Western corporate data
extraction, while Wang and Minzner (2015, p. 345) document China's "turn toward
comprehensive security" where "stability maintenance (weiwen) has become the
organizing principle." Greitens et al. (2020, p. 15) demonstrate how "Chinese
surveillance technology exports reflect domestic practices, particularly those
developed in Xinjiang," suggesting technological determinism where systems
create similar capabilities regardless of context.

Empirical studies reveal significant contextual variation challenging deterministic
assumptions. Feldstein's (2019) finding that "liberal democracies are 50% more
likely to deploy facial recognition systems supplied by Chinese firms than
autocracies" contradicts both authoritarian diffusion theories and democratic
resistance narratives. Lyon's (2018) "surveillance
culture" demonstratespopulation-specific understanding and negotiation of
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monitoring systems. Glasius et al. (2018) reveal how authoritarian control affects
both deployment and scholarly access, while Heydemannand Leenders' (2011)
authoritarian learning framework shows regimes adapting technologies rather
than adopting uniform models—supporting contextual adaptation while
acknowledging limited resistance scope in authoritarian settings.

Central Asian Studies: Methodological Contributions and Digital Infrastructure Gaps

Regional scholarship provides valuable empirical foundations while revealing
analytical limitations. Yau's (2020) operational BRI analysis systematically
documents projects but potentially privileges Chinese categories over recipient
perspectives. Indeo (2020) reveals complex multilateral relationships beyond
simple bilateral frameworks, though geopolitical focus may underestimate
technological dependency mechanisms. Recent innovations
include Maracchione and Jardine's (2024) machine learning analysis of Chinese
policy discourse and Zhang's (2024) examination of perception formation, though
these emphasize Chinese perspectives over implementation outcomes.

The literature reveals systematic gaps in digital infrastructure analysis. While Li-
Chen Sim and Aminjonov (2020) document traditional infrastructure challenges
including transparency and debt, and the Journal of Infrastructure, Policy and
Development (2018) provides technical foundations, comprehensive
documentation of telecommunications (63.9% of investments) and surveillance
systems (34.4%) remains absent. Shamiev's (2020) mining sector analysis of "lock-
in processes" suggests analytical approaches, though extractive dynamics may
not translate to digital contexts where dependencies operate through standards
rather than resource control.

Synthesis: Theoretical Convergence and Empirical Requirements

The literature converges around rejecting binary dependence-autonomy
frameworks while exposing persistent empirical gaps. Across development
studies, sovereignty literature, BRI scholarship, and surveillance studies, scholars
increasingly recognize complex navigation dynamics within structural constraints.
Evans' dependent development, Avila Pinto's strategic autonomy, Summers'
implementation variation, and Lyon's cultural adaptation all emphasize agency
within structure. However, theoretical sophistication has not produced empirical
synthesis—development studies emphasize economic outcomes, surveillance
studies focus on control, and geopolitical analyses examine competition without
systematic integration.

Methodological disagreements compound challenges, with empirical verification
and structural analysis producing contradictory conclusions about identical
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phenomena. Regional studies rely on announced rather than implemented
outcomes, aggregate rather than project-level analysis, and single-country rather
than comparative approaches. Our analysis addresses these limitations through
systematic documentation across Kazakhstan and Uzbekistan, applying
established theoretical insights to digital contexts using verified project-level data.
This approach extends scholarship by testing how frameworks developed for
different contexts apply to Chinese digital infrastructure in Central Asian settings,
supporting nuanced understanding of contemporary infrastructure politics where
technological dependencies operate through standards and capabilities rather
than traditional debt or resource control mechanisms.

Methodology and Data
Research Design and Case Selection

This study employs qualitative comparative case study methodology following
Przeworski and Teune's (1970) "most similar systems design" to examine Chinese
digital infrastructure investments in Kazakhstan and Uzbekistan from 2018-2025.
Building on Beach and Pedersen's (2013) process tracing methodology, the
analysis identifies causal mechanisms linking investments to sovereignty
outcomes through systematic examination of implementation processes and
documented outcomes.

Kazakhstan and Uzbekistan provide controlled comparison through four shared
characteristics that enable analytical leverage. Both gained independence from
the Soviet Union in 1991, maintainauthoritarian governance systems with
identical Freedom House scores of 12/100 in 2024, depend on hydrocarbon
exports as primary revenue sources, and joined China's Belt and Road Initiative
between 2013 and 2014. Their economic variation provides explanatory power for
understanding differential outcomes. Kazakhstan's GDP per capita reached
$14,005 in 2024 compared to Uzbekistan's $3,093, with total economies of
$288.41 billion and $114.97 billion respectively according to World
Bank data.' This income differential of 4.5 to 1 enables examination of how
economic capacity shapes digital infrastructure adoption patterns and
negotiation strategies.

Data Collection and Three-Stage Verification Protocol
Investment Database Construction

Primary documentation for investment tracking encompassed multiple official
sources across governmental, corporate, and multilateral institutions.
Government procurement portals provided tender documentation and contract
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details, including Kazakhstan's digitalkazakhstan.kz and stat.gov.kz platforms
alongside Uzbekistan's mitc.uz and statistics.uz systems. Corporate
documentation included annual reports from Huawei Technologies covering 2018
through 2024, ZTE Corporation financial statements and investor relations
materials, and Alibaba Group SEC filings that detailed regional investment
allocations. Multilateral development banks provided project verification through
detailed documentation, particularly Asian Infrastructure Investment Bank Project
Number 000758 for Uzbekistan's Fixed Broadband Expansion and World Bank
Project P171683 for Kazakhstan Digital Acceleration. Policy
frameworks established through Kazakhstan's "Digital Kazakhstan" State
Program adopted through Government Resolution Number 827 on December 12,
2017, and Uzbekistan's "Digital Uzbekistan 2030" strategy announced through
Presidential Decree UP-6079 on October 5, 2020, provided strategic context for
investment priorities.?

Three-Stage Verification Requirements

Following Glasius et al.'s (2018) methodology for conducting research in
authoritarian field environments, this study implemented conservative
verification protocols requiring multiple independent sources for each investment
claim. The verification process proceeded through three distinct stages designed
to ensure data reliability while acknowledging the opacity inherent in
infrastructure investments involving dual-use technologies.

Stage one involved initial identification through systematic scanning of
government announcements, media reports, corporate press releases, and
bilateral cooperation agreements. This comprehensive search yielded over fifty
potential investments ranging from $5 million equipment purchasesto $1.2
billion infrastructure programs. Stage two required corporate confirmation
through matching each potential project with annual reports, SEC filings, or
verified executive statements from involved companies. Uzbekistan's Safe City
project exemplifies this verification process, moving from initial media
identification in Eurasianet's September 2019 reporting through corporate
confirmation in Huawei's 2019 Annual Report to implementation verification via
government procurement portal documentation and UN Human Rights
Committee reporting in 2020.3 This corporate verification stage eliminated thirty-
four of fifty initially identified projects, representing a 68 percent exclusion rate
due to insufficient documentation.

Stage three demanded implementation evidence through tender documents,
technical specifications, or independent verification from international
organizations or financial institutions. This final verification stage reduced the
database to sixteen  projects totaling $2.97  billion in  confirmed
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investments, representing documented minimum investment levels achieved
through conservative estimation protocols that excluded any investments lacking
multiple forms of verification.

Process Tracing Framework

The analysis applies four-stage process tracing to establish causal chains linking
Chinese investments to documented outcomes in both countries. Antecedent
conditions examination documents specific infrastructure deficits through
government statistics, including Kazakhstan's 4G coverage expansion from 68
percent in 2018 to 85 percent by 2024 and Uzbekistan's growth from 31 percent
to 67 percent according to official telecommunications ministry data.# Policy
frameworks emerge through analysis of bilateral cooperation agreements and
memoranda of understanding, while political economy contexts become visible
through examination of budget allocations and development priorities articulated
in official planning documents.

Investment decision analysis traces financing mechanisms through examination
of loan agreements, commercial contracts, and vendor financing arrangements
documented in corporate filings and government procurement records.
Technology selection processes reveal themselves through tender specifications
and procurement requirements published on government portals, while local
partner identification demonstrates political connections through joint venture
agreements and partnership announcements in official media. Implementation
process tracking follows projects from agreement signature to operational
deployment through regulatory documentation, technical deployment evidence
from government reporting, and workforce development programs documented
in corporate sustainability reports and bilateral education agreements. Outcome
assessment employs multiple quantitative indicators including network coverage
statistics from telecommunications ministries, economic indicators from national
statistical offices, and governance changes documented through policy
implementation reports and international organization assessments.

Access Constraints and Research Limitations

Following Glasius et al.'s (2018, p. 25) guidance on navigating "between the Scylla
of self-censorship and the Charybdis of endangering sources," this study relied on
systematic document analysis of publicly available sources rather than direct
engagement with governmental or corporate decision-makers.> Access to
governmental archives and internal corporate documentation remained
restricted due to the sensitive nature of digital infrastructure projects involving
dual-use surveillance technologies, necessitating reliance on publicly disclosed
information.
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Several investment categories remain unverified despite evidence suggesting
their  significance  for  understanding total Chinese engagement.
Data center investments show substantial operational deployment but lack
publicly disclosed financial amounts in corporate reports or government
documentation. Payment infrastructure investments, particularly UnionPay's
expansion achieving 100 percent merchant acceptance targets in both countries,
remain confidential under commercial arrangements between financial
institutions. Security sector investments face classification restrictions preventing
financial disclosure, with only Kazakhstan's $23 million Almaty facial recognition
system achieving verification despite documented deployment of 1.3 million
cameras nationwide and over 114,000 cameras in Uzbekistan. Operational
expenditures remain within confidential maintenance contracts between Chinese
vendors and local operators, while technology transfer
valuations remain unavailable due to intellectual property protections and
competitive sensitivity claims.

Following Fuijii's (2018, p. 12) principle of "transparency about the limits of
transparency,” this study explicitly acknowledges these constraints while
maximizing analytical leverage from available documentary evidence.® The $2.97
billion in verified investments represents documented minimum levels, with total
Chinese digital infrastructure investment likely reaching substantially higher
amounts when including unverified categories. This conservative approach
ensures reliability of included data while establishing clear boundaries for
empirical claims, strengthening analytical credibility by preventing overextension
beyond available evidence while acknowledging constraints inherent in
researching opaque investment flows in authoritarian contexts.

Results and Discussion
Investment Patterns and Economic Transformation

The verified $2.97 billion in Chinese digital infrastructure investments across
sixteen projects reveals allocation patterns that reflect political receptivity rather
than market logic. Uzbekistan received $1.93 billion (65 percent) despite its
economy being one-quarter the size of Kazakhstan's, which received $1.05 billion
(35 percent). This asymmetric distribution extends Nordin and Weissmann's (2018)
framework on recipient state agency, demonstrating how domestic political
calculations shape investment flows beyond pure economic rationality.

Category Kazakhstan Uzbekistan Analysis

$1.05B $1.93B Political

Total Investment ., | (65%) receptivity
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over market
size

Kazakhstan's
5G focus vs

Telecommunications $1.03B $875M Uzbekistan's
coverage
expansion
Divergent

23M ignty-

Surveillance ’ e $1.00B SOVErelsnty

verified* security
priorities
.. Infrastructure
Primary Projects >G Networksafe Cltyvs control
yrrol ($975M) ($1B) _
emphasis
Huawei 70%, Huawei
. 0 :
Vendor Mix Nokia ~20%, ooy, zygHedsing vs
Ericsson 150 integration

10%
Table 1. Chinese Digital Infrastructure Investment Patterns (2018-2025)

Source: Government procurement portals; corporate annual reports (2018-
2024). **Note: Kazakhstan surveillance likely underestimated; 1.3 million
cameras deployed suggests higher investment.

The sectoral concentration in telecommunications (63.9 percent) and surveillance
systems (34.4 percent) indicates prioritization of control-enabling technologies
alongside connectivity infrastructure. Temporal patterns reveal three phases:
experimental pilots (2018-2020, $623 million), acceleration (2021-2023, $1.74
billion), and strategic deepening emphasizing Al capabilities (2024-2025, $607
million). This progression demonstrates how initial cautious engagement evolved
into comprehensive digital transformation commitments once early projects
proved successful.

Both countries achieved remarkable economic transformation despite different
strategic approaches. Kazakhstan's digital economy reached $2.3 billion (3
percent of GDP) with cashless transactions increasing from 45 percent to 85
percent between 2020-2024. More dramatically, Uzbekistan's digital economy
expanded from 2 percent to 22 percent of GDP during the same period, with IT
services exports growing twenty-two-fold to $344 million. These
metrics demonstrate how infrastructure investment enables economic
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modernization regardless of sovereignty approach, though with different
dependency implications examined below.

Strategic Divergence: Hedging versus Integration

Kazakhstan and Uzbekistan's contrasting approaches to Chinese digital
infrastructure reveal conscious sovereignty calculations shaped by distinct regime
priorities and geopolitical constraints. These strategies cannot be explained
through simple cost-benefit analysis but reflect deeper political economy factors
that determine how states navigate technological dependencies.

Kazakhstan's multi-vector hedging strategy accepts technological dependence
while preserving strategic flexibility through institutional design. The $975 million
5G framework mandates multi-vendor deployment despite coordination costs
estimated at 15-20 percent above single-vendor
solutions. Kazakhtelecom's retention of network ownership under the 49 percent
foreign ownership ceiling demonstrates how legal frameworks preserve control
despite technological dependence. Data localization requirements ensure user
information remains subject to Kazakhstani rather than Chinese law, while the
Trans-Caspian Fiber cable's redundant routing through Azerbaijan and Georgia
prevents exclusive reliance on any single partner.

Uzbekistan pursues accelerated integration, embracing comprehensive Chinese
partnership to achieve rapid modernization while subordinating sovereignty
concerns to development imperatives. The $1 billion Safe City program with
explicit "political affairs management" modules represents conscious acceptance
of surveillance capabilities in exchange for social stability tools. The Mobiuzloan
arrangement ($150 million) with mandatory Huawei equipment and Chinese
technical personnel illustrates how Uzbekistan intentionally creates
dependencies to accelerate transformation. This approach enabled the digital
economy's expansion from 2 percent to 22 percent of GDP in four years—
transformation that might otherwise require decades.

Dimension Kazakhstan Uzbekistan Implications

Digital 28% - 3.1%2% — 220/OSpee(?J Vs
Economy GDP GDP sustainability
Growth trade-off

Internet Gradual vs

. 76% — 86% 47% — 67% rapid
Penetration

expansion
Platform Kaspi.kz Both
Success ($17.5B) Uzum (31.168) achieved
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unicorn
status
. 1 114K+ Civil  society

Surveillance ,
Deployment cameras cameras cgpaaty
(resistance) (acceptance) differs

Neither

Technology Limited Operational  achieved
Transfer patents training genuine
transfer

Table 2. Comparative Strategic Outcomes

Source: National statistical offices; corporate valuations, government reports (2024-
2025).

These divergent approaches reflect different risk assessments shaped by
structural factors. Kazakhstan's 7,000-kilometer border with China creates
immediate security concerns about technological dependence. Its established
Western investment relationships ($23.4 billion in U.S. foreign direct investment)
create reputational incentives for maintaining sovereignty credentials. Conversely,
Uzbekistan's post-Karimov development urgency and limited alternative financing
create imperatives for rapid transformation that override sovereignty concerns.
The absence of meaningful civil society resistance enables comprehensive
surveillance deployment that Kazakhstan's more open political environment
constrains.

Innovation Within Dependence: Platform Success Stories

The emergence of billion-dollar platforms challenges technological determinism
by demonstrating innovation possibilities within infrastructure dependencies.
Kazakhstan's Kaspi.kz achieved a $17.5 billion valuation with fourteen million
active users (70 percent of population) while operating entirely on Chinese
telecommunications infrastructure. This success resulted from regulatory
protection, government promotion, and strategic positioning in financial services
where local knowledge provides competitive advantages over foreign platforms.

Uzbekistan's Uzum platform reached $1.16 billion valuation within eighteen
months, demonstrating how rapid infrastructure deployment can accelerate
platform development. The comprehensive Chinese infrastructure foundation
enabled indigenous innovation that would typically require years of gradual
development. Both cases validate the stratified sovereignty framework by
showing that infrastructure dependence does not
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automatically eliminate platform-layer innovation when supported
by appropriate state strategies.

However, technology transfer promisesremain largely unfulfilled despite
bilateral commitments. Training programs emphasize operational capacity rather
than innovation development. Huawei certified 100,000 specialists in Kazakhstan,
but focused on network operation rather than system design. Core technologies
including algorithms, security protocols, and system architectures remain within
Chinese vendor control. The Kazakhstan-Huawei Innovation Center established in
2019 produced no significant patents during the study period. This pattern
reflects global practices protecting intellectual property while meeting contractual
obligations for capacity building, but fundamentally limits  technological
sovereignty development.

Sustainability Constraints and Future Trajectories

Despite documented benefits, emerging constraints suggest limits to continued
growth trajectories. Kazakhstan's telecommunications market approaches
saturation with 85 percent 4G coverage, as remaining areas feature population
densities below three people per square kilometer making expansion
economically unviable. Surveillance deployment faces operational challenges as
maintenance costs for 1.3 million cameras strain budgets while public resistance,
exemplified by facial recognition deactivation following 2023 protests, constrains
expansion.

Uzbekistan confronts different sustainability challenges despite enthusiastic
technology adoption. The planned surveillance expansion to 200,000 cameras
requires substantial operational budgets competing with social spending
priorities. The $900 million China Development Bank loan creates debt service
obligations, while currency exposure through CNY-denominated financing
introduces exchange rate risks. Both countries face technology obsolescence
pressures as the anticipated 6G transition will require substantial new
investments potentially exceeding fiscal capacity.

Challenge Current Policy Future Risk
Status Response
0,
8% Shift to Diminishing
Market coverage service investment
Saturation (K2), 670/00 timization returns
u2) P
Debt $900M CDBSeeklng Currency

multilateral exposure via

Obligations loan (UZ) alternatives CNY
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15-20% Budget

Surveillance , Civil society
nual reallocation

Costs ) resistance
maintenance pressure

Multi-vendor

Technology 5G standards 6G transition
. strategy (KZ .
Lock-in adopted constraints
only)
. Limited Platform :
Innovation . Continued
patent protection

Gaps dependency

production policies

Table 3. Sustainability Indicators and Policy Implications

Source: Government budget documents; technical assessments; author calculations
(2024-2025).

Policy Implications and Recommendations
Critical Juncture and Strategic Imperatives

The 2025-2027 period represents a critical juncture as both Kazakhstan and
Uzbekistan face decisions about 6G adoption, Al governance, and surveillance
expansion that will create path dependencies lasting decades. The deployment of
1.4 million surveillance cameras without comprehensive privacy frameworks
creates dangerous precedents requiring urgent policy attention before
capabilities become further entrenched. Kazakhstan's hedging approach
preserves options for technology transitions and regional cooperation, while
Uzbekistan's integration creates switching costs that may lock in Chinese
standards permanently. These divergent experiences with $2.97 billion in Chinese
digital infrastructure provide concrete lessons for strategic technology
governance.

Central Asian governments should formalize sovereignty-preserving strategies
through specific policy instruments adapted to their current positions. Kazakhstan
must codify its implicit multi-vendor requirements through procurement
regulations mandating minimum percentages from non-Chinese suppliers in
critical infrastructure, similar to India's 2020 telecommunications reforms
requiring 30 percent trusted vendor sourcing. The country's successful
maintenance of vendor diversity despite 15-20 percent efficiency
costs demonstrates that such strategies remaineconomically viable. Uzbekistan,
having already accepted comprehensive Chinese integration, should maximize
technology transfer within existing relationships by establishing joint
research centers with enforceable patent-sharing agreements, following
Vietnam's model where Samsung's $17 billion investment included mandatory
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technology transfer resulting in 200 local supplier companies by 2023. Both
countries urgently need comprehensive data governance frameworks—Estonia's
Data Protection Inspectorate model provides a tested framework combining
technical auditing with citizen advocacy, adaptable to authoritarian contexts
through phased implementation beginning with government data before
expanding to private sector coverage.

International Engagement and Regional Cooperation

Competition with Chinese digital infrastructure proves most viable at platform
and service layers where local knowledge provides sustainable advantages,
as demonstrated by Kaspi.kz's $17.5 billion valuation achieved
while operating on  Huawei infrastructure. International development
organizations must recalibrate strategies recognizing that Chinese dominance at
physical infrastructure layers appears irreversible given demonstrated cost
advantages and deployment speed. The European Union's Global Gateway
initiative, with €300 billion promised for digital infrastructure, should prioritize
governance capacity building—particularly algorithmic transparency and privacy-
preserving authentication systems—rather than attempting to match Chinese
hardware investments. The United States International Development Finance
Corporation's $500 million digital infrastructure commitment should focus on
areas where Chinese companies face structural disadvantages, particularly
enterprise software and cybersecurity services requiring deep Western system
integration.

Regional cooperation mechanisms prove more effective than individual strategies
for managing technological dependencies. The proposed Central Asian Digital
Common Market could enable collective bargaining that individual states cannot
achieve, similar to how the African Union's Digital Transformation Strategy 2020-
2030 created continental frameworks for engaging with technology powers.
Critical coordination needs include joint negotiation of 6G technical standards
through existing Shanghai Cooperation Organization mechanisms, collective
approaches to Al governance preventing regulatory arbitrage, and shared
frameworks for cross-border data flows balancing security with economic
integration. Regional development banks should establishdedicated facilities for
refinancing Chinese infrastructure loans approaching maturity, as Sri Lanka's
recent $3 billion IMF program demonstrates how strategic refinancing can reduce
dependency while maintaining infrastructure benefits. Supporting these
mechanisms requires acknowledging that developing states rationally choose
Chinese technologies for legitimate development objectives—Kazakhstan's
explicit premium for vendor diversity and Uzbekistan's acceptance of surveillance
systems represent conscious sovereignty calculations that external actors must
respect while offering alternatives. The goal should not be eliminating Chinese
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technology but ensuring Central Asian states maintain sufficient alternatives to
preserve strategic autonomy during critical technological transitions ahead.

Conclusion

This analysis of $2.97 billion in Chinese digital infrastructure investments across
Kazakhstan and Uzbekistan demonstrates that developing states exercise greater
agency in shaping technological futures than dependency theories suggest,
though within structural constraints that increasingly define available options. The
stratified digital sovereignty framework reveals how states manage differential
control across technological layers rather than facing binary choices between
development and autonomy—Kazakhstan's strategic hedging preserves future
flexibility at the cost of efficiency, while Uzbekistan's accelerated integration
achieves rapid transformation at the price of deeper dependencies. Both
countries achieved remarkable economic benefits, with Uzbekistan's digital
economy expanding from 2 percent to 22 percent of GDP and Kazakhstan's
Kaspi.kz achieving a $17.5 billion valuation, proving that infrastructure
dependence need not eliminateinnovation when supported by appropriate
regulatory frameworks and state strategies. Yet the deployment of 1.4 million
surveillance cameras without comprehensive privacy governance, the limited
technology transfer despite bilateral promises, and the approaching market
saturation in telecommunications reveal sustainability challenges that will
intensify during the critical 2025-2027 period when 6G standards emerge and
current infrastructure loans mature. Central Asia's experience provides essential
insights for other developing regions engaging with dominant technological
powers, demonstrating that early infrastructure decisions create path
dependencies lasting decades, that platform-layer
competition remains viable despite infrastructure dependence, and that regional
cooperation mechanisms offer more effective sovereignty preservation than
individual state strategies. As digital infrastructure
increasingly determines economic competitiveness and state capacity globally,
understanding these complex trade-offs between immediate development
benefits and long-term sovereignty implications becomes crucial for both
scholarly analysis and policy practice, particularly as the window
for maintaining technological flexibility rapidly narrows in our increasingly
interconnected yet fragmented digital world.
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LNPPOBOE HEPABEHCTBO KAK MHCTPYMEHT
FEONO/INTUYECKOIO BO3AAENCTBIUSA: MPABOBBIE U
NYBANYHO-NONNTUYECKMUE NOCNEACTBUA BNNAHNA
KUTAACKUX TEXHONONMIA B LLEHTPANIbHO A3

LLlaimapaaHoBa Annadpys AnnMypaTtoBHa, TalLKeHTCKOro rocyAapCcTBEHHOMO
FOPUAMYECKOrO YHUBEPCUTETA

AHHOTauuA

CmamesA nocesuwjeHa U3ly4yeHUrO 80nNpoca O MOM, KaK Yupposoe HepageHCmMeo 8
LeHmpaneHol  A3uu  Moxem  6bimb  UCNOAL30BAHO 0451  OOCMUXCEHUS
2eonosumuyeckux yeseli, 8 YaCMHOCMU, 015 yCUAeHUA MexXH0102UYeCK020 8AUAHUSA
Kumas 8 peauoHe.

LeHmpaneHoe Mecmo 8 uCcnedosaHUU  3aHUMOEm  GHO/AU3  MeXaHU3MOo8
¢opmMuposaHUs 3mMol 308UCUMOCMU: OM CPABHUMEALHO20 QHAAU3A Modesel
MmexHo/a102U4ecko20 napmHepcmea, npedaazaemesix KHP, EC u CLUA, do katovesoli
npasoeoli KoAAu3uU, Npu KOMopol HAYUOHA/IbHbIE 30KOHbI O 0KAAU3AYUU OGHHbIX
gcmynarom 8 npomueopeyue C 3KCMeppumopuansHsIM 3aKOHO0amMen6LCmaom
Kumas o pazeedke.

3ma JuHamMuka 0eMOHCMpUpPyemcs Ha npumepe peanuzayuu UHGPaCmpyKmypHeix
npoekmoe KHP, makux Kak «yMHble 20p000». B 3akiwo4yeHue asmop oyeHusaem
pucku mekyweli mModenu napmHepcmea 0458 HAUUOHAALHOU 6e3onacHocmu u
npednazaem psad noAUMUYeCKUX pekoMeHOayul no Ux MUHUMU3ayuu

BBepgeHue
AKMyansHOCM®b UCCNE008AHUSA

LUndpoBas  TpaHchopmauus KpUTUYECKN BaXHa AN COLMaNbHO-
3KOHOMMYeckoro nporpecca UeHTpanbHoM  A3un, ofHako uudposoe
HepaBeHCTBO B pervioHe co3jaeT reonoJINTUYeCcKyro YSA3BUMOCTb, KOTopas
aKTVIBHO WCMO/b3yeTcss BHELIHMMW aKTopaMu, Kak WHCTPYMeHT BAUSHWUA. B
nonbITKe MNpPeosoNieTb TexXHONorn4yeckoe HepaBeHCTBO, CTPaHbl pervoHa
BbIHY>X/EeHbl ONVPaTbCS Ha KOMIMJIEKCHbIE peLleHs OT Pa3BUTbIX FTOCYAapcTB, YTO
nopoxzaeT CTPYKTYPHYIH 3aBUCMMOCTb U PUCKUA AN HaLMOHANbHOM
6e3onacHoCTW.

HayyHass HOBM3Ha JaHHOW paboThl 3aki4yaeTca B aHanumse umdbpoBoro
HepaBeHCTBa He KaK cyrybo TexHMn4eckom nam sKkOHOMMYeckon NpobiemMsl, HO 1
Kak GaKTop, UrpatoLLniA POJib B reornoINTUYECKOM BANAHNN BHELIHWX JOHOPOB.
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B ueHTpe uncanegoBaHma HaxoAmTca aHa/lM3  MNpaBOBbIX WU I'Iy6J'II/IbIHO-
MNOINTNYECKUX I'IOC)'IEACTBI/IVI TEXHOIOrMYECKOro npumcyTcTeBmA Kntasa, KOTOprI7I
NCMONb3YET 3TY YASBUMOCTb A4 (I)OpMI/IpOBaHI/IFI AOﬂFOCpObIHOI\/JI 3dBNCUMOCTA

lMpo6bnema uccnedosaHusa

B nonbiTke npeogonetb L1PpPOBOE HEPaBEHCTBO B CBOEM pervoHe, CTpaHbl
LleHTpanbHOW A31K OCO3HAOT MacTab CToALWMX nepes HAMK 3ajady, KOoTopble
C/IOKHO peWnTb CamMoCcToATeNnbHO. Ana ux 3QPeKTMBHOro pelleHus UM
NPUXOANTCHA ONUPATLCA Ha NOALEPXKY 60nee pa3BUTbIX FOCYAAPCTB, CMOCOOHbIX
NpeaNoXUTb KOMMJIEKCHbIE 11 ONepaTUBHbIE peLLeHns.
OZHako TakoM noAxoj BeAeT K 3aBWCKMMOCTW, MOPOXZAas MPW 3TOM HOBble
YA3BMMOCTW 1 NOTEHLNaJIbHbIe PUCKU A1 HALMOHAaNbHOM 6e30MacHOoCTI.
Lenb uccredosaHus: COCTOUT B TOM, YTOObI MPOBECTUM KOMMAEKCHbIA aHann3
NpaBoBbIX W  NYHBANYHO-MONNTUNYECKUX  MOCNEACTBUA  TeXHOJIOrMYeCcKoro
npucytcTBua Kntas v ero nHMUmMatme B LieHTpanbHOM A31K, a TakXe OLEeHUTb,
KakK MCNonb30BaHVe LMPPOBOro HepaBeHCTBa MOXET CINYXUTb UHCTPYMEHTOM
reonosINTUYECcKoro BIMAHNSA Ha PErvioH.
3adayu uccnedosaHus:
o [IpoaHann3vpoBaTb TeopeTnyeckre OCHOBbI LINGPOBOro HepaBeHCTBa Kak
reononnTnyeckoro ¢eHomeHa
e lccnepoBatb 3BOMKOLMIO KUTAMCKOTO TEXHOJIOMMYeCKoro npucyTcTBusa B
LeHTpanbHOW A3nu
e CpaBHUTb MoJenun TexHonorunveckoro cotpyaHuyectsa KHP, EC n CLUA B
pernoHe
e OueHNTb NPaBoBble N MOJINTUYECKMIE PUCKM TEXHOIOTMYECKON 3aBNCMOCTH
e Pa3paboTaTb pekoOMeHAaLMK Mo MUHUMN3AUUN HEraTUBHbBIX NOCNEACTBUN

0630p NuTEpaTypbl

Undposaa TpaHchopmaumsa B LleHTpanbHOM A3nK, NPOUCXOAALLAA Ha ¢oHe
reonoINTUYEeCcKO KOHKYpeHLn, NpeacTaBnseT cobom o4HY U3 CaMbIX CIOXHbIX
N 06CyXaaeMbix TeM B chepe MexAyHapOoAHbIX OTHOLLEeHUI. HecMoTpsa Ha pocT
KOnmM4yecTBa NccneoBaHNM B 3TOM 061aCTu, CPean yYeHbIX HEeT e JMHOr0 MHeHNs
O TOM, Kak HalTK 6anaHC Mexzy BbIro4aMn OT TEXHOJIOrMMYeCcKoro nporpecca u
pUCKaMK, CBA3aHHbIMY C LMOPOBOV 3aBUCUMOCTBIO.

CoBpemMeHHOoe NoHMMaHWe LMPPOBOro HepaBeHCTBA BbILLIO 3@ PAMKU NPOCTOro
Aoctyna K TexHonoruam. MccnepgosaHus fHa BaH Jelika n AnekcaHgpa BaH
[JelpceHa NoKa3sbIBakOT, UTO UCTUHHbIM Pa3pbiB KPOETCA B OTCYTCTBUM HABbIKOB
N CcTpaTernyeckux komneteHuuin. Ansa LeHTpanbHOM A3Mn 3TO O3HayaeT, 4To
HexBaTka UMbpPOBOV rPaMOTHOCTU NpeBpaLLaeT CTPaHbl PervoHa B NacCUBHbIX
notpebutenen TexHONOrMin, co3aaBas GyHAAMEHTalbHYO YA3BUMOCTb.
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N 3Ta ysa3BMMOCTb OTKpbIBaeT ABepu Ans Toro, uto Huk Koynapw v Ynucec
Mexmac HasbiBalOT «KOIOHW3aUMen AaHHbIX». B ycnoBusix, Korga AaHHble, Mo
BblpaxeHunto KnavBa Xambw, ctanu «HoOBOW HedTbio», 6opbba 3a pecypcbl
TpaHchopMUMpoBanacb B 60pbby 3a KOHTPO/Ab Hah UHbOpMmauuen. Takum
o6pa3omM, TexHoNormyeckoe OTCTaBaHWE HanNpsAMyro BeeT K PUCKY noTepw
cyBepeHuTeTa Haj HauMoHaNbHbIMW AaHHbLIMN.

KOHKypeHUMss 3a JaHHble T[pPosBAAETCA B  CTOJKHOBEHWM  Pa3/INYHbIX
«reornoINTUK TEXHONOTNW», Mo TepMuHonorum Cyuykosa. LleHTpanbHaa A3us
CerofHA CTOUT repej BbI6OPOM MexXay ABYMA MNPUHLUNUANBHO Pa3HbIMU
MoZensaMn LMGpoBOro pasBUTUSA: KUTaANCKOM 1 3arnajHOoM.

KnTtainckass mofenb, NpojBuraeMas B pamkax MHUUMATUBBI «[1oAC U MyTby,
npeanaraer  KOMIMJEKCHble  pelleHus  «MOo4  K/AHY»,  BKAKYaroLwme
PMHaHCKpPOBaHVe, CTPOUTENBCTBO U 0bCayXBaHMe. ccnegoBaTenu, Takme Kak
N3rmoB 1 MypaTanmeBa, OTMeEYaT BbICOKUIA MOTeHLMan 3Toro noaxosa Ans
bbicTpo MogepHM3aumn. OgHako apyrme ydenble (Ctpavikep, U3bl Ay AHb,
JXapanH) npeaynpexaaroT, YTO 3@ CKOPOCTbIO 1 3PPeKTMBHOCTBIO CKPbIBAeTCA
yrposa

NHuumaTtmebl CLUA n EC valle Bcero opumeHTVpoOBaHbl Ha MpejoctaBieHve
KOHCYNbTaTUBHOW, PUHAHCOBOW NV 3KCMEePTHOW nomMoLLy. OHY Hanpas/ieHbl Ha
NoAAEPXKKY MeCTHbIX MPOeKToB U pedopM, COOTBETCTBYHOLLMX 3anaHbIM
CTaHZapTaM 1 MEHTANUTETY, HO He NpeAnonaratoT NOAHOMo LMKa «oT A A0 A» 1
TPebyloT OT CTpaH-NapTHepPOB COBNOAEHNS C/IeAyHOLLNX KIHUeBbIX MPaBoBbIX U
3TUYeCKNX CTaHAAPTOB:

e 3jieMeHTbl KOHOUAEHLMANBLHOCTM NO YMONYaHWIO: TpebytoT, UTobbI 3aLLmTa
nepcoHanbHbIX JaHHbIX Obl/la BCTPOEHA B apXUTEKTYPY LPPOBbLIX CUCTEM C
CaMoro Hayana, a He 06aBnsAacb Kak ONUMOHANbHbIV 31eMeHT.

e YyacTtue obLecTBeHHOCTU: TpebyeT akTUBHOIO BOBJ/IeUEHUS TPaXAaHCKOro
obulectBa B npoueccbl UMPpoBM3aLNYM, UYTOObI LMPpPOBLIE peLleHUs
oTpaxanun  obLlecTBeHHble MNOTPEBbHOCTM N CHUXKaAW  PUCK KX
NCMONb30BaHWS B aBTOPUTaPHbIX Liensx.

e [IpaBO 6bITb 3abbITbiM: [IpesocTaBnseT rpaxgaHam MpaBo TpeboBaTb
yAaneHua Uux JNYHOW wnHPopMaumm w13 6a3  JaHHbIX, YCTaHaB/INBas
npuopuTeT NpaBa YesnoBeka Haj HeorpaHNYeHHbIM CHOPOM AaHHbIX.

HecmoTpsa Ha KOHLENTyabHY NPOpaboTaHHOCTb, NPO3PaYHOCTb M akLeHT Ha
PyHAAMEHTaNbHbIX LEHHOCTAX, 3anagHas MoJesb 4acTo MpourpbiBaeTr B
KOHKYPeHLMW, MOCKOIbKY CObNtoAeHMe 3TUX TpeboBaHNI ABNSETCH MeNeHHbIM
N pecypcoeMKrM, YTO CTpaTernyeckm HeBbIrOAHO ANIA MOJNTUYECKUX 3IUT
pervoHa, HaueneHHbIX Ha HBbICTPbIA SKOHOMUYECKNA POCT.

Takvm 06pa3oM, B Hay4yHOW nuTepaType reononmtTnyeckas KOHKypeHums B LIA
CBOANTCA K PyHAAMEeHTaNlbHOMY BbI6OpY Mexay ABYMS MoAensaMn LndpoBoro
Pa3BUTUS.
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LleHTpanbHas A31s CTOUT Nepes C10XHbIM BbIBOPOM: Kak obecneunTb LMdpoByHo
6e30nNacHOCTb M HEe3aBUCUMOCTb, He PUCKYyS MOMNacTb B TEXHO0MMYecKyro
NIOBYLLIKY N CTONKHYTBCS C OpUAMYECKMMI NpobaemMamMu.

MeTopaonormsa v gaHHble

Memodonozauyeckuili nooxoo

NccnepoBaHue OCHOBLIBAaETCA HA MEXAUCLUMJIMHAPHOM noaxoae,
coyeTawLeM MeToAbl NOINTUYECKOro aHaIN3a, CPABHUTE/IbHOTO
npaBoBeAeHUs N reonoJINTUYECKNX uccneaoBaHniA.

MemoOoesl uccnedosaHuUsA

e KauecTBeHHbIN aHaNN3 JOKYMEHTOB - M3y4YeHKe HaLMOHaNbHbIX CTpaTerni
umMdpposoro pa3BnTnS, MEeXZAYHapPOAHbIX  corfialleHui n oT4yeTOB
MeXZAYHaPOAHbIX OpraHun3aLmnii

e CpaBHUTeNbHbIA aHanu3 - conoctasneHve noaxozos KHP, EC n CLUA «
TeXHON0rM4eckoMy COTpyaHmnYecTBy C LleHTpanbHoM Asnen

o Kerc-ctagn - pfeTanbHbli aHaNn3 KOHKPETHbIX MPOeKkToB (cucTemMa
«Ceprek» B KazaxcTaHe, npoekTbl Huawei B ¥Y36ekncTaHe, «<be3onacHblin ropos» B
TagpKnkKncraHe)

o KOHTEHT-aHaNn3 - cUCTeMaTUYeckmnni aHanms nyesnYHbIX 3aaBeHUN,
KOpMNopaTUBHbLIX OTYETOB 1 Mejna-MmaTepranos

VIcmoyYHUKU OaHHbIX

o OduumanbHble JOKYMEHTbI NPaBUTeNbLCTB CTPaH LieHTpanbHOM A3nmn
OT4yeTbl MeXAyHapOAHbIX opraHun3lauuia (ITU, BcemmpHbii 6aHk, NMPOOH)
KopriopaTuBHble O0TYeTbl TEXHONOMMYeCKMX KOMMNaHWM

AHannTnyeckne Matepranbl NCCeA0BaTeNbCKNX LLEHTPOB

[laHHble 0 TeXHONOrNYeCckKNX KOHTPaKTax N MHBECTULNAX

OZ,OGHLI‘*I@HUFI uccnedosaHus

e OTcyTcTBME OdMUMANBHOV WHPOPMALMM O JeTansix CornaleHun u
AOroBOPOB, 3aTPYAHSET NPOBeAeHNe MONHOro GUHAHCOBOIO U TEXHUYECKOro
aHanusa

e BbICTpOe N3MeHeHMe TEXHONOrMYeckoro naHawadTa

3muyeckue coobpaxceHus

NccneposaHve cobnogaeT NPUHLANBL - akageMnyeckom  3TukK, ursberas
Heob60CHOBaHHbIX 06BMHEHUIA 1 OCHOBbLIBasACbL Ha BepuduLMpyemMblX GakTax v
OTKPbITbIX NCTOYHUKAX NHPOPMaLNN.
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Pe3ynbTaTthbl N 06Cy>XaAeHMe
MHozoypoeHeeasa cmpykmypa yugpoeo2o HepaseHcmea

B coBpeMeHHOM Mupe uUMpPOBU3ALMS U  JOCTYN K WHTEpPHETy CTanu
HeoTbeMIEMO YaCTbH XN3HW YenoBeka. CerofHs 3To paccMaTpuUBaeTCs, He Kak
pockowb, a kKak ¢yHAaAMeHTanbHasa MoTPe6bHOCTb,onpesensowmii  dakTop
COLMANbHO-3KOHOMNYECKOTO Pa3BUTUS KaK Ha WHAUBMAYaJIbHOM, Tak W Ha

rocyAapcTBeHHOM YpOBHe.
HecMOTps Ha akKTUBHbIV POCT, LMPPOBOM JOCTYMN OCTaeTCA HepaBHOMEPHbIM. Tak
no AaHHbIM aHanuTnyeckon nnatpopmel DataReportal Ha Hauvano 2025 roga
rnobasbHas ayanTopus WHTEpHeT-nojib3oBaTtenen gocturna 5,56 munnvapaa

yesioBek, YTO COCTaBNsAeT 67,9% OT 06LLEe YNCNEHHOCTY HaceneHnsa 3emnmn’?,
«Puc.1JuHaMurKa pocTa MHTepHeT-NoNb3oBaTtenel B mupe (2020-2024)»8°

J[VHaMvKa pocTa UHTEPHET-Nonb3oBaTenen B Mupe (2020-2024)

OaHako, cornacHo AaHHbIM Me>|<,u,yHapo,u,Horo COHO3a 3N1eKTpOoCBA3N, OKO0 3,7
MUNInapda 4Yenopek no BceMy MUPY OKa3alCb WCKTKOYEHbI L3 LI,I/I(I)pOBOFO
MPOCTpaHCTBa M MWEHbI A40CTyMa K 6a30BbIM ycnyram no npnymHe oTcyTcTBmA
A4OCTYyMa K MHTEPHETY, TEXHNYECKNM yCTpOMCTBaM nnn HGO6XOAI/IMI3IM LLI/I(I)pOBbIM
KoMnetreHumamMm  Ansd pa6OTbI C I/IHCI)OpMaLU/IOHHO-KOMMyHI/IKaLI,I/IOHHbIMI/I

TexHonornammd’
«Puc.2 MPOLEHT HaceNeHs:, NCMob3YLLEro MHTEPHET B LIA»S?

"DataReportal, Digital 2025: Global Overview Report, DataReportal, January 2025,
https://datareportal.com/reports/digital-2025-global-overview-report.

80 Cocrasnen na ocnose mannbix ITU Facts and Figures 2024, International Telecommunication Union 2020-
2024.

81 International Telecommunication Union, «More Urgent Than Ever: Universal Connectivity to Bring 3.7
Billion People Onliney, International Telecommunication Union, December 1, 2020,
https://www.itu.int/hub/2020/12/more-urgent-than-ever-universal-connectivity-to-bring-3-7-billion-people-
online/.

82 Cocrasnen na ocHose mannbix World Bank (BcemupHerii 6ank). Individuals using the Internet (% of
population) - Europe & Central Asia.
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rlpOLLEHT HaceneHusa, NCNonb3ylLWero MHTEpPHET, No CTpaHaM
100 -

89% 89%

40-

MpoueHT HaceneHus

211%

KasaxcraH VabeuctaH  Kbiprbiackas Pecny6rvka  Tapkukucta TypKMeHnCTaH
CrtpaHa

OcobeHHO OCTpPO UMPPOBON pas3pbiB MPOSBAAETCHA B HepaBeHCTBE MeXay
ropoZomM u cenom. Ecim B ropogckmx parioHax JOCTyn K ceTn nmerot 82,7%
XuTenemn, To B CeNbCKON MeCTHOCTM 3TOT nokasaTte/lb NajaeT noytu BABOe - 40
47,4%.

Takon pa3pblB 0b6ycC/iOBNEeH He TOJIbKO 3KOHOMWUYECKMMU W TeXHUYeCKUMMn
npobnemMamn, HO W ycyrybnsieT couuanbHyr M 3KOHOMWYECKYH W30NALMI0
rpaxaans

Mangemua COVID-19 B 2020 rody HarnggHO Trokasana Halwy rnybokyro
3aBUCMOCTb OT LPPOBLIX TEXHOOTVIA. B yC/IOBUSIX CAMOU30MIALINN OHU CTanu
rMaBHbIM WHCTPYMEHTOM AN MOAAEPXAaHUA QYHKLMOHUPOBAHUA KIHOUYEBbIX
chep: ANCTAHLMOHHOIO 06pa3oBaHus, yaaneHHOM paboThl, a TakKe NonyyeHuUs
rOCYyAapCTBEHHbIX W MeAULUMHCKUX ycnyr 8 . 3ToT nepuoz o3HameHOBascs
aKTVBHbIM BHepeHneM TEXHONOINM BO BCeX chepax XM3HW YenoBeka.
MexayHapoaHoe coobLecTBO BCe B 60/bLUeN CTeNeH 0CO3HaeT, YTo LumdppoBoe
HepaBeHCTBO fAB/seTcA obwen npobnemoin. O6 3TOM CBUAETENLCTBYHOT
nHnumatmebel OOH(UHMuymatmea OOH «nobanbHbli UuMdpPOBOM A0OroBOpP»,
HanpaBneHHas Ha dopMupoBaHMe obllero byayuiero B LmbpoBoli cheped B
obnactu uMPppoBOro pasBmUTUSA, NPorpaMmbl BceMrpHoro 6aHka no urdposow
TpaHcpopMaL MM 1 Aeknapaunm KpYnHbIX MexXayHapoAHbIX Gopymosse,

B pamMkax MexzayHapoAHbIX NPOrpamMM pasBUTUSA CTPaHbl C Pa3BUTON LINGPOBOIA
NHPPACTPYKTYpPOM MOAYYaAKOT BO3MOXHOCTb GOPMUPOBATL  [ONTOCPOYUHbIE
3aBUCMble  OTHOLUEHWA 4Yepe3 npejocTaBieHve LnPpPOBbIX peLleHUid,

8 Ibid. (4 International Telecommunication Union, «More Urgent Than Ever: Universal Connectivity to Bring
3.7 Billion People Onliney, International Telecommunication Union, December 1, 2020,
https://www.itu.int/hub/2020/12/more-urgent-than-ever-universal-connectivity-to-bring-3-7-billion-people-
online/.)

84United Nations Development Programme. Lludposas ctparerus 2022-2025. TporpamMma pa3BuTHUs
Opranmzannu O6sequaenasix Hammit. 2022. https://digitalstrategy.undp.org/documents/Digital-Strategy-2022-
2025-ABRIDGED-VERSION-PRINT RU Interactive.pdf.

85 United Nations, «Global Digital Compact», OOH, 2024, https://www.un.org/ru/summit-of-the-future/global-
digital-compact.

8¢ BcemupHbIil 6aHK. «BceMUpHBIN GaHK TPETOCTABISET JOTOTHUTENBHYIO TTOIIEPKKY 1T P POBOH
Tpancgopmannu Keipresckoii Pecriyommkn.» [Ipecc-penus, 12 ssaBaps 2024 r.
https://www.vsemirnyjbank.org/ru/news/press-release/2024/01/12/world-bank-provides-additional-support-for-
the-kyrgyz-republic-s-digital-transformation..
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NHPPACTPYKTYPHbIX OO6BHEKTOB U TEXHUYECKOW 3KCMepTusbl ANA CTpaH C
«TeXHONOTrNYeCcKNM AePumToM»S7:

CoBpeMeHHOe TMOHMMaHue UuUMGPOBOro HepaBeHCTBa BbIXOAUT 3a PaMKU
NPOCTOr0 HaAN4YUsA WUAW OTCYTCTBUA AOCTYyNa K LUPPOBbIM TEXHONOTUSAM OHO
COMPSXEHO C PAAOM APYrnx Npobiem.

Kaxzblh 13 HUX He cyLlecTByeT caMm Mo cebe, a B COBOKYMHOCTW orpejenseT
rnybuHy 1 XapakTep HepaBeHCTBa.

CornacHo knaccuyeckon mogenn . BaH [eika, undpoBoe HepaBeHCTBO
BK/IHOYAET YeTbIpe B3aMMOCBA3aHHbIX ypoBHASE

MaTepuranbHbliA 4OCTYN WAV TEXHUYECKNIA GaKTop.

OH gaBnsieTca 6a30BbIM YPOBHEM, BK/IHOUAKOLLNNA JOCTYNMHOCTb LNGPOBBIX YCAYT,
LLINPOKOMONOCHbIX CeTel, MepCoHanbHbIX YCTPOMCTB (KOMMbIOTEPbI, CMAPTHOHbI)
N CTabUIbHOTO MHTEPHEeT-COeANHEHNS.

MOTMBALIMOHHbIV A0CTYN

MOTVBaLUMOHHBIA AOCTYN npeAcTaBasgeTr cobor ncuxonornyecknii bapbep,
OTPaXKaroLLMA XenaHne UIN HeXeNnaHne 1Croib30BaTb TEXHONOMMN. 3a4acTyro
3TV 6apbepbl OKa3bIBatOTCA Hoee yCTOMUMBBLIMU, YeM TeXHUYEeCK e, MOCKONbKY
CBA3aHbl C INMYONHHBLIMY COLMaNnbHbIMY YCTaHOBKaMM U TPeBYIOT A0NTOCPOYUHbIX
TpaHchopmaumin. (Josepus K LMPPOBLIM NaaTtGopMaM 1 cepBrcaM, BO3PaCTHbIE
N TOKONIeHYecKne pasinums B BOCMIPUATUN TexXHOJNIOTUIA, KyNbTypHble W
pesINrMo3Hble YCTaHOBKM OTHOCUTENIbHO L$poBM3aLmn 1 4.p.)

HaBblkn 1 koMneTeHUumn

JocTyn 4yepe3 HaBblK/ BKIOYAET CMOCOOHOCTb 3¢PPEeKTUBHO MCMO/Ib30BaThb
undposble TexHoNnornn. . BaH Jelnk Bblgensiet HeCKobKO YpPoBHel LppoBbIX
HaBblkoB8%:

OnepauyioHHble HaBblky - 6a30Bble  TexHWYeckre yMeHUs paboTbl C
YyCTPOMCTBaMM 1 NPOrpamMmMamu

NHPOpPMaLMOHHbIE HaBbIKW - CNOCOHBHOCTb MUCKaTb, OTOVPATb, 0bpabaTbiBaTb U
oLeHMBaTb MHPOPMaLMIO B LMPPOBOM Ccpeje.

CTpaTernyeckme HaBblK/ - YMEHVe NCMOoAb30BaTb LUMPPOBbIE TEXHONOINU AS
AOCTVXKEHWSA INYHBIX U NPOdeCcCUOHalbHbIX Lenen

cnonb3oBaHve

OTpaxaeT 3¢p¢$eKTUBHOCTb NPUMEHEHUS AOCTYMHbIX TEXHONOMMA A5 peLleHus
XW3HEHHbIX 3a4a4, IMYHOro 1 NpodeccroHaNbHOro pasBuUTuUS.

87CyurkoB, M.A. ««[€0TONNTHKA TEXHONOTHID: MEX/LYHAPOIHBIE OTHOLIEHHS B 310Xy UeTBepTOi
MIPOMBIIIIEHHOH peBomionyn.» Bectauk Cankr-IlerepOyprckoro ynuBepcutera. MesxayHapOJHbIE OTHOIICHHUS
15, Ne 2 (2022): 138—157. https://doi.org/10.21638/spbu06.2022.202.

8 Van Dijk, Jan A. G. M. «Digital divide research, achievements and shortcomings.» Poetics 34, no. 4-5 (2006):
221-235..

8 van Deursen, Alexander J. A. M., and Jan A. G. M. Van Dijk. «The first-level digital divide shifts from
inequalities in physical access to inequalities in material access.» New Media & Society 21, no. 2 (2019): 354-
375.
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BblLleykasaHHble ypOBHW A0CTYMNa 06pasyroT CI0XHYH0 CUCTEMY B3aUMOAENCTBUA
N CO3aBUCUMOCTU APYr C APYroM TeM CaMbiM BAWUAS Ha YpPOBeHb LINGPOBOro
HepaBeHCTBa.

HepoctaTku, cyllecTByroLMe Ha KaXAOM YpPOBHe, YCUINBAKOT HEPaBEHCTBO Ha
nocnefyoLux atanax, 1 3To pabotaet N Ha0bOPOT - yCrneLHoe NCNo/Ib30BaHMe
TEXHOJIOTVIA MOTUBUPYET K Pa3BUTUHO HaBbIKOB 1 pacLLUMpPeHnto 40CTyna.
Ocoboe 3HayeHVe ANA 3KOHOMUKU N MOJNTUKN UMerT ¢$akTopbl «HaBbIKN U
KoMneTeHUum» N «lcnonb3oBaHme». Kak oTMeyaroT H. Koyngapwn un Y. Mexwnac, B
CBOEN KOHLEeNuMN «KONOHU3ALMN AAHHbIX» OHW MPOBOAAT Mapaninenn mexay
TPAAULNOHHBLIM KONOHUANN3MOM U1 UnbpoBbIMK TexHonoruamm - Ecan B
NPOLUNOM KONOHWAaNN3M OCHOBbLIBA/ICA Ha HAaCUNbLCTBEHHOM 3axBaTe 3emesib U
pecypcoB, TO B HaLWW AHW cOOp AaHHbIX HOCUT BoJiee «MArKUin» N JO6POBOJIbHBIN
XapakTep, Tak Kak MoJib30BaTeny COrnallaroTca Ha nepegavy MHbopmauun B
obMeH Ha TexHun4Yeckune bnara.

3Ty ngetro ycunmeaeT KoHuenuua Knanea Xambu «/JaHHble - 3TO HOBas HepTb»,
KOTOpasi 4aBHO CTasa OCHOBOW LdppoBoli skoHOoMMKM ' Tlogo6HO cbipoii HedTw,
AaHHble He VMerT ueHHocTn 6e3 obpaboTky K aHanmi3a. Oco3Hasas 37O,
rocyAapcrBa CTPEMSATCA K KOHTPOMO Haj COBCTBEHHbIMW «MeCTOPOXAEHUAMMN
AaHHbIX», TaK Kak 3TOT pecypc obnagaer KAOYEBbIM MONUTUYECKUM U
3KOHOMWYECKMM 3HayeHveM W HABAAeTCA MpeiMeTOM  reornosiINTNYeckomn
KOHKYPEeHLNW.

TexHosornyeckas 3aBUCKMMOCTb OT APYrMx CTPaH CO3jaeT KOMMAeKC PUCKOB,
BKJIH0Yast BO3MOXHOCTb ANCTAHLMOHHOIO MOHUTOPUHIa 1 cbopa nHpopmaumu,
HaBA3bIBaHWeE JOJITOCPOYHbIX 0653aTeNbCTB MO TeXHNYeCKOMY 0BCNYXXNBaHWIO U
MOJepHM3aLUMn, a Takxke TeopeTUyeckyrd BO3MOXHOCTb  OTKIOYEHUA
KPUTUYECKN  BaXHbIX  KOMMOHeHTOB. bonee Toro, kubepatakm Ha
NHPPACTPYKTYpbl  CTPAH-MOCTaBLUMKOB MOTYT MNpUBECTM K  TpaHCAAUMN
YA3BMMOCTEN BCeM rocyapcTBaM-nonyyaTtenaM. B pesynbTate, MHOroacrnekTHas
npupoAa LMPpoBOro HepaBeHCTBA BbIXOAMT 3@ PaMKW BHYTPEHHWX COLMabHbIX
BOMPOCOB, TPAHCPOPMUPYACL B OMNpesensiomin reononntTnyeckmnin ¢akTop Ha
MeXAyHapOZHOW apeHe.

3eos1104us KUMalicko2o Npucymcmeus e pe2uoHe

CotpygHunyectBo KHP ¢ LA Hauvanocb 3agonro fo ¢opmMasibHOro 3arnycka
nHnumatmebl «O4MH NOAC, oAMH NyTb» B 2013 roay.

MNocne pacnaga CCCP HoOBble He3aBWCUMble TOCyfapCTBa CTONKHY/IUCL C
Heob6XoAMMOCTbIO ANMIOMaTNYeCcKoro Npv3HaHWA, dopmmpoBaHus

% Couldry, Nick, and Ulises A. Mejias. The Costs of Connection: How Data Is Colonizing Human Life and
Appropriating It for Capitalism. Stanford, CA: Stanford University Press, 2019.

9 University of Sheffield. (n.d.). Clive Humby. Retrieved from https://sheffield.ac.uk/cs/people/academic-
visitors/clive-humby
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3KOHOMUNYECKNX CUCTEM, YPeryimpoBaHna TeppuUTopuabHbIX BOMPOCOB WU
pasBUTUSE NHOPACTPYKTYpPbI 92,

3TO B CBO o4epesb OTKpbINo Ans KHP HOoBble BO3MOXHOCTV AN1A YKPENIeHUS 1
paclIVpeHns CBOEro MpurcyTCTBUA B pPervoHe B TOM 4ucie peLunTb BOMpPOChI
6e30nacHOCTV CBOUX NMPUTPAHNYHbBIX TEPPUTOPUN.

KHP paccmatpmBaeT LieHTpasibHYHO A3MIO Kak BaXXHYH «/IMHUKO OBOPOHbI» ©
bydbepHyto 30Hy B CBOell 6opbbe C «TpemMsa 31aMu» - TeppopU3MOM,
cenapaTtnM3amMoM W PEeNNrnmo3HbIM 3KCTPEMU3SMOM. [leaTeNbHOCTL 3TUX Yrpos3
npeActasnser CcobON HernocpeACcTBEHHYKD OMacHOCTb AN CTabUIbHOCTH
3anafgHbIX TeppuTopuin Kutasi, KOTOpble HAxXOAATCHA B HenocpeAcTBeHHOM
6nm3oct Kk  LleHTpanbHon A3mn. COOTBETCTBEHHO COTPYAHUYECTBO C
LeHTpasbHOa3naTCckuMmn cTpaHaMm B bopbbe € «Tpems 3/1aMu» CTaHOBUTCA
K/IFOUEBbIM aCcnekToM obecrneyeHuns HaunmoHanbHo 6esonacHocTn Knutan®s,

C 1996 roga, a 3arem c 2001 roga Bnactm KHP wcnone3oBanu ¢opmart
LLlaHxalriCcKon opraHm3auum coTpyAHMYecTBa ANA MJaBHOrO PasBUTUS CBOEro
B/INAHUSA B LIeHTpasibHOa3naTCckoM pervioHe.

MpAMbIM KOHKYpeHTOM Ansa KHP B pervioHe 6bin1a To1bKo Poccus, koTopas nmena
NCTOPNYECKYH CBS3b U BINAHME Ha CTpaHbl LIA.

NHnunmpoBaHne 1 passutmne Poccrert TamoxeHHoro coto3a (¢ 2010 roga) v
CTaHOB/eHMe  TMOJIHOLEHHOW  opraHu3aumnm B  BuAe  EBpasuiickoro
3KOHOMWMYECKOro coto3a noAtosikHyno KHP Kk nowucky 6onee 3¢p¢pekTUBHbIX
MeXaHW3MOB pacLUVPEHNsi CBOEro BAUSIHUSA Ha 3anaZHOM HanpasaeHumn?*
OpHako, B CBA3WM C HayasioM BTOpXeHue Poccnun Ha YkpauHy B 2014 rogy u
nocneayrowie MexXxayHapo/Hble CaHKUWW OorpaHnyunam pecypcel Poccun um
Co3anui NoANTUYECKNe PUCKN ANS COTPYAHMYECTBA C Hell. CTpaHbl LieHTpanibHOM
A3 Havann aKTUBHO AVBepCcMPUUMPOBaTL BHELLUHENOoAUTUYecKne CBA3WY,
yKpennsas oTHowweHus ¢ IHanen, NakuctaHoMm, AnoHuver, FOxHon Kopeeri, OAS n
Typuwen.

B 2021 rogy EC B KauecTBe a/fbTepHATVMBHOW MOAeNN MeXAyHapoAHOro
coTpyAaHu4YectBa B chepe UHPPACTPYKTYPHOro pasBUTUA A1 PervoHa
nogrotosunia nporpammy «Global Gateway» («[106anbHbIN LLTHO3»).

Ha nepsom cammute «EC - LleHTpanbHaa Asusa» B anpene 2025 roga 6bin
aHOHCMPOBAH MHBECTULMOHHBIA MakeT, B pamMKax KOTOPOro npeaycMOTpeHO
BblgenieHne okono $14 MunnnapaoB AN PasBUTUA JaHHOW WHULMATUBBL. DTN
NHBECTULMM OXBaTbIBAOT YeTbipe KAHYEBbIX MPUOPUTETHBLIX Harnpas/eHWs:
TpaHcrnopT ($3,5 MApA.), KpuTnyeckoe cbipbe ($3,4  MApA.), BOAHO-

92 Stryker, Cian. Importing Chinese Surveillance Technology: Are Central Asian States on the Path to Digital
Authoritarianism? Master's thesis, Harvard Graduate School of Arts and Sciences, 2021.

B HARE(E (Zhanshl Yanhua), «15 {£8%# ? 2 ESH TN E%E RS 5 E+818#,» Baidu Baijiahao, 20 nioHs
2025 r., https://baijiahao.baidu.com/s?id=1835350871890629685&wfr=spider&for=pc.

% M3nmos, P.1O., 1 3.T. Mypatanuesa. «LleHTpasibHOa31aTCKNiA TPEK UHNLMATUBBI «[10AC U MyTb»:
BO3MOXHOCTU 1 PUCKN.» BECTHNK MeXAyHapOoAHbIX opraHm3aumii 13, Ne 3 (2018): 128-142.
https://doi.org/10.17323/1996-7845-2018-03-08.
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3HepreTnYeckuin cekTop 1 KAMMar ($7,5 MApA.), a Takxke Lumpposyto cBasb ($117
MJTH.) 2>,

Mogenb EC no pa3sutuio umdposort chepsbl B LieHTpanbHoM A3nm npeacrasnseT
coboVi He TOJIBKO MPOrpamMmMmy TeXHONOrM4yeckom MOMOLY, HO W MO3TarnHyro
cTpaTervio ANs BHeAPEHUs CTaHAapTOB N HOPMaTMBHbIX akTos EC ans co3gaHma
eZIMHON SKOHOMUWYECKOWN 1N NONUTUYECKOWN Cpelbl B pervoHe.

EC B pamkax nporpamMmsl npejsaraet KOHKPEeTHbIE MeXaHU3Mbl A1 COKPALLLEeHUS
LU1$pPOBOro HepaBeHCTBA, OCHOBaHHbIe Ha NpuHLUMe «values-based alternative»
(anbTepHaTMBa, OCHOBAHHAA Ha LEeHHOCTHX).

HecmoTps Ha KOHLENTyaIbHY NPopaboTaHHOCTb, MPO3PayYHOCTb, PUHAHCOBBIE
pecypcbl 1 6asvpoBaHne Ha ¢yHAAMEHTasIbHbIX LIEHHOCTAX W CTaHAapTax,
moZenb EBponerickoro Coto3a B LeHTpanbHOM A3um CTankuBaeTcs C
PyHAAMEHTaNbHOW YA3BMMOCTBIO NMPU NPSAMON KOHKYpeHLUMn ¢ nogxogom KHP, a
MMEHHO C TeM, YTO cobntofeHre BCcex 3TUX TpeboBaHWUM ABNSETCS 3aBefOMO
Mel/IeHHbIMN 11 pecypCcoemMKMU.

Ana nonuTUYeCKUX 3/NT pPernoHa, 4Ybsd NEerMTMMHOCTb 4acTo 3aBUCUT OT
cnocobHoCcTM  obecneunTb  ObICTPbLII  3KOHOMWYECKUA  POCT,  AaHHOe
npeanoXeHne MOXET 0Ka3aTbCA CTPATErNMYECKN HEBLITOAHbIM.

YT1o Kacaetca CLUA asnawouieroca ogHWM U3 KOHkypeHTOB P® 1 KHP, 10 C
NPUXo40M aAMUHUCTPaLUKn npesngeHTa JJoHansga Tpamna B aHBape 2025 roaa
amMepuiKaHCcKasi Mojeflb  BHellHelr noMoLwy npeteprnenia KapAuWHalbHble
N3MEeHeHUs.

[o npuxoaa aamMuHMCTpauun Tpamna B AHBape 2025 roga ameprikaHckas
cTpatervs  npeojoneHvus  UMPpPOBOro HepaBeHCTBa 6a3vpoBanacb Ha
KOMMNEeKCHOM MHOrOypoBHEBOM MOAXOAE, COYeTarlleM BHYTPEeHHUE U
MeXZAyHapOAHble NHNLNATBbI.

CLUA peannsosana cBov Liesin Yyepes crneynanmsnpoBaHHble areHTCTBa, B NepByto
oyepeab uyepe3 USAID (AreHTctBo CLUA mo mexayHapoAHOMY pPasBUTUILO).
[eATenbHOCTb areHTCTBa bblna Harnpas/ieHa Ha CoOAeNCTBME S3KOHOMUYECKOMY Y
COUManbHOMYy pPasBUTUIO APYrMX CTpaH, BKIKOYaa COKpalleHve LndpoBoro
HepaBeHCTBa 1 GOPMMPOBaAHMNE «OTKPbITbIX» LUPPOBLIX 3KOCUCTEM. MNMoOMOLLb
Bblpaxanacb yepes NoAAep>KKy rPaHTOBbIX MCCNef0BaHNM B 061acTy LMdpoBOiA
N MeAMa-rPamMoTHOCTW, TeXHUYeckas MOoMOLb B PasBUTUN HaLMOHAaNIbHbIX
cMcTeM  Knbepb6e3onacHOCTW,  KOHCYNbTaTuMBHAaa  nojgepxka  pedopwm
3N1EeKTPOHHOro NpaBUTeNbLCTBA,CTVMYINPOBaHME pasBnTUA LrdpoBo
3KOHOMWKN 4Yepe3 UHKYOAUMOHHbIe NMPOrpaMmbl,NojAep>XKka TeXHONOrMYecKmX
CTapTanoB M MHHOBALMOHHbIX 3KoCUCcTeM®:

95European Commission, EU-Central Asia Factsheet, anpenb 2025,
https://ec.europa.eu/commission/presscorner/api/files/attachment/881028/EU-
Central%20Asia_Factsheet_2025-04.pdf.

% U.S. Agency for International Development, «Our Mission,» accessed September 3, 2025,
https://oig.usaid.gov/mission.
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AMepuKaHCKMe nporpaMMmbl  3a4actyo  6asvpoBanncb Ha  ABYCTOPOHHMX
COrnalleHnax O TexXHNYecKon TMOMOLUM U He rpejnosarany Co3jaHus
AONTOCPOYUHBIX MHCTUTYLIMOHA/IbHBIX 0683aTeNbCTB AJ1A CTPaH-peLmnmeHTOoB.
HoBbl nogxos4 K BHewwHen nonntuke CLLIA oTpaxeH B npe3ngeHTckoM ykase «O
nepeoLieHke 1 nepecTporike BHellHel noMoLm CoearHeHHbIX LLITaToB»?”
JaHHbIN yKa3 yCTaHOBW/ HOBYH MOJINTUKY, COMNAacHO KOTOPOW BCe MPOEeKThbl
BHeLLUHe noMoLy 6yayT MNOAAEPXMBATBCA TONbLKO B TOM C/lyyae, ecivi OHW
HanpaAMyto coBnajatoT ¢ HaunoHalbHbIMU NHTepecamu CLLA. B cBsA3K € 3T1M BCe
nporpaMmbl M TpaHTbl B HacTosllee BpeMsa nepecMaTpmBalOTCa  UAW
nprocTaHaBAMNBaKTCA.

B ycnoBuaAx HapacTaroLler TeXHO/0rMYeckon KOHKYPEeHLNU MexXay Tpewms
Aep>XxaBami, CHUXeHVe MPUCYTCTBMA OAHOM M3 HUX B pervioHe OTKpbiBaeT
AOMNOJIHUTENbHbIE BO3MOXHOCTV ANA APYTrUX FeornoanTUYeckKUX Urpokos. ITO
dakTnyeckn MOXeT O03HauyaeT nepegavy WHUULMATMBBI B  GOPMUPOBAHNY
rnobanbHbIX LNGPOBbLIX CTAHAAPTOB U 3KOCKCTEM [1aBHOMY reonoinThyeckomy

CornepHuKYy.
Tabnuua 1.CpaBHUTENbHbLIA aHann3 noaxoaos: KHP, CLUA n EC

Kparepui

Mopeas CIIA

Mopeas EC

Mogeas KHP

CyTs moxxona

Panee
NPEaOCTABICHHS
PECYpCcoB H
HMHCTPYMEHTOB I
CaMOCTOATEIbHOM
peaTH3aLHH.

TIpeanararor momMomb,
HO Ha OCHOBE CBOHX
LeHHOCTE i
CTaHAAPTOB.

TIpeamararoT
KOMILIEKCHBIE,
TOTOBBIC PEIICHHA ITIA
OBICTPOTO PE3yIbTATA.

MexaHH3MBI
peaTH3anHK

TpanToBaz
TOMAEPIKKA,
TEXHHYECKAA IOMOIIb,
KOHCYIBTALIHH 11O
pedopmam.

TIpospauroe
unancHpoBanme,
cobmoaeHne
MeKIYHAPOIHBIX
CTaHJapTOB

VHBecTHIHH,
CTPOHTETBCTBO

HHPACTPYKTYpPHl H
o0opynoBaHHe.

Pesymbrar

Crpana-oyuatens
caMa OTBEYaeT 3a

PassurHe cormacHo
TpHHIHNAM H

BricTpas peanusanmusa,
HO C PHCKOM

peanHsammio, 6e3 nensoctam EC
AO0IrOCpPOYHBIX

00A3aTeIBCTB.

3aBHCHMOCTH OT
KHTaHCKHX
TEXHOOTHH, TeM
CaMBIM 00ECTICIHBAIOT
JOIATOCPOUHOE
TPHCYTCTBHE CBOHX
KOMIIAHHIf.

Mporpamma «O4MH NOAC, OAUH MYTb», BblABMHYTaA B 2013 rogy npejcesatesnem
KHP Cn U3vHbnnHoM, a 3aTtem B 2017 rogy cosgaHve nHnumatnebl «Lmndposoi
LLenkoBbldA  NyTb»  CTanuX  OTMAPaBHbIMK  TOYKaMV A1 MaclITabHOW
MeXAyHapOAHOM NporpaMMbl COTPYAHMYECTBA AN pernoHoB®:,

MNoaTBepxaeHvemM ToMy CayxmuT [JloroBop O BeYHOM JobpococescTse,
3aK/IF0YEHHbIN Ha caMmuTe «LleHTpanbHaa Asnsa — Kutar» B AcTaHe 17 MIOHS
2025 ropa, B pamkax kotoporo KHP npepoctaBuna cTpaHaMm pervoHa

97 The White House. Presidential Memorandum on Reevaluating and Realigning United States Foreign Aid.
Presidential Actions, January 1, 2025. https://www.whitehouse.gov/presidential-
actions/2025/01/reevaluating-and-realigning-united-states-foreign-aid/..

% MUHNCTEPCTBO MHOCTPaHHbIX Aen KuTarickoli HapoaHoli Pecny6anku, «Coctosnack Bctpeda Cu
U3nHbnunHa 1 H. HazapbaeBa», MMHNCTEPCTBO MHOCTPaHHbIX gen KHP, 7 ceHTabpsa 2013 r.,
https://www.mfa.gov.cn/rus/zxxx/201309/t20130911_766180.html.



CENTRAL ASIAN
POLICY STUDIES

6e3Bo3Me3jHble UVHBeCTUUMM B pa3Mepe okono $210 MUAIMOHOB AN
peanunsaLm COBMEeCTHbIX MPoekToB®.

KHP B oTnnune oOT Apyrnx CTpaH-AOHOPOB, npeanaraer LeHTpanbHON A3vn
MacLUTabHyH, BbICTPYHO U CyLLLEeCTBEHHYO GUHAHCOBYIO NOAAEPKKY.

foToBHOCTE KHP K CTONb MacwTabHbIM, O6bICTPbIM U GUHAHCOBO LeApbIM
NHBECTULMAM B LieHTpanbHyo A3nio 06yCcnoBeHa He TOJIbKO 3KOHOMUYECKMN
NHTepecaMu B pamkax BRI.

[aHHasa nporpamma nossonder KHP paclwmpate cBoe reononmtrnyeckoe W
reos3KOHOMMYeckoe cTpaTernyeckoe NPOCTPaHCTBO He TONbKO B LleHTpanbHOWN
A3nn, HO ” Ha Bcem EBpasuinickoM KOHTMHeHTe. KHP co3zaer HoOBble
TPaHCMOPTHbIE  KOPUAOPBI, obecrneymBatolle MNOCTaBkKN 3SHepreTmyecknx
pecypcoB, MWHYA CyxXOMyTHble U MOPCKME MapLlpyTbl, TPaavLMOHHO
KOHTpONMpYyeMble ApYriMuM KPYNHbIMU AepxkaBamim '

CompydHuYyecmeo u pazeumue cucmemsl «YMHbIX 20p0008» 8 pe2uoHe

CotpyaHunyectBo KHP ¢ perMmoHOM Hayanoch C BbIXOAa Ha PbIHKW LieHTpanbHOM
A3 TaKNX KNTAaNCKNX U dpoBbIX KOMNaHuii, kak ZTE, Hikvision n Dahua. OgHako
3T KOMMNAaHNW He ABASAITCA CAMOCTOATEIbHBIMU NHNLMATOPaMK, @ BbICTynaroT
TEXHONOMNYeCKNMU orneparopammu AN peannsaumu MacCLUTabHbIX
cTpaTernyecknx npoekToB, npoasBuraemMblx npasutensctsom KHP. KMeHHO
npaBUTeNbCTBO GOpMUpPYeT Lenu, BblgenseT pruHaHCMpoBaHMeE N BbICTpavBaeT
NONUTNYECKYHDO ~ OCHOBY  COTPyAHMYecTBa, a  KOMMaHUW  CTaHOBATCH
TEXHOJIOrMYECKMM NMPOBOAHNKOM 3TUX peLleHViA.

Takaa fedatenbHOCTb ABAAETCA OTPaXeHVeM KOMMIeKCHoro nogxosa Kuraa K
TEXHOJIOTMYECKON MOMOLLM, KOTOPbIA  BK/HOYAeT He TOJIbKO MOCTaBKy
obopyzsoBaHMNS, HO W repejady TexXHONOrMin, obyyeHve CrneunanncTos Wu
co3zaHue JONrOCPOYHbIX MAPTHEPCKNX OTHOLLEHWIA.

OTOT KOMMJIEKCHbIN MOAXOA HAPKO WANKOCTpUpYeT JAesaTeNbHOCTb Huawei,
OTKpPbIBLUEl NpeACTaBUTENLCTBO B Y3bekucTaHe ele B 1999 rogy'°". C tex nop
KOMMNaHua rnyboko WHTerpuvpoBasacb B 3KOHOMUKM CTpaH LA, peanusys
NPOeKTbl OT Pa3BUTUSA MOBWJIBHBLIX ceTel 5G 1 co3jaHus LeHTPOB 06paboTkn
AAHHBIX 40 OCHALLLeHMs roccekTopa 02103104

9 RS (Chén Kii Shuo). «FEAFE—1Z, 15 ZLERADT, WA —HREE, BE—THR4.» Baidu Baijiahao,
19 nroHs 2025 r. https://baijiahao.baidu.com/s?id=1835320437599696014&wfr=spider&for=pc.

1% BospkmHa, A.B. «KuTaiickas nHuupmaTea «Mosc v nyTb» B KOHTEKCTe koHuenumn Cv LisHbnnHa
«Co06LLeCTBO eANHON Cyabbbl YenoBevecTBax».» Theories and Problems of Political Studies, Ne 9 (2020):
120-126

19" Huawei, «Local States», https://www.huawei.com/uz/corporate-information/local-states.

192 |bid https://www.huawei.com/uz/corporate-information/local-states

193 Tsz Yau Yan. «Smart Cities or Surveillance? Huawei in Central Asia: Chinese Surveillance Technologies Are
Popular among Central Asia’s Governments.» The Diplomat, August 7, 2019.
https://thediplomat.com/2019/08/smart-cities-or-surveillance-huawei-in-central-asia/

1% Huawei, «Huawei prodoljaet razvivat' 5G v Uzbekistane,» Huawei, May 17, 2022,
https://www.huawei.com/uz/news/uz/2022/huawei-prodoljaet-razvivat-5g-v-uzbekistane.
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B TOoM umncne B pamkax cotpyaHudyectBa KHP ¢ pervoHom, KuUTarMcKumm
TeXHOIOTNYeCcKMMMN KOMNaHNAMIA:

B 2020 rogy KHP oka3san 6e3Bo3me3fHyt0 Momollb KasaxcraHy, nepejas
cynepkomnberoTep ctoumocTbro $154 MAH. ana skcnayaTauymm  Kasaxckmm
HaLMOHaNbHbIM YHUBEPCUTETOM MMeHW anb-Papabu, B Tom yncne KHP B3an Ha
cebs OTBETCTBEHHOCTbL 3a ero NOoCTaBKy, YCTaHOBKY 1 06cnyxunBaHme! %

B 2022 roagy BHeceHO 6osiee $500 MJIH. B Te/leKOMMYHUVKALWOHHbIE NMPOEKThbI
Huawei n ZTE B Y36ekncraHe KHP, uto ¢opmmpyeT He TOJIbKO 3KOHOMMYECKMe,
HO 1 TeXHoIorM4yeckre 0bs3aTenbCTea ANs cTpaHbl’%

B 2023 rogy paspabotaHa 6blna MHMUMAaTMBa MO co3gaHuio JlabopaTtopumn
NPOCTPaHCTBEHHO-BPEMEHHOI0 NCKYCCTBEHHOIO UHTeNNeKTa, PUHAHCMPOBaHMe
KoTopoun B pa3mepe okono $140,5 MAH. peannsyeTcs B pamkax nporpaMmel no
dopmMurpoBaHMIO EBPa3ninckoro Hay4yHo-TeXHOIOMMYeCcKoro kiacrepa.

B gonrocpoyHbix nnaHax KHP HamepeH npejocTtaBuUTh FPaHT B pa3Mepe 0KO10
$210 mnH cTpaHaM UA n npegoctaBuTe cTpaHaMm LA B TeueHnn 6amxaniunx net
3 TbICAYM KBOT AJ191 MePernoAroTOBKY Ka4pOB B JaHHOW 06/1acTy, ANS COBMECTHOI0
PasBUTUSI pervoHa 1 yrnybneHus cotpyaHudectsa ¢ Kutaem'07,

dTa cTpaTterna GUHAHCOBOW 1 0bpa3oBaTe/IbHOW MOAAEPXKM TakxXe cosjaet
PyHAAMEHT ANst JONTOCPOYHOIO TEXHOOMMYECKOro BANAHNS.

B TOM uucne anmtenbHoe npucyTcTBME KUTANCKUX KOMMAHWIA MNPUBOAUT K
NONMHOMN WHTerpaumm mx CTaHZapToB B HauuoOHanbHy0 WVKT-MHPpacTpyKkTypy.
[NpesocTaBnasa pasnnydHble TpPaHTbl N OTKPbIBaaA pervoHanbHble LEeHTPbI
obyyeHnsa (Hanpumep, akagemunm Huawei), KHP ¢opmupyeTr B cTpaHax
LeHTpanbHOW A31n Lenblin nnacT IT-cneynanncTos, YbW 3HAHNA, NPaKTNYeCKUiA
OnbIT U NpodeccnoHanbHasa cepTndrkauma HepaspbIBHO CBA3AHbI C 3KOCUCTEMO
OAHOTO KOHKPETHOro rnocTasLliMka. TeM caMblM nepexoj Ha asbTepHaTUBHble
TEXHOJIONMN CTAaHOBUTCA NPaKTUYECKN HEBO3MOXHbIM 6€3 NO/IHOMN NepecTponKu
ceTei, CONOCTaBMMOW MO CTOMMOCTY C CO34aHVIEM HOBOW CUCTEMBI C HYNA
CouyeTtas npsAMble NHBECTULIMK, 6e3BO3Me3HYI0 MOMOLLb, Nepesayy TEXHONOT NI
N noarotosky cneuynanuctos, KHP ¢opmupyet ycTonumByt0 3aBUCUMOCTb
K/IFOUYEBbIX CEKTOPOB 3KOHOMWKM CTpaH LIA OT cBOMX peLueHnn 1 CTaHAApPTOB.
Ana  ctpaH LUeHTpanbHOM A3UM  KUTAUCKUA  NyTb PasBUTUA CTAaHOBUTCA
npeAnoYTUTeIbHbIM OPUEHTUPOM, MOCKO/IbKY OH BOCMPUHUMAaETCA Kak bonee
PeanVICTUYHbIN, afjanTUpyemMblid 1 MOAUTUYECKU YA06HbIA. NTOMUMO TeCHbIX

1% NocraHosneHue MpaBuTenbcTBa Pecnybnmnkn KasaxcraH ot 14 sHeapst 2020 roga Ne 56 «O 3ak10ueHn
CornaweHunsa mexay MNMpaeutensctBoM Pecnybnnkm KasaxctaH v MpaButenscteomM Kutaickoin HapogHoi
Pecny6nvkn 06 okasaHnK 6e3B03Me34HON NOMOLLM Mo NpoekTy «ObopyAoBaHve 1 MaTepuansl 415
CO3/aHNS CynepKOMMbIOTEPHOro LeHTpax«, https://adilet.zan.kz/rus/docs/P2000000056.

106 |nvest in Uzbekistan, «Huawei and ZTE Contract with Uzbekistan Is Worth More Than $500 Million,»
Invest in Uzbekistan, accessed September 3, 2025, https://invest-in-uzbekistan.org/uz/novosti-
uzbekistana/en-huawei-and-zte-contract-with-uzbekistan-is-worth-more-than-500-million/.

197 YHdpopMaLmoHHOe areHTCTBO KasnHbopM. «Kutaii npeaoctaBmT ctpaHam LieHTpaibHOM A3Un rpaHT B
pa3mepe 1,5 mnpa toaHein.» Inform.kz, 19 maa 2023 r. https://www.inform.kz/ru/kitay-predostavit-stranam-
tsentralnoy-azii-grant-v-razmere-15-mlird-yuaney-84dc6a/.
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reorpapuyecknx M 3KOHOMNYECKUX CBA3e C Kntaem, B pervoHe CyLecTBYyHOT
obLLMe YepTbl B CUCTEME rOCYyAapCTBEHHOIO YrpaBieHus, Tak/e Kak CTpemMaeHne
K LeHTpanmsaunun, rocyAapCTBeHHbIA KOHTPOAb HaZ KPUTUYECKU BaXKHOWN
NHPPACTPYKTYpOr N WHPOPMAUMOHHBIM MNPOCTPAHCTBOM, a TakXe CXoxwue
npuopuTeThl B chepe He3onacHoCTn

Ha aTom ¢oHe bosiee nnbepanbHble N AgeleHTpannsoBaHHble mogenn EC n CLLIA
BOCMPUHMMAKTCA Kak MeHee afanTUpOBaHHble K MOAUTUYECKUM YCI0BUAM
pernoHa.

0630p npoekmos «¥YMH020/be3onacHo20 20p00a» 8 pe2uoHe

KnTtainckas mMogenb ynpasneHus LUMPPOBbIM MPOCTPAHCTBOM, M3BECTHas Kak
«LinppoBoin cyBepeHUTET», OCHOBbLIBAETCA HAa MacLITabHOW rocyAapCTBEHHOM
nHuymaTree «3on0ton WnT» (Golden Shield Project), HauaTow B 1998 roay. 3T10T
NPOEeKT, NONYyYMBLUMNIA MeXAyHapoAHOe Ha3BaHue «Benukunii ¢pampson» (Great
Firewall), wn3HayanbHO 6bIN1  HaueneH Ha  CO34aHME  KOMMIEKCHOW
NHPOPMALMOHHO cUCTeMbI 0bLLLecTBeHHOM 6e3onacHocT%8,

AKTVBHaa ¢as3a ero BHeApeHWs, COBMaBLUas C 3aBeplLueHVeM BTOpPON ¢asbl
npoekta B 2008 rogy, npoAemMoHCTpupoBasaa 3¢pPeKTUBHOCTL GuUAbTpaLmn
BHeELLUHero uHTepHeT-Tpaduka. OAHAKO «30/I0TOM WUT» - 3TO He TONbKO
WHCTPYMEHT KOHTPO/S HaJj KOHTEHTOM, HO U OCHOBa AN pPa3BepTbiBaHUA
HaLMOHaNbHbIX CUCTEM BUAEOHABNOAEHNS U MOHUTOPUHTA®C,

AIMeHHO B pamKkax «30/10TOr0 LLINTa» N ero IOrMYeckoro NpoAo/mKeHNs, B NepBoi
nonosmHe 2000-x rogos, B KHP 6blna 3anyweHa vHuymatvBa «be3onacHbii
ropoa»

Be3onacHOCTb 370 OAVH U3 PyHAAMEHTA/IbHbIX aCrekToB KOMGOPTHOM XN3HU B
NtoboM KpYyrnHOM ropoge mupa. KoHUenumm «yMHOro ropoga» v «6e3ornacHoro
ropoZa», XoTa N B3aVMOCBSA3aHbl, PeLLatoT pPasvyHble, HO AOMONHSAOWMeE ApYyr
Apyra 3aza4um ropoAckoro passutuma’o:

KoHuenuua «yMHOro ropoga» rnpegrosaraetr 6osiee rnybokyro WHTerpauuio
LUMPPOBbLIX pPeLLeHUiA B TOPOACKYH NMHGPacTPyKTypy. Lindposmsaumnsa oxsatbiBaeT
BCe cpepbl: OT TPAHCNOPTa N SHEPreTUKN A0 SKONOTUN U NPesoCcTaBNeHUs YCayr.
Bce 3T Mepbl Hanpae/ieHbl Ha MoBblleHne 3PPeKTUBHOCTU PaboTbl rOPoOAa,
CHUXKEHMe HeraTBHOIO BO3JEUCTBMA Ha OKPYXALy cpeay W yaydlleHue
KayecTBa XU3HW roOpOXaH.

KoHuenuusa «be3onacHbln ropoa» GokycrpyeTca Ha obecneveHny 6e30nacHoOCTH
XUTenem v XXM3HeHHO BaXKHbIX 06ekToB. [1/18 3TOro UCnosib3yroTcs nepesoBble
TEXHOJIOTVN: YMHbIe CUCTEMbl BUAEOHabIIOAEHNS, OnepaTuBHbIE LeHTPbl AN
KOOPAMHALMN 3KCTPEHHbIX CNyX6, cncteMbl onoseleHns o YC 1 HagexHas

1% Gisonna, N. «Great Firewall.» Encyclopedia Britannica, September 12, 2025.
https://www.britannica.com/topic/Great-Firewall.

199 Giffinger, Rudolf, Christian Fertner, Hans Kramar, Robert Kalasek, Natasa Milanovi¢, and Evert Meijers.
«Smart cities - Ranking of European medium-sized cities.» Working Paper. Vienna: Vienna University of
Technology, 2007.
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Knbep3awmTta. B pesynbrate CHUXaeTCca ypoBeHb MPecTyrnHOCTY, NOBbILLAeTCA
CKOPOCTb pearvpoBaHWA Ha MpoucLlecTBUS N obecneuyrBaeTcd 3awimta oOT
PasNYHbIX Yrpos.

Mpy BHeApeHUW MPOEKTOB «YMHbIA ropos» U «be3onacHbll ropos» CTpaHbl
LeHTpanbHOW A3MK NPOABAAKOT WHTEpPeC K KUTaAWCKOMY OnMbITy, W 3TO He
C/lyYainHo.

Kntail ofHUM 13 nepBbIX B MUpe MPUCTYNUA K Pa3BepTbiBaHUIO MacLLUTabHbIX
cmcTeM BugeoHabnogeHna B 2005 rogy, npuyem nHuumatmea «besonacHbIN
ropoz» 6bl/1a 3anyLueHa elle paHblUe, B nepBoi nonosmHe 2000-x'1°. K 2025 roay
CTpaHa, npownaa 3Tanbl  MWIOTHbLIX MNPOEKTOB U  WHTeNNeKTyasibHOW

MOZepHM3aumnK, BHeApuIa NosHoe KoMnaekcHoe undposoe ynpasneHme'
«Pyic.3 Ynuua B KHP ¢ kamepamu HabnrogeHus» '

I |
R/

B TOM uncne MMpoBOU pbIHOK 6@30MacHOCTY HaXOAUTCHA NOJ CUIbHBIM BAVUSAHNEM
KUTaNCKMX TEXHONOMMYeCkUX TUraHToB, YTO MOATBepXAaeTcs rnobanbHbIMN
AAHHbBIMW.

CornacHo otdety «Security 50» 3a 2024 rog oT ASmag.com, ABe KuTanckume
KoMnaHun -Hikvision n Dahua3aHnmatoT 6051ee NONOBVHbLI 40NV PbIHKa Cpeamn
AecATV  KpyrnHenwunx npowussoaguTtenen o¢usmnyeckorn 6esonacHoctn. Mx
AOMUHNPOBaHMe oWyTMO 1 B LleHTpanbHOW A3nn, rae nx peLleHnsa ABastoTCs
OCHOBOM AnA  6ONbLUNHCTBA TOCYAAPCTBEHHbBIX W KOMMEPYeCKUX CUCTeM
6esonacHoCTw.

Pnc.4.Ton-10 npousBoguTtenein pusnyeckor 6esonacHoCcTK no o6bemMy npogax s 2023
rogy.

110 CyxaHkuH, Cepreii. «Tracking the Digital Component of the BRI in Central Asia, Part One: Exporting “Safe
Cities” to Uzbekistan.» China Brief 21, no. 3 (February 11, 2021). Jamestown Foundation.
https://jamestown.org/program/tracking-the-digital-component-of-the-bri-in-central-asia-part-one-
exporting-safe-cities-to-uzbekistan/.

" South China Morning Post, «China to Build Giant Facial Recognition Database to Identify Anyone,» South
China Morning Post, October 16, 2017, https://www.scmp.com/news/china/society/article/2115094/china-
build-giant-facial-recognition-database-identify-any.

"2 BuzzFeed News (13 ctatby This Is What A 21st-Century Police State Really Looks Like)
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Ton-10 npouseoaunTenen ¢usndyeckon 6eonacHocTu no obbemy npopax 8 2023 rop
sras2

10000

Beipyuika (MnH fonnapos CLUIA)

Komnanus

MNepBble MNpobHble COBMeCTHble rMpoekTbl craptoBaan B 2013 rogy, B
TagKNKNCTaHe, Korga npaBUTeNbCTBO 3aK/1HOUNIIO KOHTPAKT ¢ Huawei Ha 22 MAH
AONNAPOB. bblNM yCTaHOB/IEHbI COTHU KaMep BUAEOHAbNOAEHNSA U LOPOXKHbIX
kKamep B JyliaHbe, x0T NepBOHaYanbHO OHU He NMeN CUCTeM pacno3HaBaHWA
N, HecMoTps Ha 3To, cucTemMa nokasana 3¢¢peKTUBHOCTL: TOJIbKO 0ceHbo 2019
roga cyMma wtpa¢os 3a HapyweHwve NA4 npesbicuna $14 maH.

B TOM e rogy npaBuTeNIbCTBO PeLLnNIO MOAEPHU3NPOBATL NPOEKT U 06BABUIO
0 BHeApeHun kaMep Huawei c pacnosHaBaHMeM nuL, no Bceli ctpaHe''

Huawei sBnsgetcd KpynHbIM  WHBECTOPOM U MNOAPSAAUMKOM B cdepe
TefleKOMMYHUKaUUn 1 UHTepHeT-cBA3W. B pgekabpe 2023 roga Cnyxba cBs3un
TagxmkmcraHa v komnaHua Huawei Technology TamxukucrtaH nognucanu
MemopaHayM o coTpyaHudecTBe "4 aaHHbI JOKYMEHT perynvpyeTt passBuTue
UM PPOBbLIX TEXHONOTNIA, TeIEKOMMYHUKaLUWIA N CBA3W B CTPaHe.

B pamkax nognncaHHoro MeMmopaHgyma Huawei 6epeT Ha cebs oba3aTenbCcTBa
MO OKa3aHWKO TEXHNYECKOWN MOALEPXKM U COAENCTBUIO B PA3BUTUN MOBUJIBHbBIX
cetein TafkukuctaHa. KnroueBbiIM — acrnekToM  COTpygHWYecTBa  CTaHeT
mMogepHm3auma 7600 6a30BbIX CTaHUMKA, 4YTO MNO3BOJNT PaCLLUMPUTL 30HY
NOKPbLITUS N YNYYLLINTb KayecTBO NHTepHeT-CoeANHeHWs, OCOBeHHO B pernoHax
C OrpaHnNYeHHbIM AOCTYrNoM. Bce 3T MeponpuAaTUSA OCYLLeCTBAATCA C LieNbio
AOCTVXEeHNA 3ajad, MNOoCTaBNeHHbIX roCyAapCTBOM B paMkKax nporpamm
urdposM3aLmn 1 GOPMUPOBAHNA KOHLLEMNLMN «YMHOIO rOPOoAa».

"3 Tsz Yau Yan. «<Smart Cities or Surveillance? Huawei in Central Asia: Chinese Surveillance Technologies Are
Popular among Central Asia’s Governments.» The Diplomat, August 7, 2019.
https://thediplomat.com/2019/08/smart-cities-or-surveillance-huawei-in-central-asia/.

114 ASIA-Plus. «Cyx6a cBA3u TagkukmcTaHa n «Xyasain Tagkmkmuctan» nognucany MemopaHaym o
coTpyaHuyectse.» ASIA-Plus, 13 gekabps 2023 r.
https://www.asiaplustj.info/ru/news/tajikistan/society/20231213/sluzhba-svyazi-tadzhikistana-i-huavei-
tadzhikistan-podpisali-memorandum-o-sotrudnichestve..
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NoMumMo npsaMbIX KaHanoB ¢ KHP  mexayHapofHaa WMHTepHeT-CBA3b
TafXVKNCTaHa, onMpaeTca Ha MapLupyTbl Yepes KbIprbi3cTaH 1 Y36eKncraH, uTo
co3zaerT eLLe 60/blLUe PUCKOB yA3BUMOCTU B chepe be3onacHocTm. !>

B Kblprbi3cTaHe nonbITKX 3anyCcTUTb «be3onacHbI ropoa» Havanucs ete B 2011
rogy C poCCUNCKON KoMmnaHuern «CTuncodt», HO MPOeKT He bbia peann3oBaH. B
2018 roagy pasropenacb TeHAepHaa 6opbba Mexay Huawei U poCCUINCKOWN
«Berow». CHayana npaBUTENIbCTBO 3aKIHOUYNI0 KOHTPAKT Ha $60 MAH. ¢ Huawei,
O4HAaKO MeperoBOpbl COpPBainUCb, U «Bera» nosyymna 3akas Ha YCTaHOBKY
AOPOXHBIX Kamep cTomMocTblo $33 MnH. [lo3gHee KbiprbiscTaH Bblbpan
KuTanckyro kKomnaHuto CEIEC gns yCcTaHOBKWM CUCTeMbl pacro3HaBaHUS v, B
BuiLLKkeke, npyyeM, No coobLLeHnsIM, Ha 6e3Bo3Me3aHo ocHoBe''®.,

B 2017 ropy B KazaxctaHe oTeyecTBeHHOM KoMnaHmein TOO «Kepkem Tenekom»
6b11 pa3paboTaH NPOEKT, C LeNbio CO34aHNA YMHOTO 1 6e30MacHoOro ropoja -
«Ceprek» - MHTeNNeKTyaNbHaa cucTeMa BUAEOHAbNOAEHNS, YCTaHOB/IEHHAas Ha
nepekpecTkax, BAOJIb AOPOr M B MecTax 6o/bLlloro ckorsieHnsa noger. OHa
obecneyrBaeT KOHTPO/Ib 3@ 6€30MacHOCTbLIO Ha Aopore M B OOLLECTBEHHbIX
mMecTax. CucTtema BUAEOHAbNOAEHNA UCNOb3YeT NPOAYKTbl KoMNaHun «Dahuay,
ANA KOTOPbIX MPOBOAWTCA  /JIOKa/NbHasg nepernpolumMBka MPOrpamMMHOro
obecneyeHVs, Tak Kak NporpaMMHoe obecnevyeHrie 1M aaropmTMbl CO3LarOTCS
MeCTHbIMU crieumanuctamn'’,

Co3faHne CO6CTBEHHOro nporpamMMHoOro obecrieyeHMs M anropuTMOB A/
cnctembl «Ceprek» ABASETCA CTpaTernyeck BepHbIM LWarom. 3TO MO3BOJAET
HenTpann3oBaTb PUCKK, CBSA3aHHbIe C 06J1aUHbIMY CEPBUCAMU MPON3BOANTENA U
06paboTKOMN JaHHLIX Ha 3apybexHbix cepBepax. OAHAaKo 3TO He pewiaet
PyHAaMeHTanbHy NpobnemMy K anrnapaTHOMY obecrneyeHuto (Camon Kamepe).
Moandukauma nNporpaMMHOro obecnedyeHus 3aTparviBaeT NperiMyLLecTBeHHO
NoNb30BaTe/IbCKoe NMPOCTPAHCTBO OMepaLMoOHHOW CUCTEMbl YCTPOMCTBA, HO He
3aTparnmBaeT S4pO OnepauyiOHHON CUCTEMbI N HU3KOYPOBHEBbIE KOMMOHEHTHI
CaMoro YyCTpOMCTBa. PUCK 3aKkno4aeTcss B TOM, YTO Kakon 6bl 6€30MacHON HU
bbl1a HaACTPOMKaA, OHa WCMOJIHAETCS MNoBepX MOTEeHUMaNbHO YSA3BMMOIO U
Henpo3payvyHoro ¢pyHAaMeHTa.

STV  PUCKN  NOATBEPXAAITCA U HaArnsAHO OTpaXeHbl B  OronneteHax
6esonacHocTy, nNyb/AMKyeMbIX Kak caMyM  NpousBoguTeneM, TakK WU
He3aBMCUMbIMW NCCefoBaTeNnsAMy B 0b6n1acTn knbepbesonacHoOCTH.

Tak, B opuymansHoM oTyete Dahua (DHCC-SA-202201-001) 6blna packpbiTa
KpUTMYeckas ysa3BmMocTb (CVE-2021-33046), no3BonsBLUas yaaleHHO copocnTb
naposib aAMVHNCTPaTOpa Ha OrPOMHOM MNepeyHe YCTPOMCTB, MPOun3BeLeHHbIX B

"5 Digital Report. «0630p TenekoM PbiHkasa TagxukucraHa: rkcrposaHHas, MobuabHas 1
MexgayHapoaHas Ceasb'.» Digital Report, 5 ntons 2017 r. https://digital.report/tadzhikistan-svyaz/..

16 Umarov, Temur. «China Looms Large in Central Asia.» Carnegie Moscow Center, ,
https://carnegie.ru/commentary/81402

"7 Enelane, Nikolai. «<Kak Rabotaet Proekt ‘Sergek’.» Informbiuro, 2019. https://informburo.kz/stati/kak-
rabotaet-proekt-sergek-reportazh-informburokz.html.



CENTRAL ASIAN
POLICY STUDIES

nepuog ¢ 2017 no 2021 rog'®. 310 Hanpsimyto 3aTparvBaeT o60pyAoBaHuUe,
KOTOpOe MOrfo 6bITb 3aKyrnieHO Ha Hava/lbHbIX 3Tanax npoekrta «Ceprek»
AHanorvyHbIM 06pa3omM, oTyeT OT BeAylleirl aHTUBMPYCHOW KOMMAHUW
Bitdefender npogeMoHCcTprpoBan Hanuuve ysa3BUMOCTEN, KOTOPble MO3BONAANN
3/10yMbILUNEHHUKY 6e3 ayTeHTudbukaumm noayynTb MOAHbIA KOHTPOAb Haj
Kamepon 4yepe3 owmnbkM B peanmsaumy 6a30BbIX MPOTOKONOB, TaKUX Kak
ONVIF(3TO MeXayHapoAHbliA CTaHAapT A4ns  IP-cucteMm  BUAeOHabNOAEHUS,
CO3JaHHbIA AN obecrneyeHUss COBMECTMMOCTM 060pPYyAOBaHUA  PasHbIX
npovssoauTenen). B otyete noguepkmBaeTcs, UTO MOAOOGHbIE aTaku MOryT
06X0ANTb Jaxe BCTPOEHHble MeXaHW3Mbl NPOBEPKU LeNOCTHOCTU MPOLUVBKY,
YTO JlenaeT Nx 0cobeHHo onacHbIMn''®,

STV NpUMepbl HarNA4HO WINKOCTPUPYIOT, Kak CUCTeMa, HeCMOTPSA Ha BCe Mepbl
6e30MacHOCT Ha YpPOBHe TMPOrpaMMHOro obecneyeHus, «Haciegyet» W
noABepraeTca prckam, M3Ha4asbHO 3a/0XeHHbIM B annapaTHown nnatdopme u
ee 3aKpbITOM H13KoypoBHeBOM [10.

TexHM4Yeckas ysa3BMMOCTb MNpeacTaBnsieT cobon cepbe3Hbll reononnTUYeCcKnii
PUCK W1 3ak1o4aeTcs KawyeBas YA3BMMOCTb LMGPOBOro cyBepeHUTeTa: OH
noApbiBaeTcd He Ha MOAUTMYECKOM, a Ha annapaTtHO-NpPaBOBOM YPOBHe, rae
Hann4ne prcka caMmo no cebe ABNAETCA YrPO30M.

TeM He MeHee, 3aBMCMMOCTb OT KMTANCKOro 060pyL0BaHNA OCTaBaiacb, Tak Kak
BUAeoHabogeHne Npojokaam NpesocTaBnaTb pewweHuns oT «Dahuay, Tak Kak
npoun3BoOAUTL KaMepbl B KasaxcTaHe HepeHTabesnbHO MOTOMY 4YTO UTOroBasd
cebecToMMOCTb 10KaNbHO NMPou3BeLeHHON KaMepsbl, BBUAY OTCYTCTBUSA B CTPaHe
KOMMOHEeHTHOW 6a3bl, geduuymta npoduibHbIX KagpoB M HeConoCcTaByMOro
MacwTaba Npou3BOACTBa, byaeT B pasbl Bbille, YeM Yy FOTOBOW MNPOAYKLNMU
«Dahua».

HecmoTps Ha TO, uTo Kutai n ero KOMnaHuy rnpeanaratoT BblICOKOKaYeCTBEeHHble
1 3pbekTnBHbIE NPOAYKTbI U YCAYri, MOMHAA 3aBUCMMOCTb OT HUX COMPSXeHa C
pucKamu.

NpMepoM TakuUX PUCKOB ABASeTCA  cuTyauus, Korga 6e3omnacHoOCTb
NHPPACTPYKTYPbl MONHOCTBHO 3aBUCUT OT TEXHONOTM I KUTANCKMX KOMNaHW. [pur
rNy6b0KOM MPOHUKHOBEHUN KUTAWCKUX TEeXHONOrW, TakKoW MoAX0[ MOXeT
06epHYTLCA HEOXUAAHHBIMU U JaXe HeraTUBHbIMU MOC/IeACTBUAMM.

"8 Dahua International, «kDHCC-SA-202201-001: Security Advisory - Access control vulnerability found in
some Dahua products» (Dahua International, January
12,2022),https://www.dahuasecurity.com/aboutUs/trustedCenter/details/602.

9 Bitdefender, «Vulnerabilities Identified in Dahua Hero C1 Smart Cameras» (Bitdefender, July 30, 2025),
https://www.bitdefender.com/en-us/blog/labs/vulnerabilities-identified-in-dahua-hero-c1-smart-cameras.
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Knbepartaka Ha POST Luxembourg

B Jlokcembypre 23 wmtona 2025 roga npouvsowlsia MacwTtabHas kubepaTaka,
napanu3oBaBLlas paboTy TeneKOMMYHWKALWMOHHOW CUCTEMbl CTpPaHbl Ha
Heckonbko yacos'?0,

3N0YyMbILLNEHHNKN, aTakoBanum obopyaoBaHue Huawei, KoTopoe
NCMONb30BaNOCb rocyapcTBeHHbIM ornepatopoMm POST Luxembourg. Lenbto
aTakyu 6blN0  He TMPOHWKHOBEHME B CUCTEMbl WAM KpaXa JAaHHbIX, a
fectabunmsayna KpUTUYeCcKM BaXKHbIX CepBUCOB. B pesynbTaTte Ha HECKO/bKO
4yacoB 6blM  OTKAOUeHbl cetn 4G ”n 5G, 4uTO nNpUBeno K Cepbe3HbIM
nocneAcTBUAM: HEBO3MOXHOCTW BbI30Ba 3KCTPEHHbIX CNyx6, cboamM B paboTe
3N1eKTPOHHOro 6aHKMHIra N OTKKOYEHUIO CUCTEMbI ONOBeLLeHNA HaceeHus.
NHUMAEHT BbISBU KPUTUYECKYHO YA3BMMOCTb B CTaHAAPTU3NPOBAHHOM CETEBOM
KOMMOHEHTE W MNOAYEPKHYN CyLLeCTBEeHHble PUCKY, CBA3aHHble C «eANHbIMU
TOYKaMM 0TKa3a» B HaLUMOHAabHON UndpoBor nHGpacTpykType. B oTBeT Bnactu
Ntokcembypra nHuummposanu odpuumanbHoe paccinejoBaHne 1 NPUCTynuan K
CPOYHOMY MepecMoTpy CTpaTernin KnbepyctomnuymeoCTy, BKIKOUas 0bcyxaeHue
BHEJpPEeHNA MexXaHV3MOB aBTOMAaTUUeCKOro MeXCeTeBOro repekItoyeHs
MOBUNBbHBIX YCTPOMCTB A1 0becrneyeHunss CTabunbHOCTU CBSA3M B Upe3BblYaHbIX
cuTYyaumsx.

«Puc. 5 norotrna noyYToBo-TeNeKOMMYHMKALMOHHO rocyAapCTBeHHO KopriopaLuy
«POST Luxembourg»« '?'

PosT

LUXEMBOURG

LLiTab-kBapTMpa AQPUKaHCKOro CoK3a

NHUWAEHT C yTeuKon JaHHbIX 13 WTa6-kBapTVPbl AQPUKAHCKOro cok3a B AAANC-
Abebe, ube CTPOUTENLCTBO U OCHALLEHMe MOJIHOCTLIO OCYLLLeCTBAANOCL MPWU
noaAep>XKe WHOCTPAHHbIX MapTHEPOB, HarNAAHO AEMOHCTPUPYeT YA3BUMOCTY,

120 Antipov, Alexander. «KnbepaTtaka Ha Huawei ocTaBuna Lienyto ctpaHy 6e3 CBA3U 1 TPEBOr.»
SecurityLab.ru, 4 aBrycrta 2025 r. https://www.securitylab.ru/news/562044.php.

121 A sign for Luxembourg's national mail and telecom company, POST Luxembourg. Image: GilPe via
Wikimedia Commons / CC BY-SA 4.0
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BO3HMKAaKOLWMe Mpuv MOJIHOWM 3aBUCMMOCTV OT 3apybeXHbIX TEeXHONOrnh W
COTpyAHMuYecTBa'??,

B 2012 rogy Kutanckaa HapogHasi Pecnybnunka, B napTHepcTBe C BeAyLMMN
TexHosiormyeckumm ruraHtamm  Huawei un  ZTE, npenogHecna B jgap
AdpunkaHckomy Corosy 20-3TaxkHoe 3faHuve WwTab-kBapTupbl. ObLLaa CTOMMOCTb
3TOro npoekTa coctaBwna NpnéansnTensHoO $200MH.

«Punc. 6 O6wnii BUA: 3gaHme WwTab-kBapTupbl ApprikaHckoro cotosa (AC) B ctonuue
S¢puronun Aaaunc-A6e6e B sHeape 2017 roga» 123

Cutyaumsa npmnobpena ckaHAanbHbll xapaktep B 2018 rogy, korga ¢paHuy3ckoe
n3gaHne «Le Monde» onybankoBaso pacciefoBaHne, COr1acHO KOTOPOMY
faHHble C CepBepoB LUTab-KBapTUPbl exeAHeBHO nepegaBanncb B KHP Ha
NPOTSXKEHUW NSTK neT.'?4

Ha cerogHswHee BpeMs cUTyaLa HEOAHO3HAUHA, Tak Kak JaHHble yTBepXAeHUS
He nonyymnn oPULMAaNbHOrO MOATBEPXAEHUA OT He3aBUCUMbIX TEXHUYECKMNX
3KCMNepTOB WA MeXAyHapOoAHbIX opraHusaunii. OpuymranbHble NpeacTaBuTeNu
Kak AppukaHCKOro cotosa, Tak U KHP kateropuyeckm oTBeprin 0b6BUHEHUS,
oXxapakTepu3oBaB MUX KakK JAe3nHGOPMaLMIo, Hanpas/ieHHYD Ha MOApbIB
KWTaNCKO-aPPUKAHCKNX OTHOLLEHWIA.

Tem He MeHee, Kak cfejyeTr U3 pacciegoBaHun  «Financial Times», B
nocnegyrowem  APpUKaHCKNA  COHO3  CaMOCTOATENbHO  MPUHUMan  pPsaj

122 Sherman, Justin. «What's the Deal with Huawei and This African Union Headquarters Hack?» New
America, May 28, 2019. https://www.newamerica.org/cybersecurity-initiative/c2b/c2b-log/whats-the-deal-
with-huawei-and-this-african-union-headquarters-hack/.

123 Bild: Reuters/T. Negeri

124 Vitkine, Benoit, and Joél Leblond. «A Addis-Abeba, le siege de I'Union africaine espionné par les Chinois.»
Le Monde, January 26, 2018. https://www.lemonde.fr/afrique/article/2018/01/26/a-addis-abeba-le-siege-de-
[-union-africaine-espionne-par-les-chinois_5247521_3212.html.
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TEXHUYECKMX Mep MO YCTPAHEHWNIO MOCNeACTBUIA CBA3AHHbIX C YTEYKOM AaHHbIX
6e3 nomowy KHP, B TOM uncie nponssen 3aMeHy cepBepHOro 060pyA0BaHNSA 1
nepecMoTpen NonnTuky knbepbesonacHoctn'?®

JTO npoTMBOpeYre yKasbiBaeT O C/IOKHOW W HEOAHO3HAYHOW MNo3nLMN
opraHu3sauum B JaHHOM BOMpoce.

Takas MoJenb «3aKpbITOro YperyiMpoBaHUs», MOXeT CBUAETeNbCTBOBaTb O
3aBMCMMOCTM U HECnoCOBHOCTM nonyyatens NoMOLUM MpUBAeYb Aaputens K
OTBETCTBEHHOCTU 3a Takme HapyLeHus. Ecam 66l 3a nogobHoe HapyLleHme 6bin
OTBETCTBEHEH HeNTpasibHbI CTOPOHHWIA MOCTaBLUMK, NOTMYHON peakumein AC
66110 6bl NYy6NMYHOE OCYyXAeHMe, CyfebHble UCKM 1 MPO3padHbIi npouecc
BOCCTaHOB/NEHWS JOBepUS.

Cutyauma ¢ APpUKaAHCKMM  COHO30M  AEMOHCTpUpYyeT, 4YTO  Haaunyume
TEXHONOMMYEeCKOM MOMOLLN OT MHOCTPAHHbIX FOCYAapPCTB B chepe KpUTUYECKO
NHOPACTPYKTYpbl TpebyeT He TONbKO MOIUTUYECKON OLEHKW, HO N CUCTEMHOrO
TEXHNYECKOro KOHTPONS.

daKT TOro, UTO yTeuka JaHHbIX MPOAO/MKaNacb B TeyeHWe MNATU NeT A0 ee
O6HapyXeHus, YyKa3blBaeT Ha HeJfoCTaTOK pPerynsapHoro MOHUTOPUHIA W
He3aBMCMMOro ayauTa cuctem 6esonacHocTW. [py 3TOM CaMo  Hanuuue
TEXHUYECKMX YHA3BMMOCTE He ABAseTcd AOCTaTOYHbIM OCHOBaHWEM Afs
06BNHEHWIN B YCTAHOBKE LLUMNOHCKMX YCTPOMCTB, MOCKOIbKY NX MPONCXOXAEHMe
MOXeT OblTb CBA3aHO KaK C MPOW3BOACTBEHHbIMU gedbekTaMn, Tak U C
YMbILUNEHHbIM BMeLLaTeNbCTBOM 128,

CaHkuuwn B oTHowweHun Huawei Technologies Co. Ltd

CaHkumn 2019 roga, HanpasneHHble Ha OrpaHuyeHvie TexHOJI0rMYeckoro
BINAHUSA KNTANCKNX KOMMAHWUNA, 06epPHYNNCh HEOXUAAHHBIMU N HeraTuBHbIMU
nocneAcTBUAMMN ANS UHULMATOPOB U A1 MUPOBOM 3KOHOMUKM

PeweHne bropo npombiwieHHOCTM U 6e3onacHoctn (BIS) MuHuKcTepcTBa
Toproenin CLWA o BkawoyeHnn Huawei v apyrux opraHusaumin B «Cnuncok
opraHmsauuin» (Entity List) B Mae 2019 roga 6bl10 MOTUBMPOBAHO
06eCrnOKOEHHOCTbI0 MPaBUTeIbCTBA OTHOCUTENIbHO COBMAEHNA KOMMaHUAMMN
TpeboBaHWI HaLUMOHaNbHOW 6e3onacHoOCTU % COOTBETCTBMUA
BHELLHenoNnTNYeckM nHTepecam CLLIA™?Y

KntoueBbiM GpakTOpPOM CTano KMUTalickoe 3aKOHOAaTeNbCTBO, B YAaCTHOCTM 3aKOH O
HaumoHanbHOM pasBegke 2017 ropja, KOTopblIA 0653bIBaeT BCe KUTaMCKme
opraHmsayum U1 rpaxgaH oka3blBaTb COAENCTBME  roCyAapCTBEHHbIM

125 Manson, Katrina, and John Aglionby. «African Union Tries to Expunge Chinese Cyber-Snooping.» Financial
Times, January 29, 2018. https://www.ft.com/content/c26a9214-04f2-11e8-9650-9c0ad2d7c5b5.

126 Justin Sherman, «What's the Deal with Huawei and This African Union Headquarters Hack?,» New
America, May 28, 2019, https://www.newamerica.org/cybersecurity-initiative/c2b/c2b-log/whats-the-deal-
with-huawei-and-this-african-union-headquarters-hack/.

127 addition of Entities to the Entity List, Federal Register 84, no. 98 (May 21, 2019),
https://www.federalregister.gov/documents/2019/05/21/2019-10616/addition-of-entities-to-the-entity-list.



CENTRAL ASIAN
POLICY STUDIES

pa3BejblBaTeNibHbIM Cy>k6am KHP, TeM camMbiM npeAoCcTaBiss UM LUMPOKMeE
NOHOMOYMS MO TpeboBaHNO NHGOPMALIMKM OT YaCTHbLIX KOMMaHWN.

CornacHo faHHOMY 3aKoHy cTaTbW 7 U 14 NpAMO YCTaHaBINBAKT 06A3aHHOCTb
AN BCeX KUTAWCKMX OpraHum3auuii, KOMMaHWM U rpaxaaH oOkasbliBaTb
«MOALEPXKKY, cogencreme " COTPYAHUNYECTBOY rocyAapCTBeHHbIM
pa3BejbliBaTenbHbIM Cyxk6am KHP B paboTe no obecneyeHuo HaLMOHaNbLHOWN
6e30MacHOCTU, HE3aBUCMMO OT UX MeCTOHaxXoXaeHus %8,

OZHaKo, 3akKOH He COAepXWUT YeTKUX MpouedypHbIX OrpaHUYeHViA nUau
MeXaHM3MOB KOHTPO/IS, TeM CaMbIM CO3/aBas NPaBoOBYH HeonpeAeneHHOCTb B
OTHOLLEHNN MacLITaboB 1 MeTOL0B Takoro COTPYAHNYECTBa.

[naBHOWN NPOo6eMOoin ABNAETCH SKCTeppUTOpranbHoOe AencTBmne JaHHOMo 3aKoHa
co3gaeT MoTeHUManbHbI MNPaBOBOWN KOHQAWKT ANS  CTPaH-UMIMOPTEPOB
NCMONBb3YIOLWMX KUTaMCKMe TEXHONOMMIA OT Takmx KOMMNaHum, kak Huawei, ZTE,
CEIEC, Hikvision,Dahua v apyrmx kMtanckmx NoCTaBLUMKOB KPUTUYECKN BaXKHOM
NHPPaCTPYKTYpBbI.

JaHHas cuTyaums ycyryonsietcs Tem, 4To B KMTANCKOM MpaBe HauWOHasbHas
6e3onacHoCTb MMeeT 6e3yc/IOBHbIA  NpUOPUTET  HaJL KOMMepuecKMU
nHTEepecamy, yTO noATBepPXAaeTcs KOMM/IEKCOM cneyyianbHOro
3aKOHO/aTeNIbCTBa TakmX Kak «3akoH KHP 0 HaunoHanbHoOW pa3Beske», «3akoH
KHP o knbepbe3sonacHoCcTu» 1 4.p.

Takvm 06pa3om, coyeTaHWe MeCTHOro 3akKOoHa O JoKanv3auum JAaHHbIX WY
KWTaNCKOro pasBe/blBaTe/IbHONO 3aKOHOAATeNIbCTBa CO3JaeT  CUCTEMHYHO
YA3BMMOCTb.

BBeseHHble Mepbl 3anpeLwiaroT  aMepuKaHCKMM  KOMMaHUSM  MOCTaBAATb
TEXHOJIOTUN KNTAUCKUM dUpPMaM 6e3 creumasbHbIX AULEH3VA, NpU 3TOM KX
3KCTeppuUTOpUanbHOE AeNCTBME PacnpoCcTpaHaeTca Ha Jilobble KOMMaHUM Mo
BCEMY MVPY, NCNONb3YIOLLE aMepnKaHCKne KOMMOHEeHThI.

Ana cTpaH, Ybs MHPPACTPYKTYpa yXe NoCcTpoeHa Ha KMTaNCKoM obopysoBaHMN,
nepcnekT1Ba ero rNoJIHOM 3aMeHbl CONPsAXeHa C KOJ1I0CCallbHbIMWN TPYAHOCTAMM.
Tak, Hanpumep, B 2020 rogy BenukobputaHua v KaHaga, ncnosib3oBasluve
obopysoBaHME KUTAMCKNX TEXHONOMMYeCcKUX KOMMAHUW, CTOJIKHYAUCb C
npobnemMoi, YTo NpoLecc CBA3aHHbIA CO CMeHOoW 060opyAoBaHNA NoTpebyeT He
MeHee 5-7 neT. 3amMeHa TbiCAY 6a30BbIX CTaHUW W aHTeHH Huawei no Bcen
CTpaHe oLeHnBaeTcs B Munanapasl yHtos 129

JaHHble pacxofbl KOHEYHO >Xe JioXKaTca /IO Ha TeneKOMMYHUKaLMOHHbIX
ornepaTopoB, 4TO HeusbexHO MOXeT npuBecTn K pocty TapudoB ANs
noTpebuTenemn, NM60 Ha roCcyAapCTBEHHbIN BrOAXET.

128 China Law Translate, «National Intelligence Law of the P.R.C. (2017),» China Law Translate,
https://www.chinalawtranslate.com/national-intelligence-law-of-the-p-r-c-2017/.

129 Lju, Coco. «BT, Vodafone Need 5 Years to Replace Huawei Without Blackouts.» South China Morning
Post, July 9, 2020. https://www.scmp.com/tech/gear/article/3092551/bt-vodafone-need-5-years-replace-
huawei-without-blackouts.
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B 2024 rogy, no oueHkam ®PepepanbHaag Kommccum no ceasu CLUA, NonHbIN
AeMOHTaX HebesonacHoOro obopyzsoBaHWSA MoxeT obonTuce B 4,98 mMApA
ponnapo.. OgHako paHee KoHrpecc o4o6pua nporpaMmy «yganeHns N 3aMeHbl»
obopysoBaHMSA nvwb Ha 1,9 MApa4 A0NNapoB, YTO He MOXET MNOKPbITb
npeanonaraemMble pacxogbl'30

OTKa3 OT MHOCTPAHHOro 06opyAOBaHNA BO3MOXHO B byayLleM byaeT oTpaxaTtb
rno6anbHbIli TPEHZ Ha TEXHOOMMYeCKyo He3aBUCUMocCTb '3

Tak KHP cTONKHYBLUNCL C HEOBXOAMMOCTBIO TOTaJIbHOTO MMMNOPTO3aMeLLeHus,
KUTanCKMe KOMMAaHWUWM COBEpLUMIN Pe3KUM CKavyoK B CO34aHWM aBTOHOMHOW
TEeXHOJIOrNYeCKOM 3KOCUCTEMbI, MEHEe 3aBMCMMOM OT 3anaHbIX KOMMNOHEHTOB. B
pesynbtate KuTal Tenepb npegnaraer CcTpaHaM pernoHa He TOJIbKO
3KOHOMWYECKM BbITOAHblE, HO K 60nee npejckasyemMble W YCTONYMBBIE B
YCNOBUAX CAHKLMOHHOIO JaBfeHNs peLleHns

OnbIT TEeXHOMOrMYeckn U1 3SKOHOMWYECKU pPasBUTbIX CTPaH, MNbITaBLUMXCS
OTKasaTbCAd OT KWUTaMckoro obopygoBaHua u onelT KHP B co3gaHuu
TEXHOJIOrMYeCKoro CyBepeHunTeTa, NPoAEMOHCTPUPOBANM BCKO CJIOXKHOCTb 3TOM
3ajauu

Echn paHee KkuTanckme TeXHONOTMU MNO3MLUMOHUPOBANNCE KaK «JeLleBas
a/lbTepHaTVBa», TO Tenepb OHW MpeAnaratTcs Kak «HaZexHas 1 CaHKLVOHHO-
yCTOMYMBasi» 3KOCUCTEMA.

B utore caHkuMoHHaa nonmTrka 3anaja, HanpasneHHaa Ha mnsonaumo Kutas,
AOCTUTIa MPOTUBOMOOXHOIo 3¢pdeKTa-3To NprBeno K ycuneHuno nosvuymm KHP
B LleHTpanbHOM A3unn.

OaHako Ana cTpaH LleHTpanbHOW A3nn, NMEeoLWMX OrpaHNYeHHble BHoAXeTbl U
pecypcbl, MOMIHAasA 3aMeHa WHQPACTPYKTypbl, MNOAO6HO TOW, C KOTOPOW
CTONIKHYNUCb BenvkobputaHmns, KaHaga v CLUA, MoXeT 6bITb HEMoAbEMHOW.

JTa cUTyaumss Co3jaeT Cepbe3Hble re03KOHOMUYecKne PUCKU AN PernoHa,
NOCKONbKY CTPaHbl MOTYT ObITb BbIHYXAEHbl BbIOMpaTe Mexay MoAepHu3aLmein
NHPPACTPYKTYPbI N APYTUMU KPUTUYECKM BaXKHBIMU PacxojamMu.

Prcku LieHTpannsauum JaHHbIX

ANna NoNHOro 3anycka TakmMx MaclTabHbIX MPOeKTOB COTpyaHMYecTBa ¢ Kutaem
CcTpaHbl LleHTpanbHOW A3nn Havanu co3jaBaTb COBCTBeHHble 6a3bl AAHHbIX:
Hanpumep, Y36ekuctaH ¢ 2011 roga nepewien Ha broMeTpuyeckme rnacrnopTa, K
2017 roay oxBaTuB UMK okosio 80% HaceneHus '32. Mofo6HblE UHWLMATUBSI

130 Shepardson, David. «US House to Vote to Provide $3 Billion to Remove Chinese Telecoms Equipment.»
Reuters, December 8, 2024. https://www.reuters.com/world/us/us-house-vote-provide-3-billion-remove-
chinese-telecoms-equipment-2024-12-08/.

131 SecurityLab.ru, «0630p: Aoknag Cloudflare o pacTyLueli 3aBUCMMOCTY MMPA OT UMMOPTHBLIX
TexHonorunn,» SecurityLab.ru, 29 mapta 2024 r., https://www.securitylab.ru/news/554672.php.

132 Digital Report. «B Y36ekucTaHe BBeAyT 61ioMeTpryeckie 3arpaHnacnopTa c 1 aHeaps 2019 roga.» Digital
Report, 18 aBrycta 2017 r. https://digital.report/vuzbekistane-vvedut-biometricheskie-zagranpasporta-s-1-
yanvarya-2019-goda/.
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nosxe noasunnce U B Tagxmnkuctade (2014), KoipreisctaHe (2021) n KasaxctaHe
(c 2021 roga nocTeneHHo 1 Ha 406POBOJILHOW OCHOBE).

BHegpeHve 6roMeTpnYecKmnx nporpamMm YyCKOpWIO umdposmsaunto
rOCyZlapCTBeHHbIX YCNyr M ob6befuHeHne pasnnyHbiX 6a3 gaHHbIX. OAHako,
LeHTpaNn30BaHHOE XpaHeHue 6LOoMeTpUYeckKMX AaHHbIX CO34an0 OrpOMHble
uMdpposble Npoduam rpaxgaH, AOCTyn K KOTOpbIM npejacTaBnsetr cobou
Cepbes3Hyo yrpo3sy A1 HauoHanbHOM 6e30nacHOCT.

B nepuviog ¢ 2017 no 2025 roabl 3aKOHOAATENbCTBO CTPaH LleHTpanbHOM A3nu
npeTepneno 3HauuTeNbHble USMEHEHUs B chepe peryimpoBaHua o6paboTku 1
3alMTbl MEepCOHaNbHbIX AAHHbIX, B YaCTHOCTW, B OTHOLLEeHWU TpeboBaHUA O
NoKann3aumy AaHHbIX - O06S3aHHOCTU MHOCTPAHHbIX KOMMAHUA XPaHUTb U
obpabaTbiBaTh JaHHble rpaxzaaH Ha cepBepax, GU3nyeckn PacnoNoXeHHbIX B
npejenax HauMOHaNbHbIX rpaHWL. 3DTOT NOAXOZ, MNPU3BAHHbLIA YCUAUTb
CcyBepeHUTeT Haj AaHHbIMU U 0becneynTb KX 3almTy, 6bI1 NPUHAT He BCeMU
rocygapcTtesamMy pervoHa oAnNHaKkoBO.

PerynupoBaHmne XpaHeHWs MnepCcOoHaNbHbIX JaHHbIX B LleHTpanbHOM A3nu
npeAcTaBNieHO TpeMs OCHOBHbIMY MNoAXOAaMu. Y36ekucTaH npuaepXkmBaeTcd
CaMOI XeCTKOW Mojenun TOTanbHOW Jiokanm3saumm, 0bs3biBasg XpPaHUTb JaHHbIe
rpaxkzaH WCKNHUMTENBHO Ha TeppuTopuu cTpaHbl 33 . KasaxctaH Bblbpan
rMOPUAHBLIA NOAXOA: OH obecreymBaeT CyBepeHUTeT U AOCTYNMHOCTb AAHHbIX
yepe3 o0bs3aTeNlbHOe BHyTpeHHee XpaHeHue, HO Mpu 3TOM MNO3BOJSeT
nepejaBaTb JaHHble 3@ pybex, ecnn obecneyeH AOCTAaTOUHbIV YPOBEHb 3aLLUNThI
W NONy4YeHO cornacve cybbekTa, UTO  CMOCO6GCTBYeT  MOAAEPXaHUKO
MeXAyHapoAHbIX 6ru3Hec-npoLeccos’4,

OgHako 371 ABe MOZeny NPUBOAAT K MapafoKCasbHbIM, pe3y/bTaTtam-korja
NpaBUTEeNbCTBO CTPaHbl LleHTpanbHOM A3uun, cnesys CBOeMy 3aKOHY, HaHMMaeT
WHOCTPAHHY KOMMaHWIO A5 CO34aHUS N 06CNYy>XMBaHUA MHGPACTPYKTYpSbI, rae
6yayT XPaHUTbCA BCe MNepCoHalibHble JaHHble TrpaxAaH, OHO GaKTU4yeckn
KOHCONUAMPYET Hambonee 4yBCTBUTEJNIbHYH HAUVOHaNbHYHO WMHPOpMaLMO B
eAVHbIA Peno3nTopuin. ITOT Peno3nTopul, B CBOK o4epelb, HAaXOAUTCA MOJ
ynpasieHneM KOMMaHUW, KOTopas ropuamyecks obs3aHa CoTpygHUYaTb W
NOAYNHATBLCA NPSAMO 3aKOHaM CBOeW CTPaHbI.

MNpobnema ycyrybnsercs Tem, 4TO CTpaHbl LleHTpanbHOM A3nu He umMmeroT
AOCTAaTOYHOrO OMNbITa U 3HAHWI A5 CAMOCTOATE/IbHOM pa3paboTky 6e30MnacHbIX
CUCTeM XPaHeHUs 1 06paboTky 6ONbLLUNX 06BEMOB JaHHbIX. DTO O3HaYaeT, YTo
jaxe ecin cepBepbl GU3MYECKM HAXOAATCA B CTPaHe, KOHTPO/b Haj
TeXHUYeCKUM 06y XXnBaHMeM, O6HOBNEHUAMN NPOrpaMMHOro obecneyeHus v
noTeHUManbHbIM AOCTYNMOM K CKPbITbIM KaHanam (63kgopam) ocTaeTcs B pyKax

133 3akoH Pecnybnukm Y36ekmctar ot 02.07.2019 r. Ne 3PY-547 «O nepcoHanbHbIX AaHHbIX,» LEX.UZ,
https://lex.uz/docs/4396428.

134 3akoH Pecnybnunkm KasaxctaH ot 21 Mas 2013 roga Ne 94-V «O nepcoHanbHbIX 4aHHbIX U X 3aLUMTe,» B
pea. oT 16.09.2025, UMC «3aineT,» https://adilet.zan.kz/rus/archive/docs/Z21300000094/16.09.2025.
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NHOCTPAaHHbIX NOCTAaBLUMKOB. TaknM 06pa3oM, CyBepeHUTET Haj AaHHbIMU N NX
6e30nacHOCTb NOABEPratoTCa PUCKY.

LeHTpanusaumnsa AaHHbIX, MOMUMO BHELLHWX reonoINTNYEeCKNX PUCKOB, HeCeT B
cebe n BHyTpeHHMe yrpo3bl. Bo-nepBbiX, KpyrnHble, 06beAnHeHHble 6a3bl AaHHbIX
CTAaHOBATCA MpPUB/EKATeNIbHOW U Nerkon uenbro A8 XakepoB, Tak KakK OfHa
ycrneLwHas ataka MOXeT NpUBeCTU K yTeuke IMYHON UHOPpMaLMN OrPOMHOro
Konnyectea nwogen. Bo-BTOpPbIX, LEHTpann30oBaHHble CUCTEMbI OTKPbIBAKOT
BO3MOXHOCTW ANA 310ynoTpebsieHN i CO CTOPOHbI rOCyAapCTBa M HeYeCTHbIX
UNHOBHMKOB, HauyMHas OT He3aKOHHOW CNexXxKy 3@ MNOAUTUYECKUMN
NPOTVBHWKAMWN W 3aKaHYMBas TOProsiel NNYHbIMY JaHHbIMW. B-TpeTbux, B
cTpaHax LleHTpanbHOW A3uW, rAe OTCYTCTByeT JAO/KHbIA 06LLEeCTBEHHbIV
KOHTPOJIb U He3aBNCVMBbIA HAA30p 33 VCMOJIb30BaHNEM LieHTPanN30BaHHbIX 6a3
AAHHbBIX, CO3Jat0TCH YC/IOBUS ANA UCMOb30BaHUA LMPPOBLIX TEXHOJIOMVMIA B
aBTOPUTAPHbLIX Liensx.

3TOT AedUUNT He3aBUCMMOro KOHTPOAA YCyrybnsetcd Tem, 4TO CUCTeMy
undpoBor  6He30MacHOCTM  BbICTPAMBAaeT CaMO  [OCYAapcTBO B Jinue
YNO/IHOMOYEHHbIX OPraHoB, 4acTo apPUANPOBAHHbLIX C CUNOBBLIMU CTPYKTYPaMW.
Bce cTpaHbl pernoHa MMeIOT 3aKOHOZATe/IbHYH OCHOBY ANIA PeryavpoBaHUS
nHpopmMaunoHHom chepbl (3akoHbl «O KmbepbesonacHocTu» U «O 3awuTe
nHPopMaLnm»). Of4HaKO NPaKTUYECKNA ayaNT U KOHTPOJIb COCPeLO0TOYEH B pyKax
rocyZlapCTBeHHbIX OpraHos. Takas LeHTpanmsayms obecneyviBaet
roCcyAapCTBeHHbIA KOHTPO/Ib, HO He rapaHTVpyeT He3aBUCMOWN 1 MPO3pPayHON
OLleHKW/ pUCKOB, OCOBEHHO KOorja peyb MAeT O TeXHOOruax, 3akyrnaemMmblx As
HY>/, CaMOro rocyapcrsa.

MpV 3TOM pOJib HE3aBUCYMOW 3KCNEPTU3bI U rpaxAaHCKOro obLecTBa ocTaeTcs
KpanHe orpaHnyeHHow. OpraHusaunmu, nogobHble LAPKA (UeHTp aHanusa wm
paccnefoBaHnA Kubepatak), GOKYCUPYHOTCA Ha TeXHUYeCKOM aHanuise, B TO
BpeMsi Kak 0b6LLeCTBeHHbIA Ananor 0 pyckax U NpPo3pavyHoOCTN B HONbLUMHCTBE
CTPaH npakTuyeckn oTcyTcTyeT. [10A06HBIN AncbanaHC MexXAay CTerneHbro
rocyAapCTBEHHOro peryanpoBaHns 1 ypoBHEM OOLLLeCTBEHHOIO KOHTPOJISE MOXEeT
NPUBOAUTE K HeELOCTaTOYHOM MNPO3PaYHOCTV MpY  BHELPEHUN  KPYMHbIX
TEXHONOMMYEeCKNX MHNLMNATUB.

B otanume ot 3tux aAByX cTpaH KbiprbisctaH, TagXukuctaH U TypKMeHWCTaH
Bbl6pany Mojenb peryavpoBaHUA TPAHCTPaHWYHOW nepejaudn, rhe akueHT
AenaeTca He Ha obsi3aTelbHOM BHYTPEHHEM XPaHeHUW, @ Ha KOHTPOJie YCI0BUIA
nepemeLleHVs JaHHbIX. 3almMTa B 3TUX CTpaHax obecreuymsaeTca nMbo yepes
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noJslydyeHne cornacus cybbekTa, 1Mbo Yepes rapaHTm aZekBaTHOM 3aMTbl Npu
obMeHe AaHHbIM'3>136,137

Mpeanaraemass MoAenb, XOTb W CHWXAET PUCK  FeornoanNTUNYECKO
LeHTpanM3aumy, cosjaeT He MeHee Cepbe3Hyt npobnemy ANns rocyAapcTs:
MOCTOSIHHYHO MOTEpPHd CyBepeHUTeTa W HPUCANKUMN Hah AaHHbIMU. ITO
MNPONCXOAUT K3-3a CBOBOAHOIO TPAHCTPAHWYHOIO MepemMeLleHns U XpaHeHWs
NHOpPMaLMM TpaxAaH B pPa3pO3HEHHbIX MOTOKAaxX, KOTopble HauWoHaNbHble
opraHbl He B COCTOSAHNM 3P PEKTUBHO KOHTPOANPOBAT.

AHann3 AByx Mozesieli NokasblBaeT, YTO OHM UMEIOT CBOW CW/IbHbIE U Cnabble
CTOPOHBbI.

MoJenb XecTKol NIoKann3aumm MOXeT Co34aBaTb UINKO3UI0 CyBEPEHUTETA NpPY
COXPaHeHWM TEXHONIOTMYECKOM 3aBUCUMOCTM OT MHOCTPAHHbIX MOCTaBLUVKOB U
KOHLEPTMPYET PUCKM, TOFAa Kak MoZeNlb CBOB6OAHOM TpaHCrpaH4YHOM nepeaaym
AAHHBIX, XOTS 1 pacnpeaensieT pUCckK, HO 3aTPYAHSET KOHTPOIb Haj AaHHBIMW CO
CTOPOHbI FOCyAapCTBa.

PekoMeHAaaUuMmn No NoANTUKE

PekoMeHAaUMn pa3paboTaHbl Al MUHUMM3ALMKM  HEraTUBHOMO  BAVSIHUS
BbIIBNEHHbIX PUCKOB (HEPaBEeHCTBO, 3aBUCMMOCTb, MPaBOBblIE KOAAU3UU) U
dopMmpoBaHUSA CTabUNbHBIX OCHOB A/151 0becneYveHnst LMGPOBOro cyBepeHnTeTa
Ha HaLMOHaNbHOM U PErMOHANIbHOM YPOBHSIX.

ObecneyeHue mexH0/102U4eCK020 cysepeHUmema 8 pecuoHe

Ana nocteneHHOro obpeteHUss TeXHONOrMYeCKON He3aBNUCMOCTU B XXU3HEHHO
BaXHbIX cpepax (rocygapcTBeHHOe yripaBneHune, GrHaHCbl, TeeKOMMYHUKaLMN)
HeobXxoAMMO BBeCTU 065A3aTe/IbHble KBOTbI A1 OTeYeCTBEeHHbIX MOCTaBLLNKOB B
cMcTeMe rocyAapCTBeHHbIX 3aKyrnok, HeobXoAMMO 3anyCTUTb AOJITOCPOYHYHO
nporpamMmmMy noAAep>XKM HauMOHaNbHbIX IT-KOMMaHWA. 3TO AO/KHO BKIKOYATb
Ha/soroBble /NbroThbl, rPaHTbl Ha pa3paboTky, 4TO OyAeT CnNocobCTBOBAaTb
Pa3BUTUIO HALIMOHAaNbHbIX TEXHOIOMMYECKMX KOMNeTeHUUIA.

CHM3UTb MOHOMO/NBLHYH 3aBVMCMMOCTb, 06ecneunTb YCTOMUYMBOCTb K BHELUHUM
caHkumam (onbiT CLUA/EC) 1 co3patb 340pPOBYHO KOHKYPEHLMIO, WCNONb3ys

135 3akoH Pecnybnukm TagxumkmctaH ot 3 aerycta 2018 roga Ne1537 «O 3aLpTe nepcoHanbHbIX AaHHbIX,»
HaumoHanbHbIV LeHTp 3akoHoAaTenbCcTBa Npu MpesngeHTe Pecnybnvkn TagXnNKUCTaH,
https://ncz.tj/content/%D0%BE-%D0%B7%D0%B0%D1%89%D0%B8%D1%82%D0%B5-%D0%BF%D0%B5%D
1%80%D1%81%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D1%8B%D1%85-%D0%B4%D0%B0%
D0%BD%D0%BD%D1%8B%D1%85.

136 3akoH TypkMeHucTaHa ot 22 MapTa 2017 roga «O6 MHbGOpMaLMK 1 ee 3aLLmTe,» YNOAHOMOUEHHbIV Mo
npaeam yenoBeka B TypkmeHucTaHe (OMbyacmeH), goctyn 3 oktabpsa 2025,
https://ombudsman.gov.tm/doc/ru/%D0%BE%D0%B1_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%B
C%D0%B0%D1%86%D0%B8%D0%B8_%D0%B8_%D0%B5%D1%91_%D0%B7%D0%B0%D1%89%D0%B8%D1
%82%D0%B5.rtf.

137 3akoH Kblprbizckoi Pecriy6nvikm ot 14 anpens 2023 roga Ne 85 «O nepcoHanbHbIX AaHHbIX,»
LeHTpanbHbIn 6aHK AaHHbIX MPaBoBOW MHPopMaLMn Kblprbi3ckoin Pecnybnuku,
https://cbd.minjust.gov.kg/3-48/edition/35412/ru.
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NHBECTULIMOHHbIE TMpPejoXeHNa OT afibTepHaTuBHbIX fJoHopoB (EC/Global
Gateway, AnoHus, FOxHaa Kopes).

Pasgumue pe2uoHan6HO020 COMpPyOHU4YeCcmea U He3aeucuMsll ayoum.

Ana 3¢PekTMBHOro NPOTUBOAENCTBUA TEXHONOTMYECKUM Yrpo3aM CTpaHam
LeHTpanbHOW A3 HeOobXOAMMO  CO34aTb  pPernoHanbHblA  LEeHTp Mo
KnbepbesonacHOCTU U cepTUPUKALMN TEXHONOTNINA, KOTOPbIA Bbl MPOBOANA TOT
CaMblii He3aBUCUMbIV ayaUT AR BCeX CTpaH-ydacTHWU. B TOM uyucne 3T10
NO3BO/INT KOOPAVHMPOBaTbL YCUANSA, OOMEHMBATbLCA OMbITOM, Pa3BMBaTb
LUM$POBYHO rPaMOTHOCTb U NPOBOAUTL O6LLECTBEHHbIE OOCYXAEHUS, ONMPasch
Ha oblme wncTopryeckme CcBA3M W CXOXME MOLeNN ToCyAapCTBEHHOrO
yrnpasfieHus.

YcuneHue 3awumel nepCcoHANbHbIX OQHHbIX U KU6€,D6€3OI’)GCHOCI’TIU

Ana 3¢dekTMBHOW 3alUnTbl IMYHON MHGOPMaLMK FpaxaaH U obecneveHUs
6e3onacHoOCTN B KMOeprnpoCTpaHCTBE HEOH6XOAMMO 3HAUUTENIbHO YXeCTOoUUTb
HakasaHWA 3a HapyweHus B 3TOW cdepe. YBennyeHue wTpadpoB MOBLICUT
OTBETCTBEHHOCTb BCEX YHACTHNKOB: OT rOCYAapCTBEHHbIX yUpexAeHUin 1 busHeca
A0 PSAAO0BbIX FpaxaaH

MHorme 13 3TxX NOAUTUYECKNX NHNLMATUB YXKe 06CyXAarTCA 1 peannsyoTcs B
LeHTpanbHOW A3un. Peanusauus npesnoxeHHOW TpexypOBHEBOW CTpaTterum
noTpebyeT 3HAUUTENbHbIX WHBECTULMA W NOAUTUYECcKOn BoaW. OfHaKo B
YCNOBUAX N06aNIbHOW TEXHO-reonoINTUYECKON KOHKYPEeHLUMN 3TO He BOMpoc
Bbl6Opa, a HeobxoaIMoe YCNoBYE ANA COXPAaHEHUs peanbHOro cyBepeHuTeTa B
LU poBYHO 3rOXY.

3aKk/iro4yeHue
I‘Iposep,eHHoe ncanegoBaHne noarBepXKAaaeT, 4To LLI/I(I)pOBoe HEepPaBeHCTBO B
LleHTpanbHOW A31Kn SBNSETCH He NPOCTO COLManbHOM NpobaemMol, a KryeBbIM
3/1IeMEeHTOM reonoINTNYECcKom cTparternn TexHoaornmyeckoro KOHTPO4,
peanvsyemoi yepes popMrpoBaHmMe CTPYKTYPHOM 3aBUCMMOCTI OT KOHKPETHbIX
nnatGopm 1 CTaHAAPTOB. ITO JOCTUraeTcs nyrem GOpPMMUPOBaHMA 3aBUCUMOCTH
nonb3oBaTenenm ot KOHKPETHbIX TEeXHOJ/IOrM4YeCKnxX I'U'IaT(I)OpM n NpPoAyKTOB.
PGByHbTaTbI ncanegoBaHMA yKasblBatkOT Ha TO, YTO:!

Lugposoe HepaseHcmeo- @akmop, onpedeasrowuli 2eo0noaUMUYECKoe
e/qnudHuUe
Hepoctatok Un$pOBOA rPamMOTHOCTU U WMHPPACTPYKTypbl MNpeBpallaer vx B
MoCTaBWNMKOB AdHHbLIX, OTKPbIBad ABepun ANA BHELLHEro BANAHUA. B YCNnoBuAxX
reonoINTNYeCcKom 60pb6bl 3d AdHHblE€, 3Ta BHYTPEHHAA cnaboCcTb CTaHOBUTCA
KpUTU4YeCckKnM GakTopom. MprBnekaTeNbHOCTb KUTANCKNX «YMHbBIX TOPOAO0B» AN
MEeCTHbIX 21UT o6ycnosneHa He TOJ/IbKO 3KOHOMMN4YeCcknMminm npenmyLectBaMm, HoO
N NONUTNYECKON Ll,e}'IeCOO6pa3HOCTbI-O.
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CmpykmypHaa mexHosio2u4eckas 3asucumocms. LleHTpanbHaa A3ngA
AEMOHCTPUPYET BbICOKYHO CTeNeHb TEXHOI0MMYEeCKOr MHTerpaunm ¢ KUTanckumm
TEXHOJIOTMYECKUMUN KOMMNAHUAMK B Takux 061acTaX, Kak TeneKoMMYyHMKaLny,
6e3onacHocTb U Unpposoe yrnpasneHne. O4HAKO 3TO MPUBESO K 3aBUCUMOCTHU,
NOCKONbKY 3aMeHa KMTaNCKoro ob6opyLoBaHMS N NPOrpaMMHOro obecneyeHus
Ha a/ibTepHaTVBHbIE peLleHns TpebyeT 3HaUNTeNbHbIX MHBECTULNI, YTO CO34aeT
3KOHOMUYecKme TPyAHOCTN AN CTPaH pervioHa.

lpasossie Kosanusuu u 3KCmeppumopuan6LHOCMe. CovyeTaHne
HaLMOHaNbHbIX 3aKOHOB O NOKanM3auumy JAaHHbIX C KUTAaUCKUM 3aKOHOM O
HauMOoHanbHoU pa3seeke 2017 roga co3gaeT NapajoKcanbHy CUTYaLNIO: Mepbl,
Hanpas/ieHHble Ha 3alnUTy HaUMOHAa/NbHbIX JaHHbIX, (GaKTU4Yeckn MoryT
ynpowaTtbe AOCTyn K HUM. DKCTepputopuanbHoOe JelcTBMe  KUTanCKOro
3aKoHOZaTe/IbCTBa CO34aeT NoTeHLUMasibHble NMpaBoBble KOHQNKTbI ANA CTPaH-
peunnmMeHToB TEXHO0MMYEeCKON MOMOLLM.

Pa3Heie Modesau compydHudyecmea. CpaBHUTENbHbIN aHanu3 noaxogos KHP,
EC n CLLUA BbigsBUN PyHAAMEHTaNbHble Pa3NNyna B CTpPaTernsax npeojoseHus
LuM$poBOro HepaBeHcTBa. Kntanckass Mogesib AEMOHCTPUPYET NPEBOCXOACTBO B
CKOPOCTUY peanmsaunm 1 GUHaAHCOBOW AOCTYMHOCTY, HO CO3JaeT AOJITOCPOYHbIe
3aBUCMMOCTUN. EBponeickass mMofeflb, HeCMOTPA Ha COOTBETCTBME BbICOKUM
CTaHZapTamM U NPO3PayvyHOCTb, OKa3blBaeTCH MeHee KOHKYPeHTOCMOCOOHOW B
YCNOBUAX HEOBXOANMOCTN BbICTPON MOAEPHU3ALNN.

Puck yeHmpanuzayuu OaHHbIX. LeHTpanusauma 6unomeTpmyecknx W
rocyAapCTBeHHbIX JaHHbIX B CUCTEMax, HaxoAdAWMXca TMoj  KOHTpoJem
WHOCTPAHHbIX MNOAPAAYMKOB, MNOAHVMAaET BOMPOCbl O MOTEHLUWaNIbHOM UX
NCMONb30BaHUN ANIA PA3/INYHbIX Lienei.
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